Agenda
Audit and Risk Committee
2 February 2021

Notice of Meeting
The Audit and Risk Committee of the City of Perth will be held on Tuesday, 2 February 2021 in the
Committee Room 1, Level 9, 27 St Georges Terrace, Perth commencing at 4.30pm.

Michelle Reynolds
Chief Executive Officer
29 January 2021

Audit and Risk Committee
2 February 2021

Terms of Reference
Established: 11 May 2010
Elected member appointments
Appointment expiry October 2021

Remuneration

Nil

Committee overview
Membership

Deputy Lord Mayor Sanday Anghie
Cr Brent Fleeton
Cr Catherine Lezer
One external Independent Member (Current member - Robert Maurich) Term expires
26 August 2021
Deputy Members
Lord Mayor Basil Zempilas
Cr Rebecca Gordon

Objectives

To oversee the risk management, internal controls, legislative compliance and external
audit processes of the City, including receipt of the auditor’s statements and
management reports.
Delegated authority Yes
Meetings
Frequency

Quarterly and as required

Average duration

Two hours

Venue

Committee Room One, Council House

Open to the public Yes
The Audit and Risk Committee’s role, in accordance with Regulation 16 of the Local Government (Audit)
Regulations 1996, is to:
a. guide and assist the local government in carrying out:
i.
its functions under Part 6 of the Act;
ii.
its functions relating to other audits and other matters related to financial management; and
b.

functions in relation to audits conducted under Part 7 of the Act. review a report given to it by the
CEO under regulation 17(3) (the CEO’s report) and is to —

c.
d.

report to the council the results of that review; and
give a copy of the CEO’s report to the Council.

monitor and advise the CEO when the CEO is carrying out functions in relation to a review under —
a. regulation 17(1); and
b. the Local Government (Financial Management) Regulations 1996 regulation 5(2)(c);
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support the auditor of the local government to conduct an audit and carry out the auditor’s other duties
under the Act in respect of the local government;
oversee the implementation of any action that the local government —
a. is required to take by section 7.12A(3); and
b. has stated it has taken or intends to take in a report prepared under section 7.12A(4)(a); and
c. has accepted should be taken following receipt of a report of a review conducted under regulation
17(1); and
d. has accepted should be taken following receipt of a report of a review conducted under the Local
Government (Financial Management) Regulations 1996 regulation 5(2)(c);
perform any other function conferred on the audit committee by these regulations or another written
law.
The Committee may provide guidance and assistance to the local government regarding:
a. other matters to be audited;
b. the scope of audits; and
c. financial, risk and compliance management functions as prescribed in the Local Government Act
1995; as well as
d. other matters specified in these Terms of Reference.
The Committee may resolve to request the Chief Executive Officer (CEO) to provide any information or
make arrangements to provide independent expert advice, as appropriate and required by the
Committee in order to fulfil its duties and responsibilities
The Committee is to review and make recommendations to the Council regarding:
a. Financial Management
i.
the annual Financial Statements with a view to being satisfied as to their accuracy and
timeliness and the inclusion of prescribed disclosures and information;
ii.
changes in accounting practices, policies and material changes in accounting treatment,
providing advice on the appropriateness of implementation strategies; and
iii.
the City’s financial status and performance.
b. Risk Management
i.
the City’s risk management strategies and policies;
ii.
the adequacy of the City’s risk management systems and practices; and
iii.
the management of strategic risks, identifying as appropriate, specific risks for more detailed
review and response.
c. Internal Controls
i.
the standard and effectiveness of the City’s corporate governance and ethical considerations;
ii.
the integrity, adequacy and effectiveness of the City’s financial and administration policies,
systems and controls in providing financial and governance information which:
• is accurate and reliable;
• complies with legislative obligations and requirements; and
• minimises the risk of error, fraud, misconduct or corruption; and
iii.
the efficiency and effectiveness on achievement of objectives
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d.

Legislative Compliance
i.
the integrity, adequacy and effectiveness of the City’s systems and controls for legislative
compliance;
ii.
the level of compliance with legislative obligations as well as the City’s policies;
iii.
the CEO’s report on the review of the City’s legislative Compliance systems, at least once
triennially; and
iv.
the annual statutory Compliance Audit.
e. Internal and External Audit Planning and Reporting
i.
the integrity, adequacy and effectiveness of the City’s Internal Audit Plan and External Audit
Plan;
ii.
reports, findings and recommendations arising from Internal and External Audits;
iii.
the audit of the City’s Annual financial statements;
iv.
the integrity, adequacy and effectiveness of the management response and any actions
proposed to be taken to address issues raised by the Internal or External Auditor; and
v.
the oversight and monitoring of implementation of agreed actions.
Delegated Authority 1.1.3 – Audit and Risk Committee provides authority for the Committee to fulfil the duty
of the Council to meet with the City’s External Auditor at least once per year [s.7.12A(2)].
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1. Declaration of Opening
2. Acknowledgement of Country
Acknowledgement of Country
I respectfully acknowledge the Traditional Owners of the land on which we meet, the Whadjuk (Whad-juk)
Nyoongar people of Western Australia, and pay my respects to Elders past and present. It is a privilege to be
standing on Whadjuk Nyoongar country.

3. Apologies and Members on Leave of Absence
4. Confirmation of Minutes
Audit and Risk Committee – 7 December 2020

5. Correspondence
6. Disclosures of Interests
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7. Reports
Internal Audit and Risk Action Plan and Internal Audit Plan 2020-21
Responsible Officer
Voting Requirement
Attachments

Michelle Reynolds, Chief Executive Officer
Simple Majority
Attachment 7.1A – Internal Audit and Risk Action Plan January 2021
Attachment 7.1B – Inquiry Report and Deloitte Review linkages to the
Internal Audit and Risk Action Plan January 2021
Confidential Attachment 7.1C - Internal Audit and Risk Action Plan
January 2021 – Estimated Cost
Attachment 7.1D – Proposed Internal Audit Plan 2020-21

Purpose
To present an Action Plan for the Audit and Risk Function and revised Internal Audit Plan 2020-21 to address
the recommendations of the City of Perth Inquiry Report, and the Deloitte ‘Review of the Internal Audit and
Risk Management Functions’.

Recommendation
That the Audit and Risk Committee recommends to Council that it:
1.
2.
3.

ENDORSES the Internal Audit and Risk Action Plan, as per Attachment A
ENDORSES the revised Internal Audit Plan 2020-21, as per Attachment D and
NOTES that the required funding for the Action Plan has been included in the statutory mid-year budget
review due to be considered by Council at its February Ordinary Meeting
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Background
1.

The City of Perth has actively been progressing improvements as recommended in the City of Perth (the
Inquiry) Report. An Implementation Plan was developed to demonstrate commitment to addressing the
recommendations.

2.

At the Ordinary Council Meeting 15 December 2020, Council Resolution (1512/18) was passed as
follows:
“That Council:
1.

ENDORSES the Inquiry into the City of Perth Recommendation Implementation Plan included in
Attachment 15.3A”

3.

48 of the Inquiry recommendations relate to Internal Audit and Risk.

4.

The City engaged Deloitte to perform a review of the Internal Audit and Risk Management functions.
The review came as a result of the City’s desire to obtain independent external advice on the
effectiveness of the functions’ operating models and in response to a recommendation from the City of
Perth Inquiry Report.

5.

Relevant City of Perth Inquiry Recommendations are:
#245 “The City’s risk, audit and assurance management frameworks be comprehensively reviewed and
a report to Council prepared by an independent consultant with expertise in current industry best
practice, working collaboratively with a senior employee designated responsibility by the CEO, providing
a schedule of actions to improve the City’s maturity in risk, audit and assurance.”
#246 “The report described in Recommendation 245 be submitted by the CEO to Council within 12
months of this Report.”

6.

The Deloitte ‘Review of the Internal Audit and Risk Management Functions’ Report (the Deloitte Review)
was presented to the 7 December 2020 Audit and Risk Committee meeting. The following resolution
(0712/05) was passed:
“That the Audit and Risk Committee:
1.

NOTES the review report conducted by Deloitte (an independent external consulting firm) providing
an assessment of the effectiveness of the internal audit and risk management functions’ operating
models and in response to a recommendation from the City of Perth Inquiry Report as detailed in
Confidential Attachment 8.1A.

2.

NOTES that an Audit and Risk Action Plan will be developed (including the revision of the 2020-21
Internal Audit Plan) to address the findings of the report (Confidential Attachment 8.1A) and City
of Perth Inquiry Report and will be submitted at the next Audit and Risk Committee meeting for
consideration.”
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Discussion
Proposed Internal Audit and Risk Action Plan
7.

A proposed ‘Internal Audit and Risk Action Plan’ has been developed that addresses the
recommendations of the Inquiry Report and Deloitte Review in order to provide a considered approach
to the management of and reporting of internal audit and risk activities within the organisation.

8.

The following is a summary of the proposed Action Plan including time critical additional audits
identified by the Internal Audit and Risk Manager.
Summary of Actions

•
•
•
•
•
•
•
•
•
•
•
•
•

•

•
•

Independent Functional Review of Internal Audit and Risk (complete)
Chief Audit Executive Role (complete)
Internal Audit Charter
Audit and Risk Committee (ARC) Terms of Reference
ARC Forward Plan
ARC Performance Review
ARC Reporting
Professional Development
Strategic and Annual Internal Audit Planning
Internal Audit Resource Plan
Internal Audit Manual
Annual Reporting to the ARC
Inquiry Directed Audits 2020-21:
o
Owners and Occupiers Roll (complete)
o
Procurement and Contracting
o
Misconduct and Fraud and
o
Complaints and Grievance Process
• Inquiry Directed Audits 2021-22:
o
Council, Committee and CEO Decision making
o
Expenditure, Interests and Gifts Register
o
Owners and Occupiers Roll
o
Human Resource Management
o
Discretionary Grant Funding Arrangements and
o
Procurement and Contracting
• Inquiry Directed Audits 2021-22
o
Council, Committee and CEO Decision making
o
Expenditure, Interests and Gifts Register
o
Owners and Occupiers Roll
o
Human Resource Management
o
Discretionary Grant Funding Arrangements
o
Procurement and Contracting
• Additional Audits approved by the ARC for 2020-21:
o
Limited Review of Procurement (sample 50)
Additional Audits Recommended for 2020-21
o
IT Governance
o
Payroll
Risk Culture Improvement Plan
Risk Management Strategy
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Summary of Actions
•
•

Fraud and Corruption Risk Assessment and Plan
Emergency Management Framework

9.

Attachment 7.1A provides further detail on the timing and scope of the above.

10.

Attachment 7.1B provides excerpts of recommendations from the Inquiry Report and Deloitte Review
and linkages to the Internal Audit and Risk Action Plan.

11.

Confidential Attachment 7.1C provides an estimate of cost applicable to each action.

Proposed Revision to Annual Internal Audit Plan 2020-21
12.

The Internal Audit Plan 2020-21 as approved in May and June 2020 requires revision as a result of:
a.
b.
c.

13.

the commitments made at the Ordinary Council Meeting 15 December 2020 with regard the City
of Perth Recommendation Implementation Plan;
recommendations from the Deloitte Review; and
the new Internal Audit and Risk Manager having identified corporate risks that require immediate
review.

A revised Internal Audit Plan 2020-21 has been provided at Attachment 7.1D in line with the proposed
Action Plan discussed above.

Stakeholder Engagement
14.

Deloitte’s Senior Manager Operational Risk was interviewed to discuss the Deloitte Report.

Decision Implications
15.

The decision supports the Internal Audit and Risk unit working towards compliance with the Institute of
Internal Auditors Standards and aligns with best practice risk management, as per ISO 31000 2018 Risk
Management Standard.

Strategic, Legal and Policy Implications
Strategic
Strategic Community Plan Aspiration:

Strategic Community Plan Objective:

Performance
A city led by a Council and supported by an administration
that is committed to sound strategy and governance,
excellence in customer service and effective and sincere
engagement with all stakeholders.
Objective 5.6
Decision-making that is ethical, informed and inclusive.
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Issue Specific Strategies and Plans:
Legal and Policy
Legislation:

Legal advice:
Policy

The Internal Audit and Risk Management Action Plan will
provide the basis for ethical and informed decision making.
Regulation 17 of the Local Government (Audit) Regulations
1996:
The CEO is to review the appropriateness and effectiveness of
a local government’s systems and procedures in relation to —
(a) risk management; and
(b) internal control; and
(c) legislative compliance.
This report addresses the desire to improve the Audit and
Risk management functions within the organisation.
Not applicable.
19.1 – Risk Management
This report proposes the acceptance of an Action Plan to
improve the reporting in relation to Risk Management.

Financial Implications
16.

The proposed Action Plan will cost an additional $219,000 for the 2020-21 financial year. Of this,
$144,000 is unbudgeted. However the required funding for the Action Plan has been included in the
statutory mid-year budget review which is due to be considered by Council at its February Ordinary
Meeting

17.

The proposed Action Plan will cost at least an additional $193,800 for the 2021-22 financial year. Audits
and required resourcing for 2021-22 will be considered in the Three Year Strategic Internal Audit Plan,
to be presented prior to 30 June 2021.

Relevant Documents
•
•

City of Perth Inquiry Report and
Review of the Internal Audit and Risk Management Functions.

Further Information
Not applicable.
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Attachment A - Internal Audit and Risk Action Plan January 2021
Table 1 - Summary of Actions
City of Perth
Inquiry

Deloitte Review
IIA Std

Summary of Actions

Best Practice

√



Independent Functional Review of Internal Audit & Risk
(complete)



Chief Audit Executive Role (complete)

√



Internal Audit Charter

√



ARC Terms of Reference

√



ARC Forward Plan

√



ARC Performance Review

√



ARC Reporting

√

√



Professional Development

√

√



Strategic and Annual Internal Audit Planning

√

√



Internal Audit Resource Plan

√



Internal Audit Manual

√



Annual Reporting to ARC

√



Inquiry Directed Audits 2020-21
o Owners and Occupiers Roll (complete)
o Procurement and Contracting
o Misconduct and Fraud
o Complaints and Grievance Process

√



Inquiry Directed Audits 2021-22
o Council, Committee and CEO Decision making
o Expenditure, Interests and Gifts Register
o Owners and Occupiers Roll
o Human Resource Management
o Discretionary Grant Funding Arrangements
o Procurement and Contracting



Additional Audits approved by the ARC for 2020-21
o Limited Review of Procurement (sample 50)



Additional Audits Recommended for 2020-21
o IT Governance
o Payroll



Risk Culture Improvement Plan



Risk Management Strategy



Fraud and Corruption Risk Assessment and Plan



Emergency Management Framework

√
√

√

√

√

√
√
√

√
√
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Table 2: Internal Audit and Risk Governance
Actions

Trigger for Action

2020-21
Q2

2021-22

Q3

Q4

Independent Functional Review of Internal Audit & Risk
Consulting firm Deloitte was engaged to undertake this review. Recommendations from this report are
included in this Action Plan. Report accepted by the Audit and Risk Committee December 2020.

Inquiry 245 (Oct-20)
Inquiry 246 (Dec-20)

●

Chief Audit Executive Role
IA & Risk Manager role be established and role filled mid-November 2020. The position is a member of the
MLT.

Inquiry 259 (Dec-20)
Deloitte 3.1

●

Internal Audit Charter
Internal Audit Charter to be reviewed and presented to ARC to reflect best practice guidance.

Inquiry 256 (Jun-21)
Deloitte 3.3, 3.4, 3.7

●

●

ARC Terms of Reference
Audit and Risk Committee (ARC) Terms of Reference to be reviewed and updated to reflect best practice
guidance.
It is anticipated the cost of an additional external member will be approximately $600-800 per meeting with
4 meetings per annum.

Deloitte 3.3

●

●

ARC Forward Plan
To be developed as part of the Annual Audit Planning process.

Deloitte 3.3

●

●

ARC Performance Review
To be done in conjunction with the independent assessment of the internal audit function.

Deloitte 3.3

ARC Reporting
The reporting to the ARC has already provided improvements in terms of outstanding audit findings. The
reporting will continue to be enhanced over time.

Deloitte 3.6

Professional Development
The City's performance shaping process to consider professional development needs for individual internal
audit and risk officers.

Inquiry 255 (Jun-21)
Deloitte 3.7, 4.5

Q1

Q2

●
●

●

●

●

●

●

●

TOTAL Internal Audit and Risk Governance
Legend:

● – complete

● - planned
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Table 3: Internal Audit
Actions

Trigger for Action

Strategic and Annual Internal Audit Planning
The development of a three year Strategic Internal Audit Plan and Annual Audit Plans focused on strategic,
operational and project risks. This will include the development of a preliminary assurance map that is to be
further developed over time. Minimal external assistance will be required to assist where specialised skillsets
are needed, such as the development of a data analytics roadmap and ICT risks.
Key Performance Indicators will also be established as part of the Strategic Internal Audit Plan.
Internal Audit Resource Plan
A Resource Plan for Internal Audit function to be developed with a proposed budget that identifies:
- The extent of audit coverage required given the size and complexity of the City.
- The appropriate balance of internal and external resources in order to include specialist skills in the audit
plan.
- The use of probity auditors.
Internal Audit Manual
An Internal Audit Manual will be developed to provide guidance to auditors and stakeholders on internal
audit processes. This will follow best practice guidance from the Institute of Internal Auditors and Office of
the Auditor General (WA) and be published on the intranet. At a minimum, it will include:
- stakeholder engagement
- annual and strategic internal audit planning
- audit engagement planning, fieldwork and reporting
- advice and ad hoc engagements
- alignment to the CIty's Risk Framework
- consideration of the Fraud and Misconduct Control Plan and associated risk assessment
- reliance on the work of others
- followup of recommendations
- ELT and ARC reporting
- templates
- records management
- performance reporting of the IA function
- quality assurance and improvement plan

2020-21
Q3

Q4

Inquiry 249, 252, 257, 258, 260
(Jun-21)
Deloitte 3.2, 3.5, 3.6, 3.7

●

●

Inquiry 253, 254, 261, 262 (Jun-21)
Deloitte 3.1

●

●

Deloitte 3.4, 3.5, 3.6, 3.7

Q2

2021-22

●

Q1

Q2

●

●
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Actions

Trigger for Action

Annual Reporting to ARC
Provide annual reporting to ARC on:
- quality assurance and improvement program
- auditor independence
- adherence to the IIA Code of Ethics
Audit - Council, Committee and CEO Decision making
An audit of 'Council, Committee and CEO Decision making' will be included in the 2021-22 Annual Audit Plan.
It is considered appropriate for an external firm to conduct this review to maintain the perception of
independence.

Deloitte 3.7

Audit - Expenditure, Interests and Gifts Register
An audit of 'Expenditure, Interests and Gifts Register' will be included in the 2021-22 and 2022-23 Annual
Audit Plans. It is considered appropriate for an external firm to conduct this review to maintain the
perception of independence.

2020-21
Q2

Q3

2021-22
Q4

Q1

●

Inquiry 64, 65, 66 (Aug-21)
Inquiry 67 (within 2 months of
audit report release)
Inquiry 68 (Dec-21)

●

Inquiry 98, 99 (Dec-21)

●

Audit - Owners and Occupiers Roll
An audit of 'Owners and Occupiers Roll' was conducted in October 2020 and will be included in the 2020-21
Annual Plan (for the Oct 2021 election). This audit was conducted by inhouse auditors as it was believed
external firms would not have the knowledge of the relevant legislation. This audit would continue to be
conducted inhouse in future years. This audit is proposed to be conducted prior to each Council election in
the future.

Inquiry 148, 149, 154, 155
(Oct-20)

Audit - Human Resource Management
An audit of 'Human Resource Management' will be included in the 2021-22 Annual Audit Plan. This audit will
cover recruitment, termination of employment (including payments under section 5.50 of the LGA being
payments to employees in addition to contract or award), performance management, grievance and
complaint handling and associated records management processes. This audit will be conducted by an
external firm in order to provide specialist HR skills.

Inquiry 157, 181, 185, 186 (Dec-21)

Audit - Discretionary Grant Funding Arrangements
An audit of 'Discretionary Grant Funding Arrangements' will be included in each Annual Audit Plan. This audit
can be conducted inhouse.

Inquiry 231, 232 (Sep-21)

Audit - Procurement and Contracting
An audit of 'Procurement and Contracting' will be included in each Annual Audit Plan. This audit will be
conducted by an external firm in order to provide data analytics skills and be supported by an inhouse
resource.

Inquiry 289 (Dec-21)
Inquiry 290, 291 (Jun-21)

Q2

●

●

●

●

●

●
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2020-21

2021-22

Actions

Trigger for Action

Audit - Misconduct and Fraud
An audit of 'Misconduct and Fraud' will be included in the 2020-21 and 2022-23 Audit Plans. This audit will be
conducted by an external firm in order to provide fraud and misconduct expertise.

Inquiry 301, 302
(Jun-22 and every 2nd year)

●

Audit - Complaints and Grievance Process
An audit of 'Complaints and Grievance Process' will be included in the 2020-21 and 2022-23 Audit Plans. The
2022-23 audit will consider areas already covered by the HR Management Audit. It is considered appropriate
for an external firm to conduct this review to maintain the perception of independence.

Inquiry 320, 321 (Dec-21)

●

Financial Audit– Limited Review of Procurement
A limited scope financial audit of ‘Procurement’ has been approved by the ARC for inclusion in the 2020-21
Audit Plan. This will include sample testing of 50 payments to suppliers across all purchasing thresholds
greater than $5,000 and all service units and will cover the period 1 July to 31 December 2020. This is being
conducted by in-house auditors.

-

Performance Audit – IT Governance
A performance audit of ‘IT Governance’ proposed for inclusion in the 2020-21 Audit Plan. This will cover IT
governance structures, leadership, strategic and operational planning, service delivery and measurement and
risk management. The scope will include a review of large IT projects.

-

●

Financial Audit – Payroll
A financial audit of ‘Payroll’ is proposed for inclusion in the 2020-21 Audit Plan. The objective will be to
review the City’s payroll policy and procedures to assess their efficiency and effectiveness and compliance
with relevant legislation and contractual obligations. This will be the first time payroll has been audited since
implementation of the new payroll system in 2019. To be conducted by in-house auditors.

-

●

Q2

Q3

Q4

Q1

Q2

●

TOTAL Internal Audit

* TBA - Audits and required resourcing for 2021-22 will be considered in the SIAP in addition to that directed by the City of Perth Inquiry.
Legend:

● – complete

● - planned
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Table 4: Risk Management
Actions

Trigger for Action

2020-21
Q2

2021-22

Q3

Q4

Q1

Q2

●

●

Risk Culture Improvement Plan
Develop a Risk Culture Improvement Plan to improve the City's risk culture maturity including:
- Training for officers covering risk and fraud and misconduct.
- Training for elected members on internal auditing.
- Development of a RACI.
- Tone from the top.
Note: Training for ARC members conducted by IIA. All ARC Members attended except the external member.
Further training to be scheduled for other elected members and the MLT.

Inquiry 248, 250 (Dec-21)
Deloitte 3.2, 3.3, 4.4, 4.5

●

●

Risk Management Strategy
Develop a Risk Management Strategy that incorporates a risk roadmap that includes:
- identification of roles and responsibilities
- development of strategic risks
- review of operational risks
- review of fraud and corruption risks
- review of project risks
- development of treatment action plans
- rollout of fraud and corruption plan
- independent review of the risk register
- training and awareness
- develop reporting on risk
- develop reporting against the fraud and corruption plan
- development of key performance indicators
- incorporation of lessons learnt into the risk process
Fraud and Corruption Risk Assessment and Plan
An RFQ for a consultant has been issued, the scope being:
- A preliminary assessment of the City’s fraud and corruption risks in order to provide sufficient information
to set the direction of the Fraud and Corruption Control Plan.
- The development of a Fraud and Corruption Control Plan for the City.

Inquiry 251 (Jun-21)
Deloitte 4.1, 4.2, 4.3, 4.6

●

●

Inquiry 296, 297, 298, 299 (Mar21)
Inquiry 300 (Dec-21)
Deloitte 3.2

●

●

TOTAL Risk Management
Legend:

● – complete

● - planned

6|P a g e

Attachment A - Internal Audit and Risk Action Plan January 2021
Table 5: Business Continuity Planning
Actions
Emergency Management Framework
Develop an Emergency Management Framework and Update the Emergency Management Strategy and
associated plans/documentation including:
- Business Continuity Plan (BCP) including location specific plans
- Disaster Recovery Plan (DRP)
- Crisis Management Plan (CMP)
- Critical Incident Control Plans (including incident specific plans)
- Local Emergency Management Plan
This is to be done in conjunction with the City's Community Safety team.

Trigger for Action
Inquiry 247 (Jun-21)

2020-21
Q2

Q3

2021-22
Q4

Q1

Q2

●

TOTAL Business Continuity Planning
Legend:

● – complete

● - planned
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ATTACHMENT 7.1B

Attachment B - Inquiry Report and Deloitte Review Recommendations linkage to the Internal Audit and Risk Action Plan January 2021

Topic
IA & Risk Structure

Rec # Recommendation

Independent Functional Review of Internal Audit & Risk
Consulting firm Deloitte was engaged to undertake this review. Recommendations from this
report are included in this Action Plan. Report accepted by the Audit and Risk Committee
December 2020.

245

The City’s risk, audit and assurance management frameworks be comprehensively reviewed and a report to Council prepared by an
independent consultant with expertise in current industry best practice, working collaboratively with a senior employee designated
responsibility by the CEO, providing a schedule of actions to improve the City’s maturity in risk, audit and assurance. (See recommendations
246 and 247).

246

The report described in Recommendation 245 be submitted by the CEO to Council within 12 months of this Report.

259
3.1

The City consider establishing an independent chief audit officer role to oversee the City’s audit activities, whose role is similar to and guided by Chief Audit Executive Role
IA & Risk Manager role established and role filled mid-November 2020. The position is a
Treasurer’s Instruction 1201(4) for State Government agencies.
member of the MLT.
- Agree on best structure for the audit and risk department

3.1

Ensure that the lead role for the audit and risk function is invited to key MLT and ELT discussions / workshops regarding strategy and risks.

256

The City review its Internal Audit Charter to ensure it is based on internationally accepted standards and best practice.

3.3

Update internal audit charter:
- Define the nature of assurance and consulting services in the Internal Audit Charter
- Clarify the role of IA with respect to fraud investigations and ensure alignment to the City’s Fraud Policy
- Update wording of the Charter to refer to the mandatory nature of the IIA’s Core Principles, Code of Ethics and Definition of Internal Auditing.
- Consider including the IIA’s Mission of Internal Audit in the Charter.
- Consider specifying the frequency of the Charter review.
- Update the charter to reflect the follow elements relating functional reporting (adjusted to account for local regulations) to Council through
the ARC: Approval of the IA Charter; Approval of the internal audit plan (already mentioned in current charter); Approval of the internal audit
budget (financial budget) and resource plan; Approval of the performance evaluation of the Internal Auditor; and Receiving prior notice of the
appointment and removal of the Internal Auditor from the CEO.

3.4

Empower the Manager Audit and Risk to present the internal audit plan to the Council annually.

3.3

Formally assign responsibility to the internal audit function for conducting the two CEO reviews (financial mgmt. and reg 17).

3.7

In the event, internal audit and risk management are merged, safeguards needed would include documented ownership and acceptance of any
potential risks by the ARC; an annual assessment of the roles by the ARC and their impact on the Internal Auditor’s independence; and a
periodic external assurance of 2nd line roles.
Align the internal audit charter with a revised Audit & Risk Committee Terms of Reference.

3.3
Audit & Risk
Committee

Action Plan

- Update position description and fill leadership role for joint audit and risk function

Internal Audit Charter
Internal Audit Charter to be reviewed and presented to ARC to reflect best practice guidance.

Submit an updated Audit & Risk Committee (ARC) Terms of Reference to the Council for approval which reflects:
- An increase to 2 external members.
- Attendance protcols for City officers.
- Mandate to review and monitor performance measures applicable to IA.
- Mandate to review the financial budget of the function and its access to sufficient external expertise to deliver the IA plan.
- Mandate to review the IA charter and periodically assess the function’s compliance with its requirements.
- A responsibility to safeguard the independence of the IA function.
- Define frequency of private meetings. Additional private meetings are to take place primarily with the ARC Chair prior to non routine audit
meetings (e.g. presentation of the internal audit plan, etc.). Consider a twice annual private meeting between the Lord Mayor and Internal
Auditor.
Develop a forward plan for the ARC.

ARC Terms of Reference
Audit and Risk Committee (ARC) Terms of Reference to be reviewed and updated to reflect
best practice guidance.
It is anticipated the cost of an additional external member will be approximately $600-800
per meeting with 4 meetings per annum.

3.3

Conduct a periodic (3 to 5 years), independent assessment of ARC performance as recommended by the OAG’s Western Australian Public
Sector Audit Committees Better Practice Guide.

ARC Performance Review
To be done in conjunction with the independent assessment of the internal audit function.

3.6

Revamp ARC reporting to be more visual and focus on actions required (include an aging of overdue action items by priority rating). Consider
highlighting the individual management action plans that missed deadlines to the Audit Committee per quarter. I.e., what are the details of
new overdue items per quarter (including reason for missing the deadline).

ARC Reporting
The reporting to the ARC has already provided improvements in terms of outstanding audit
findings. The reporting will continue to be enhanced over time.

3.3

3.3

ARC Forward Plan
To be developed as part of the Annual Audit Planning process.
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Professional
Development

Rec # Recommendation
255
3.7

IA Planning

Review the need for uplifting the risk capabilities within the risk management function.

249

The City’s CEO, supported by the Audit Committee, implement the ‘lines of defence’ Model to manage risk and improve governance practices
within the City.
The Audit Committee develop, with appropriately qualified external assistance, a Strategic Internal Audit Plan that relates to the focus areas of
internal audit over the medium term.
Develop 3 year internal audit strategy (including plan to address audits required by the City of Perth Inquiry).
- List the most significant risks that the City has decided to manage (ie other than those that are transferred or outside appetite) and identify
potential engagements that may take place to provide assurance on these risks Subsequently, obtain a list of the City’s most significant
strategic initiatives and ongoing projects ( Construction, etc) to identify the most critical initiatives projects that may be included in the internal
audit plan.
- Develop a view of City’s auditable universe along with the audits that have taken place across the auditable universe. This may highlight
potential areas which have not been audited or areas which have received increased audit attention.
- Use specific criteria (for example link to strategic objectives, last time areas were audited, management’s view of importance) to filter
engagements identified from the interviews/risk register/universe/strategic projects initiatives to rank potential engagements to be included in
the draft internal audit plan (long list).
- Present to the ELT a revised “long list” of potential audits to be considered for the FY22 internal audit plan based on top risks, major projects
and initiatives and with increased capacity for management requests.
Present to the ARC the coverage of top strategic and operational risks by the internal audit function along with the coverage in terms of service
units.
Include (or justify rational for not including) governance related topics such as: Strategic planning (corporate business plan and service unit
plans); Ethics / Code of Conduct or Whistleblowing / Public Interest Disclosure; IT Governance; Corporate policies & delegation of authority;
Performance Management or Performance Audits; and Expenditure, Interests and Gifts register.
Consider the cost benefit of including other areas recommended by IIA guidance and research such as: Auditing the governance framework
(compliance with council and committee mandates and benchmarking with leading practice governance codes); and Auditing Culture.

3.5

3.5
3.7

3.5

Work with ELT to present “short list’ of audits for ARC endorsement.

3.5

Highlight to the ARC audits that have not been included in the “short list” due to prioritisation and/or resourcing.

3.7

Build procedure for accepting management requests based on available capacity in the internal audit plan.

257

The Audit Committee develop, with appropriately qualified external assistance, an Assurance Map to understand the nature, scope and extent
of assurance activities across the City.

3.7

Consider developing (in coordination with ICT, Governance, Risk Management, OHS and the External Auditor) an Assurance Map which
highlights the nature, scope and extent of assurance activities across the City. This map would be updated annually and presented to the ELT
and ARC as part of the annual internal audit planning process.

258

As part of the Strategic Internal Audit Plan and Annual Internal Audit Plan, and to supplement compliance audit, the Audit Committee introduce
performance audits or reviews to assess the efficiency and effectiveness of activities, services and programmes undertaken or delivered by the
City.
Conduct, using co sourced provider, the first performance audit for the City.
Engage firm to develop an data analytics road map for the internal audit function (considering both internal and external data analytics
capabilities and information)

3.7
3.6

IA Performance

The City consider adopting a professional development programme for its internal audit team, as part of the co-sourced model, to improve the Professional Development
team’s capability and capacity.
The City's performance shaping process to consider professional development needs for
individual internal audit and risk officers.
Develop and implement a professional development program for the internal audit team which provides for at least 40 hours of training to the
team each year. Provide periodic training to the internal audit team on training on topics highlighted in the IIA Standards: Fraud risks and
scenarios; Information technology risks and controls; Technology based audit techniques (e.g., ACL/Tableau etc.).

4.5

252

Action Plan

3.6

Deploy data analytics on first audit project.

3.2

Incorporate audits of top fraud risks and control into the internal audit plan.

260

The Audit Committee establish appropriate industry benchmarks against which to monitor and measure audit performance of the internal
audit function.

Strategic and Annual Internal Audit Planning
The development of a three year Strategic Internal Audit Plan and Annual Audit Plans focused
on strategic, operational and project risks. This will include the development of a preliminary
assurance map that is to be further developed over time. Minimal external assistance will be
required to assist where specialised skillsets are needed, such as the development of a data
analytics roadmap and ICT risks.
Key Performance Indicators will also be established as part of the Strategic Internal Audit
Plan.
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IA Resourcing

Rec # Recommendation
253
3.1
254
261

262
IA Execution

3.7
3.4
3.4
3.5
3.7

3.7
3.7
3.7
3.7
3.7
3.7
IA Reporting

3.6
3.6
3.4
3.4
3.4
3.7

The City consider adopting a co-sourcing internal audit model to use the experience of external professional providers to complement the
current internal audit team.
- Secure approval for external co-source budget Year 1 and appoint co-sourced provider to support IA
- Secure approval for ongoing external co-source budget Year 2 onward
The internal audit function be reviewed and, if necessary, expanded to consider opportunities for the adoption of better practices, continuous
improvement and compliance with professional standards.
The City should establish a guide which clearly describes and distinguishes the roles of probity auditor and probity advisor, used during
procurement processes, including:
• where the procurement is complex and/or sensitive, a probity advisor should be engaged to establish the probity management framework;
and
• a probity auditor should then be engaged to provide an independent scrutiny of the procurement process and express an objective opinion
on whether the prescribed probity requirements have been followed.
The engagement and use of probity auditors be overseen by the chief audit officer.
Roll out new internal audit execution approach including engagement planning (to be documented for all audit engagements).
Build a stakeholder engagement plan for MLT and ELT.
Build clear internal audit protocols (process, time for replies, etc) and upload to the City’s intranet.
Ensure that the audit is linked back to a particular risk identified in the risk register or a specific compliance risk.
Develop internal audit policies, procedures and/or guidelines including:
- The process to develop the internal audit plan and resourcing
- The audit execution process (including analytical procedures, sampling, root cause analysis, validation of findings, etc.)
- Relying on work of others
- Release of work papers
- Advisory projects/management requests
- Follow up process
- Training requirements
- Coordination
Consider documenting the process to identify applicable fraud risks at an engagement level (e.g. classification tree, prior investigations,
questions to management) as part of the Internal Audit Policies and Procedures.
Work programs (audit program / test plans) should be documented at the start of an engagement to identify the procedures the auditor will
carry out as part of the internal audit.
When relying on the work of others the internal audit function should evaluate the following: Objectivity; Competency; and Elements of
Practice.
Consider developing an observation log to link work paper observations to final observation in the report.
Develop a record retention standard for engagement work products (documents to be retained, storage medium, and duration of storage)
which can be linked to the City’s records management plan.
Consider developing an Engagement Control Checklist (or Audit Completion Checklist) to both evidence supervision and as a tool to document
reviews.
New reporting templates with one page overview of audit results.
Introduce, in consultation with the ELT, an overall rating process for internal audit reports.
Include internal audit as periodic agenda item (quarterly) at the ELT.
Establish a process to collect feedback on audits carried out on a quarterly basis.
Establish a process to obtain annual feedback on internal audit performance from ELT and ARC members.
Consider ensuring that action plans are obtained from management within no later than 3 weeks from receipt of the draft report for findings
other than Extreme.

3.7

Define reporting protocols as part of the City’s policy framework to address who should get the draft report, who should get final reports and
when should these be provided. Should include relevant GM/Project Directors as well as ELT presentations of results.

3.7

Consider establishing guidance on how to deal with any errors or omissions for issued reports as part of the internal audit policies.

3.7

Update the process for following up on management action plans to include:
- Quarterly presentation to the ELT prior to the submission to the ARC.
- Role of internal audit in following up on OAG and other recommendations.
- Defining what procedures and supporting documentation are required to validate the closure based on priority (e.g., reaudit , limited sample
testing, sustainable testing, self certification, etc.).

Action Plan
Internal Audit Resource Plan
A Resource Plan for Internal Audit function to be developed with a proposed budget that
identifies:
- The extent of audit coverage required given the size and complexity of the City.
- The appropriate balance of internal and external resources in order to include specialist skills
in the audit plan.
- The use of probity auditors.

Internal Audit Manual
An Internal Audit Manual will be developed to provide guidance to auditors and stakeholders
on internal audit processes. This will follow best practice guidance from the Institute of
Internal Auditors and Office of the Auditor General (WA) and be published on the intranet. At
a minimum, it will include:
- stakeholder engagement
- annual and strategic internal audit planning
- audit engagement planning , fieldwork and reporting
- advice and ad hoc engagements
- alignment to the CIty's Risk Framework
- consideration of the Fraud and Misconduct Control Plan and associated risk assessment
- reliance on the work of others
- followup of recommendations
- ELT and ARC reporting
- templates
- records management
- performance reporting of the IA function
- quality assurance and improvement plan
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IA Quality
Assurance

Rec # Recommendation

Action Plan

3.7

Develop quality assurance and improvement plan implement a QAIP that includes:
- A description of ongoing quality assurance.
- A requirement for carrying out a periodic internal assessment (annual).
- A requirement for a 5 year external assessment.
- Key Performance Indicators specific to the internal audit function.
- Consider including a view of the internal audit function’s alignment with the IIA’s Core Principles.

3.7

Conduct internal assessment.

3.7

Report on the quality assurance and improvement plan.

3.7

An annual confirmation of IA’s organisational independence is required.

3.7

Consider an annual/periodic sign off of the IIA Code of Ethics by the internal audit team or any service providers they may engage.

64

The decisions of the City of Perth Council, a committee and the CEO, including related correspondence, be audited for compliance with
statutory and policy requirements and obligations, no less than once every 24 months by an independent, qualified auditor.

65

The results of the audit be reported to the City of Perth Council's Audit Committee (Audit Committee) and the Council.

66

The first audit described at Recommendation 64 be conducted for the financial year ending 30 June 2021.

67

If an audit conducted under Recommendation 64 identifies serious deficiencies in the City's compliance with statutory and policy obligations,
sanctions should be imposed immediately, a report to Council on an improvement programme be developed, that programme be adopted by
the City of Perth Council within two months of the audit report being presented and the audit be repeated at 12 months.

68

A copy of the independent audit report for the financial year ended 30 June 2021 and the City of Perth Council's response to that report
(Recommendation 67) be provided to the Minister for Local Government by no late r than 31 December 2021.
Confidence in the City to act in accordance with its legislative and policy

Audit Expenditure,
Interests and Gifts
Register

98

Audit - Owners
and Occupiers Roll

148

The City engage an independent qualified auditor to conduct an audit of the Expenditure, Interests and Gifts Register, supporting evidence and Audit - Expenditure, Interests and Gifts Register
An audit of 'Expenditure, Interests and Gifts Register' will be included in the 2021-22 and
governance processes for incurring the expenditure, as part of the annual inte rnal audit programme .
2022-23 Annual Audit Plans. It is considered appropriate for an external firm to conduct this
The results of the audit are to be reported to the Audit Committee and the Council.
review to maintain the perception of independence. Estimate the audit will take 120 hours of
external consulting time.
The City of Perth engaged an independent qualified auditor to conduct an audit of the owners and occupiers roll as a matter of urgency prior to Audit - Owners and Occupiers Roll
the October 2020 election to mitigate the risks of misconduct in the election process.
An audit of 'Owners and Occupiers Roll' was conducted in October 2020. This audit was
The results of the audit described in Recommendation 148 be reported to the Audit Committee and the Council (City of Perth Commissioners). conducted by inhouse auditors as it was believed external firms would not have the
knowledge of the relevant legislation. This audit would continue to be conducted inhouse in
The City conduct an audit of its systems and processes regarding the owners and occupiers roll, including processes related to applying to be on future years. This audit is proposed to be conducted prior to each Council election in the
future.
the roll, acceptance of nominations, inclusion on the roll and release of information on that roll to parties including council members.

Audit - Council,
Committee and
CEO Decision
making

99

149
154

Audit - Human
Resource
Management

155

The results of the audit are to be reported to the Audit Committee and the Council (City of Perth Commissioners).

157

The City conduct an audit of the human resources function's record-keeping compliance, specifically related to recruitment, termination of
employment, performance management and grievance and complaint handling.

181

185

Audit Discretionary
Grant Funding
Arrangements

Audit - Human Resource Management
An audit of 'Human Resource Management' will be included in the 2021-22 Annual Audit Plan.
Auditing of the City's compliance with Council Policy 12.4 "Payments under section 5.50 of the Local Government Act 1995 " be undertaken as This audit will cover recruitment, termination of employment (including payments under
section 5.50 of the LGA being payments to employees in addition to contract or award),
part of the City's annual internal audit programme to ensure compliance, proper documentation and record -keeping.
performance management, grievance and complaint handling and associated records
management processes. This audit will be conducted by an external firm in order to provide
The City engage an independent, external and qualified auditor to conduct an audit of the recruitment, performance management and
specialist HR skills. Estimate the audit will take 160 hours of external consulting time.
termination of employment processes, as part of the annual internal audit programme.

186

The results of the audit are to be reported to the Audit Committee and the Council.

231

Discretionary Grant Funding Arrangements entered into by the City be independently audited at least every 12 months for compliance and
better practice grant funding management.
The results of the audit be reported to the Audit Committee and the Council.

232

Annual Reporting to ARC
Provide annual reporting to ARC on:
- quality assurance and improvement program
- auditor independence
- adherence to the IIA Code of Ethics
Audit - Council, Committee and CEO Decision making
An audit of 'Council, Committee and CEO Decision making' will be included in the 2021-22
Annual Audit Plan. It is considered appropriate for an legal firm to conduct this review in
order to obtain te necessary skillset. Estimate the audit will take 120 hours.

Audit - Discretionary Grant Funding Arrangements
An audit of 'Discretionary Grant Funding Arrangements' will be included in each Annual Audit
Plan. This audit can be conducted inhouse.
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Audit Procurement and
Contracting

Rec # Recommendation
289

Procurement and contracting risks to be reviewed annually and included in a report to the Audit Committee.

290

Procurement and contracting activities of the City be independently audited at least every 12 months, as part of the City’s internal audit
programme with representative and random sampling across all levels of expenditure, procurement types and all business units, giving
consideration to risk, for compliance, misconduct and better practice grants management.

291

The results of the audit are to be reported to the Audit Committee and the Council.

Audit - Misconduct
and Fraud

301

An external audit be conducted every two years on the City’s approach to misconduct and fraud.

302

The results of the review be reported to the Audit Committee and the Council.

Audit - Complaints
and Grievance
Process

320

An audit of the City’s complaints and grievance handling framework, including the management of individual employee-related matters, the
system data and compliance with the policies and procedures be undertaken annually by an independent qualified auditor as part of the
internal audit programme. This is to review the City’s compliance with policies and procedures, the effectiveness of the training programme
and areas for improvement. (See recommendation 317)

321
Audit - IT
Governance

Audit - Payroll

IA & Risk Culture

4.4

248

Action Plan
Audit - Procurement and Contracting
An audit of 'Procurement and Contracting' will be included in each Annual Audit Plan. This
audit will be conducted by an external firm in order to provide data analytics skills. Estimate
the audit will take 240 hours of external consulting time and will be supported by an inhouse
resource.
Audit - Misconduct and Fraud
An audit of 'Misconduct and Fraud' will be included in the 2020-21 and 2022-23 Audit Plans.
This audit will be conducted by an external firm in order to provide fraud and misconduct
expertise. Estimate the audit will take 160 hours of external consulting time.

Audit - Complaints and Grievance Process
An audit of 'Complaints and Grievance Process' will be included in the 2020-21 and 2022-23
Audit Plans. The 2022-23 audit will consider areas already covered by the HR Management
Audit. It is considered appropriate for an external firm to conduct this review to maintain the
perception of independence. Estimate the audit will take 120 hours of external consulting
The results of the audit are to be reported to the Audit Committee and the Council. (See recommendation 322).
time.
Performance Audit - IT Governance
A performance audit of 'IT Governance’ proposed for inclusion in the 2020-21 Audit Plan. This
will cover IT governance structures, leadership, strategic and operational planning, service
delivery and measurement and risk management. The scope will include a review of large IT
projects.
Financial Audit - Payroll
A financial audit of 'Payroll' is proposed for inclusion in the 2020-21 Audit Plan. The objective
will be to review the City’s payroll policy and procedures to assess their efficiency and
effectiveness and compliance with relevant legislation and contractual obligations. This will
be the first time payroll has been audited since implementation of the new payroll system in
2019.
Establish a risk culture improvement plan that will consider:
Risk Culture Improvement Plan
- Communication from the CEO to articulate the desired risk strategy, objective and culture with reinforcement of the desired behaviours (such Develop a Risk Culture Improvement Plan to improve the City's risk culture maturity including:
as ethics and integrity) and enforcement of these behaviours and the ability of staff to voice their opinion.
- Training for officers covering risk and fraud and misconduct.
- Development of a RACI (Responsible, Accountable, Consulted, Informed) on risk management accountabilities to provide clarity across the
- Training for elected members on internal auditing.
City.
- Development of a RACI.
- Risk management awareness sessions training.
- Tone from the top.
The City take steps to improve the capability of the Council, committees and employees in risk, audit and assurance, so that the City’s business Note: Training for ARC members conducted by IIA. All ARC Members attended except the
planning, project management, capital planning and service delivery policies and practices are consistent with leading international standards external member. Further training to be scheduled for other elected members and the MLT.
for risk and audit management.

4.5

Develop a capability improvement plan for the broader business and the Council in particular training to assist in addressing the findings raised
in this report and increasing the awareness of risk culture, focus on ensuring individuals understand their roles and responsibilities towards risk
management.

3.3

All councillors should receive a 30 to 60 minute induction on internal auditing and internal audit oversight upon joining and refreshed once a
year.

3.3

Each member of the ARC (including external members) should receive at least a half day training on internal auditing standards, processes and
quality.

250

City employees to receive risk management training, appropriate to their roles and responsibilities, together with guidance on the ‘lines of
defence’ model.

3.2

Support education and awareness sessions based on the output of the fraud risk and control assessment.
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Topic
Risk Management

Rec # Recommendation
251

The City to integrate risk management practices into all annual planning (corporate and operational) activities.

4.6

Develop a risk management improvement plan.

4.6

Review of the risk framework developed Jan 2020:
- The Framework and its’ associated Risk Management Manual could be improved by having a greater clarity around the execution of the
principles (i.e. the ‘how’). In particular, how risk management can improve performance, encourage innovation and support the achievement
of objectives.
- Stronger link to overall strategic objectives through leadership and commitment of management including how risk can help achieve City’s
strategies and objectives.
A risk workshop to facilitate the update of its’ Framework to provide a stronger link to the overall strategic objectives including how risk can
help achieve City’s strategies and objectives.

4.2

Risk Reporting

Corruption and
Misconduct Risk
Assessment

4.1

Increase the awareness with the ELT on what is strategic risk, and update City’s strategic risks to align with the City’s strategy.

4.1

Update the risk register to include inherent risks and project risks.

4.1

A challenge session or an independent review of the risk register (e g risks, ratings, treatments plans)

4.3

Develop revised reporting templates for ELT and ARC with the key risk management messages including:
- How risk management has supported the achievement of City’s strategic objectives and enhanced the value creation.
- Operation and strategic risk themes.
- Tracking of overdue treatment plans to the risk owners.
- Tracking against agreed KPIs.
- How lessons learnt are leveraged by the City.

4.3

In order to ensure that risk management is effective and continues to support the City’s performance, the City should:
- Develop leading KPIs and measure risk management performance against these indicators and understand the root cause for any deviation
from the risk management framework.
- Periodically review the KPIs for appropriateness.

296

The City adopt a process, in accordance with industry best practice and standards, to identify and document the City’s misconduct and fraud
risks and implement treatment plans.

297

The City undertake within three months of this report a corruption and misconduct risk assessment, including, for example, areas such as
contracting and procurement, financial management, human resources, information management and service delivery areas.

298

The first City corruption and misconduct risk assessment be conducted by an independent and suitably qualified provider and the outcome be
reported to the Audit Committee and the Council.
Corruption and misconduct risk assessment be reviewed annually and included in a report to the Audit Committee and the Council.

299
300
3.2
3.2
3.2
3.2
BCP, DRP, CMP

247

Action Plan
Risk Management Strategy
Develop a Risk Management Strategy that incorporates a risk roadmap that includes:
- identification of roles and responsibilities
- development of strategic risks
- review of operational risks
- review of fraud and corruption risks
- review of project risks
- development of treatment action plans
- rollout of fraud and corruption plan
- independent review of the risk register
- training and awareness
- develop reporting on risk
- develop reporting against the fraud and corruption plan
- development of key performance indicators
- incorporation of lessons learnt into the risk process

Fraud and Corruption Risk Assessment and Plan
An RFQ for a consultant has been issued, the scope being:
- A preliminary assessment of the City’s fraud and corruption risks in order to provide
sufficient information to set the direction of the Fraud and Corruption Control Plan.
- The development of a Fraud and Corruption Control Plan for the City.

To be incorporated into the Risk Management Strategy (see above).

The City’s CEO develop comprehensive, organisation-wide strategies (education and awareness, policy and compliance), based on the risk
assessment (as described at Recommendation 2465) to combat fraud and corruption.
Define role of internal audit and risk management in fraud and corruption control and update internal audit charter and risk policy/ framework
as required. Determine whether internal audit should have primary responsibility for leading investigations of suspected fraud or misconduct.
Implement fraud risk and control assessment across the City.
Build and maintain a database register of lessons learned as a result of fraud or misconduct instances (ie how did the instance take place, how
was it discovered, what controls were put in place, what was the outcome, etc)
Report on the status for the fraud and control plan.
The City review its Crisis Management Plan, Crisis and Business Continuity Management Framework and Business Continuity Plan for
consistency of process, roles and responsibilities, which review be undertaken along with Recommendations 245-246.

Emergency Management Framework
Develop an Emergency Management Framework and Update the Emergency Management
Strategy and associated plans/documentation including:
- Business Continuity Plan (BCP) including location specific plans
- Disaster Recovery Plan (DRP)
- Crisis Management Plan (CMP)
- Critical Incident Control Plans (including incident specific plans)
- Local Emergency Management Plan
This is to be done in conjunction with the City's Community Safety team.
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ATTACHMENT 7.1D
Table 3: Detail Supporting Proposed Internal Audit Plan 2020-21
Auditable Area
Financial Audits
Data Analytics Review –
Accounts Payable

Objective

Q1

The objective of the review is to obtain evidence to provide assurance that
accounts payable transactions are able to be adequately accounted for and valid
vendors are recorded on the Finance 1 system.

Local Government
Compliance Audit

Completion of the Compliance Audit Return for the 2020 calendar year to be
provided to the Department of Local Government and Communities. Assesses
compliance with various sections of the Local Government Act 1995 and
Regulations as per return template provided by the department.

Limited Review of
Procurement

This will include sample testing of 50 payments to suppliers across all purchasing
thresholds greater than $5,000 and all service units and will cover the period 1
July to 31 December 2020. This is being conducted by in-house auditors.

Payroll

To review the City’s payroll policy and procedures to assess their efficiency and
effectiveness and compliance with relevant legislation and contractual
obligations.

Compliance Audits
2020 DRIVES24
These audits are required to certify the City’s compliance with obligations under
(NSW)/VicRoads Security and access to registered driver detail agreements in place with NSW and Victorian
Government Transport Authorities. Access to details on interstate registered
Access Audits
drivers i.e. names and addresses are required by the City for the purposes of
enforcing parking infringements incurred within the City’s boundaries.
The objective of this review is to obtain evidence to provide assurance that the
tender evaluation and approval process is resulting in the acceptance of valid
tenderers.
2021 DRIVES24
Refer 2020 DRIVES24 (NSW)/VicRoads Security and Access Audits above for
(NSW)/VicRoads Security and broad objective.
Access Audits
Performance Audits
Cyber Security Review
This Cyber Security Review will examine and provide a report on the status of
implementation of the recommendations from the information security
assessments carried out as well as the adequacy of internal measures being
undertaken by the ICT Unit to control cyber security threats.
Information Technology (IT) This review will assess the adequacy of the City’s plans and processes for the
Disaster Recovery
effective recovery of its critical ICT systems and data in the event of a disruption.

Contract Management
IT Governance

Inquiry Audits
Owners and Occupiers
Electoral Roll
Procurement and
Contracting
Misconduct and Fraud

Complaints and grievance
handling

Review and assess whether sound project management processes and controls
are in place and being applied for the management of a sample of major
projects.
The objective of the review is to obtain evidence to provide assurance that
controls and practices relating to the management of contracts entered into by
the City are effective.
This will cover IT governance structures, leadership, strategic and operational
planning, service delivery and measurement and risk management. The scope
will include a review of large IT projects.

To review the Owners and Occupiers Electoral Roll and adequacy of the
associated current systems and processes. Completed by inhouse auditors prior
to the 2020 local government elections.
In line with Inquiry Report recommendations, an audit of procurement and
contracting.
In line with Inquiry Report recommendations, an audit of the recruitment,
performance management and termination of employment processes. Includes
auditing compliance with Council Policy 12.4 Payments under section 5.50 of the
Local Government Act 1995.
In line with Inquiry Report recommendations, an audit of the City’s complaints
and grievance handling framework, including the management of individual
employee related matters, the system data and compliance with the policies
and procedure, effectiveness of training programs and areas for improvement.

Annual Internal Audit Plan 2020-21
Actual
Q4
TOTAL
Q1
Q2
250

170

270
170

150

250

Q3

Proposed
Q4
TOTAL

250

Reason for Change

REMOVE - To be covered by the procurement and contracts
audit.

-

159

200 REDUCE HOURS - Reduction of hours by facilitating the
preparation of the return rather than dong it, as it is not IA's role
to confirm adherance or otherwise to the Act and Regulations.

-

120

120 ADD - Request of the Audit and Risk Committee.

-

120

370

370

Tenders

Project Management

Q2

Planned
Q3

41

170

92

270

124

170

22

150

31

250

68

250

250

270

270

240 ADD - This will be the first time payroll has been audited since
implementation of the new payroll system in 2019. IA has been
made aware that there have been numerous payroll processing
errors since implementation.
92 NO CHANGE

310

489 COMPLETE SUBJECT TO ARC ENDORSEMENT

55
150

172 NO CHANGE

31 COMPLETE

137 COMPLETE

69
120

130

250 NO CHANGE
-

-

-

120

160

70

160 ADD - IA has been made aware that there is a significant IT
project to consolidate systems that is delayed by two years. This
raises concerns over IT governance.

108

38

-

240

240

-

160

160

-

120

120

2,150

REMOVE - To be covered by the procurement and contracts
audit.

2,519

Audit and Risk Committee
2 February 2021

Internal Audit Plan 2021/21 – Tenders Process Audit
Responsible Officer
Voting Requirement
Attachments

Michelle Reynolds, Chief Executive Officer
Absolute Majority
Confidential Attachment 7.2A – Tenders Process Report: January 2021

Purpose
Approval of the Tenders Process Audit January 2021 completed in accordance with the Internal Audit Plan
2020-21.

Recommendation
That the Audit and Risk Committee NOTES the Tenders Process Audit Report, as part of the Internal Audit Plan
2020-21.
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Background
1.

A Tenders Process Audit has been included within the Internal Audit Plan 2020-21. This plan was
approved by the Audit and Risk Committee (ARC) and Council in May and June 2020 respectively.

2.

In accordance with the abovementioned plan, this fieldwork was completed October 2020 with drafting
of the report November 2020 to January 2021.

Discussion
3.

The results of this review are detailed in Confidential Attachment 7.2A.

Stakeholder Engagement
No engagement with external stakeholders was undertaken in the completion of this Tenders Process Audit.

Decision Implications
4.

If Council does not adopt the recommendation of this report there will be no formal acceptance by
Council of the Tenders Process Audit January 2021 and recommendation contained within the report
on this review completed in accordance with the Internal Audit Plan 2020-21.

Strategic, Legal and Policy Implications
Strategic
Strategic Community Plan Aspiration:

Strategic Community Plan Objective:

Issue Specific Strategies and Plans:

Performance
A city led by a Council and supported by an administration
that is committed to sound strategy and governance,
excellence in customer service and effective and sincere
engagement with all stakeholders.
Objective 5.5
A financial business model underpinned by a culture of cost
management, best value and strategic financial analysis that
is subject to ongoing oversight, transparency and
accountability.
Not applicable.

Legal and Policy
Legislation:

Regulation 17 of the Local Government (Audit) Regulations
1996
Under regulation 17 of the Local Government (Audit)
Regulations 1996, the Chief Executive Officer is to review
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certain systems and procedures including risk management,
internal control and legislative compliance.
Legal advice:

Not applicable.

Policy

19.1 – Risk Management
This report aligns with the abovementioned policy as it seeks
to mitigate risks of the City.

Financial Implications
There are no direct financial implications relating to the recommendation within this report.

Relevant Documents
Not applicable.

Further Information
Not applicable.
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Confidential Attachment 7.2A
Item 7.2 – Internal Audit Plan 2020-21 –
Tenders Process Audit
Audit and Risk Committee
2 February 2020
Distributed to Elected Members under
separate cover

Audit and Risk Committee
2 February 2021

Outstanding Audit Recommendations – November 2020
Responsible Officer
Voting Requirement
Attachments

Michelle Reynolds, Chief Executive Officer
Simple Majority
Attachment 7.3A – Internal Audit Log as at 20 January 2021
Attachment 7.3B – External Consultancy Audit Log as at 20 January
2021
Attachment 7.3C – Office of the Auditor General Audit Log as at 20
January 2021

Purpose
Provide a summary on the progress of the implementation of outstanding Audit recommendations as at 20
January 2021 to the Audit and Risk Committee.

Recommendation
That the Audit and Risk Committee RECEIVES the report Outstanding Audit recommendations – January 2021
and ACCEPTS the extended timeframe for completion of actions.
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Background
1.

This report is a standard item on the agenda for the Audit and Risk Committee (ARC). It provides a status
of implementation of outstanding Audit recommendations from prior audits carried out by the City’s
Internal Auditors or by external parties.

2.

The approved Risk and Audit Response Matrix (the Matrix) includes guidelines in relation to addressing
risk and audit items. Based on the risk rating assigned to these items, the Matrix provides a timeframe
for management to implement an action plan to address the items arising from the risk and audit
reviews carried out. These timeframes are agreed by management when the individual audit reports
are submitted for acceptance by the ARC.

Discussion
Outstanding Audit Actions
3.

A summary of the progress of the implementation of outstanding actions are provided within the table
below. The months overdue relate to the original date agreed by management at time of audit report
finalisation.

4.

These findings are further detailed at Attachment 7.3A to C.

Overdue Actions
5.

The below provides a graphical representation of the number of outstanding actions by Alliance.

Page 16

Audit and Risk Committee
2 February 2021

6.

The medium risk overdue outstanding Audit recommendations as at 20 January 2021 are:
a.
b.
c.

7.

Fraud and Corruption Control Plan (CS)
Council Policy 9.3 Management of Investments (CS) and
ICT Disaster Recovery Plan (CS)

The low / unrated risk overdue outstanding Audit recommendations as at 20 January 2021 are:
a.
b.

Receipts and Receivables (CS) and
Excessive Annual Leave Entitlements (CS)

Proposed Extension of Timeframes
8.

The ‘ICT Disaster Recovery Plan’ action is delayed, and a new date of February 2021 has been proposed,
extended from December 2020. The reason given was lack of staff availability.

Stakeholder Engagement
No engagement with external stakeholders was undertaken in the completion of this report.

Decision Implications
This report is submitted to the ARC for information.

Strategic, Legal and Policy Implications
Strategic
Strategic Community Plan
Aspiration:

Performance
A city led by a Council and supported by an administration that is
committed to sound strategy and governance, excellence in
customer service and effective and sincere engagement with all
stakeholders.
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Strategic Community Plan Objective: Objective 5.5
A financial business model underpinned by a culture of cost
management, best value and strategic financial analysis that is
subject to ongoing oversight, transparency and accountability.
Objective 5.6
Decision-making that is ethical, informed and inclusive.
Issue Specific Strategies and Plans:
Not applicable.
Legal and Policy
Legislation:

Legal advice:
Policy

The Audit and Risk Committee is to oversee the implementation of
any action that Council is required to take or has accepted should be
taken following receipt of an audit report (regulation 16 of the Local
Government (Audit) Regulations 1996).
Not applicable.
19.1 – Risk Management
This report aligns with the abovementioned policy via provision of a
means of monitoring actions to improve controls to mitigate risks.

Financial Implications
9.

Each audit recommendation may have a financial implication; however, this is highlighted when the
individual audit reports are submitted for acceptance by the ARC.

Relevant Documents
Not applicable.

Further Information
Not applicable.
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ATTACHMENT 7.3A
Appendix A - Internal Audit Log as at 20 January 2021
#

Risk

Issue

Action agreed by Management

Action Owner

Target
Date

Fraud and Corruption Controls Review (July 2019)
Auditor:
Inhouse
Objective: Provide assurance that key controls and practices for managing the risks of fraud and corruption are adequate.
1
Med
Fraud and Corruption Control Plan
A fraud and corruption control plan to General
Jan-20*
The City is not adhering to best be developed and implemented within Manager
Mar-20*
Corporate
practice guidance, Australian Standard the organisation.
Sep-20*
Services
AS 8001-2008 Fraud and Corruption
Dec-20*
Control, which recommends a fraud
Mar-21*
and corruption control plan as an
organisation’s first step to control its
fraud and corruption exposure.

Investments (October 2019)
Auditor:
Inhouse
Objective: Provide assurance that controls over the management of the City’s financial investments are adequate
2
Med
Council Policy 9.3 Management of Council Policy 9.3 to be reviewed and
General
Apr-20*
updated in line with current
Manager
Investments
Oct-20*
Corporate
Council Policy 9.3 Management of legislation and requirements for
Feb-21*
Services
Investments was found to contain management of investments.
outdated information relating to
allowed
investments
(as
per
legislation), benchmarking, reporting
and review requirements.

Comment

Revised action due dates have been previously accepted by
the Audit and Risk Committee. Reasons for previous delays
include diversion of resources to assist with the inquiry
panel process and awaiting outcomes of the independent
review into Audit and Risk.
A ‘Corruption and misconduct risk assessment’ is to be
performed as per Inquiry recommendation #297 prior to
the Fraud and Corruption Control Plan being developed.
This allows for a considered action plan with regard
identified risks.

Revised action due dates have been previously accepted by
the Audit and Risk Committee. The revised draft policy was
held back pending the approval of the City’s Policy
Framework (April 2020) and Policy Review (June 2020).
The comprehensively re-drafted Management of
Investment Policy was presented to the Policy Committee
on 18 January and was favourably received by the
committee. It is expected to be endorsed as tabled at the
February 2021 Council meeting.
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Appendix A - Internal Audit Log as at 20 January 2021
#

Risk

Issue

Action agreed by Management

Action Owner

Target
Date

Comment

ICT Disaster Recovery Review (October 2020)
Auditor:
Inhouse
Objective: Provide assurance that the City has the capability to effectively recover its critical ICT systems and data in the event of a disruption.
1
Med
ICT Disaster Recovery Plan
The identified recommendations and
General
Dec-20* The Disaster Recovery Plan is under review and due to be
completed by ICT in February.
A review of the City’s “Information actions are in-line with the ICT service Manager
Feb-21
Corporate
Technology Recovery Plan” has unit planning and draft ICT Strategy
Services
identified that it has not been updated
since its completion and distribution in
June 2017.
The Plan should be reviewed and
updated to ensure that it contains
current relevant information including
the processes for recovery of critical
business systems. Thereafter, this plan
should be reviewed and updated on an
annual basis as per best practice.
Updated plan to be approved by the
Manager ICT Unit and distributed to
relevant ICT Unit staff.
A copy of the up to date plan should be
held offsite at the East Perth (Regal
Place Car Park) ICT disaster recovery
centre.
* Date previously approved by the Audit and Risk Committee
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ATTACHMENT 7.3B
Appendix B – External Consultancy Audit Log as at 20 January 2021
#

Risk

Issue

Action agreed by Management

Action Owner

Target
Date

Comment

Financial Management Review (September 2019)
Auditor:
Moore Stephens
Objective: Review the appropriateness and effectiveness of the control environment of the City's financial management system in accordance with Financial Management Regulation
5(2)(c).
3
Low
Receipts and Receivables
To help improve the management of General
Feb-20*
A Financial Systems and Process Transformation Plan is
Manager
currently underway. The blueprint and plan are scheduled
The City does not have a centralised debtors:
Jun-21*
Corporate
for finalisation by 30 June 2021. The roadmap from that

The
debtors'
system
ledger
should
debtors ledger which can summarise
plan will inform the timing and financial impact of
Services
be upgraded to summarise all
all balances owed for the same debtor.
addressing this action. An implementation date will then
balances owed for the same
be submitted for Audit and Risk Committee review at that
debtor; and
time.
 A credit limit should be set for each
debtor.
Cyber Security Review (August 2019)
Auditor:
Microsoft
Objective: Review to optimise the security posture of their Office 365 tenant, focusing on email security, identity, SharePoint Online, and Skype for Business Online.
Not
Security Optimisation
To address the security risks identified General
Jun-21*
The ICT Infrastructure team is currently addressing the key
risk
findings from this Microsoft assessment. The “strongly
A total of 65 security issue findings in the Microsoft Security Optimisation Manager
recommended” and “recommended” findings are 74% (26
rated were identified. They were classified Assessment.
Corporate
of 35 items) and 63% (26 of 41 items) addressed
Services
by Microsoft as:
respectively as at 20 January 2021.
 Change strongly recommended (25)
The
team is on track to address these findings.
 Change recommended (28)

 Review against your organisation’s

policies (12)
* Date previously approved by the Audit and Risk Committee
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ATTACHMENT 7.3C
Appendix C – Office of the Auditor General Audit Log as at 20 January 2021
#

Rating/ Issue
Action agreed by Management
Risk
Financial Statement Audit 2019-20 (carried forward from 2018-19)
Auditor:
Office of the Auditor General
1
Minor
Excessive Annual Leave Entitlements
Management will continue to review
(OAG)
The accrual for annual leave has been outstanding leave balances to identify
allowed to accumulate to high levels employees with excess leave and
encourage them to agree to a leave
for a number of employees.
Risk
Management should encourage management plan.
Low
employees to utilise their leave
(CoP)
entitlements in a timely manner.
During the course of our FY20 audit,
we identified that there are still a
number of employees who have
accumulated more than 8 weeks of
unutilised annual leave, albeit this
number has reduced from 2019.

Action Owner

Target
Date

Comment

General
Manager
Corporate
Services

Ongoing

Human Resources have been actively following up staff
with excess leave levels and ensuring leave plans are
established in order to clear the excess leave.
The new CEO requested leave plans by the end of January
2021 for staff with excess balances.
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Office of the Auditor General Performance Audits
Responsible Officer
Voting Requirement
Attachments

Michelle Reynolds, Chief Executive Officer
Simple Majority
Nil

Purpose
To provide information to the ARC on the Office of the Auditor General’s performance audit activity, with a
focus on audits involving the City of Perth.

Recommendation
That the Audit and Risk Committee NOTES the Office of the Auditor General’s performance audits currently
being undertaken.
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Background
1.

The Office of the Auditor General (OAG) conduct performance audits, which primarily focus on the
effective management and operation of public sector programs and activities. They cover compliance
and/ or operational topics.

2.

The Local Government Amendment (Auditing) Act 2017 made legislative changes to the Local
Government Act 1995 to provide for the auditing of local governments by the Auditor General.

Discussion
3.

The following OAG local government related performance audits are currently in progress. The City of
Perth has been selected for inclusion in both reviews.

State of Cyber Security in Local Government Entities
4.

In September the City was advised of its inclusion in this audit and that a report is planned to be tabled
by the OAG in Parliament in the second quarter of 2021. It is understood the audit fieldwork is nearing
completion. The report will be provided to the ARC for noting upon finalisation by the OAG.

5.

The OAG states in the advice:
“The Office of the Auditor General will be undertaking this performance audit in local government
entities, focusing on cyber security controls and capacity to appropriately respond to cyber threats.
It is important that LGs are proactive and implement effective controls to manage cyber threats.”

6.

The OAG audit objective is stated as being:
“The objective of this audit is to determine if local government entities are effectively managing cyber
security.
Our criteria will include, but not be limited to:
•
•

Do local government entities appropriately respond to cyber threats?
Do local government entities have effective security awareness programs for staff?”

Safe and Viable Cycling in the Perth and Peel Region
7.

The City of Perth was advised of inclusion in this audit in January 2021 and that the report is planned to
be tabled in the second quarter of 2021. The entrance meeting is to be held early February 2021 with
fieldwork to be conducted February-March 2021.
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The OAG states in the advice:
“Cycling is a viable alternative mode of transport to motor vehicles in many cities. It can help reduce
traffic congestion, air pollution and greenhouse gas emissions, and improve cyclists’ general health and
wellbeing, potentially reducing the burden on our health system.
The Department of Transport (DoT) is responsible for the development and coordinating implementation
of the Western Australia Bicycle Network Plan. Local Government entities (LG entities) are responsible
for the design, installation and maintenance of most recreational shared paths and on-road cycling
facilities.”
8.

The OAG audit objective is stated as being:
“The objective of the audit is to assess the effectiveness of LG entities in improving the Perth and Peel
cycling network and follow-up recommendations from our 2015 performance audit Safe and Viable
Cycling in the Perth Metropolitan Area.
The criteria are:
•
•

Has DoT worked to improve cycling infrastructure and support to LG entities to make it a viable
mode of transport in the Perth and Peel regions?
Have LG entities provided well-connected and safe cycling facilities for their communities?”

Stakeholder Engagement
9.

No engagement with external stakeholders was undertaken in the completion of this report.

Decision Implications
10.

This report is submitted to the ARC for information.

Strategic, Legal and Policy Implications
Strategic
Strategic Community Plan
Aspiration:

Performance
A city led by a Council and supported by an administration that is
committed to sound strategy and governance, excellence in
customer service and effective and sincere engagement with all
stakeholders.
Strategic Community Plan Objective: Objective 5.5
A financial business model underpinned by a culture of cost
management, best value and strategic financial analysis that is
subject to ongoing oversight, transparency and accountability.
Objective 5.6
Decision-making that is ethical, informed and inclusive.
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Issue Specific Strategies and Plans:
Legal and Policy
Legislation:

Legal advice:
Policy

Not applicable.
The Audit and Risk Committee is to oversee the implementation of
any action that Council is required to take or has accepted should be
taken following receipt of an audit report (regulation 16 of the Local
Government (Audit) Regulations 1996).
Not applicable.
Not applicable.

Financial Implications
There are no financial implications as a result of this report.

Relevant Documents
Not applicable.

Further Information
Not applicable.
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Response to 2019-20 Independent Auditor’s Report
Responsible Officer
Voting Requirement
Attachments

Michael Kent, Project Director Strategic Finance (CFO)
Simple Majority
Attachment 7.5A – Independent Auditor’s Report 30 June 2020

Purpose
To present matters identified as significant within the 2019-2020 Independent Auditor’s Report, together with
actions taken or intended to be taken by Management for the Audit and Risk Committee’s (ARC) review and
acceptance.

Recommendation
That the Audit and Risk Committee recommends to Council that it:
1.
2.

RECEIVES the report on the adverse trend in the Asset Sustainability Ratio over the past three years;
REQUESTS the Chief Executive Officer to submit the report to the Minister within three months of
Council’s resolution.

Page 23

Audit and Risk Committee
2 February 2021

Background
1.

Under the Local Government Act 1995 (Act), Local Governments are required to prepare an Annual
Financial Report each financial year and that report is to be the subject of an independent audit. The
City’s 2019-20 audit was conducted by the Office of the Auditor General and their report, received on
10 December 2020, is attached (Attachment 7.5A).

2.

The 2019-2020 Independent Auditor’s Report identified a significant adverse trend in the Asset
Sustainability Ratio, which has been below the Department of Local Government, Sport and Cultural
Industries’ basic standard of 0.9 for the last three financial years.

3.

Section 7.12A of the Act requires the local government to do the following relating to significant matters
raised in the Auditor’s Report:
a.
b.
c.

4.

“prepare a report addressing any matters identified as significant by the auditor in the audit report,
and stating what action the local government has taken or intends to take with respect to each of
those matters; and
give a copy of that report to the Minister within 3 months after the audit report is received by the
local government.
Within 14 days after a local government gives a report to the Minister under subsection (4)(b), the
CEO must publish a copy of the report on the local government’s official website.”

Asset Sustainability Ratio
a.
b.

This ratio is an approximation of the extent to which assets managed by a local government are
being replaced as these reach the end of their useful lives. It is calculated by measuring capital
expenditure on renewal or replacement of assets, relative to depreciation expense.
Asset sustainability ratio is as reported, within the City’s 2019-2020 annual financial report:
Department’s basic standard
0.9

c.
d.
e.

f.

2020
0.48

2019
0.55

2018
0.72

The asset sustainability ratio as listed above indicates the City is deferring the renewal of existing
assets.
The impact of prolonged deferment of capital renewal expenditure leads to additional asset
maintenance cost and significant increase in asset replacements costs in the future.
This in turn, creates an adverse impact within the Asset consumption ratio, which highlights the
extent to which depreciable assets have been consumed by comparing their written down value
to their replacement cost, and the magnitude of capital expenditure required in future to preserve
their service potential.
Given the ratio is calculated based on actual renewal expenditure within a financial year, the asset
sustainability ratio can only be improved if the budgeted capital renewal projects are completed
within the financial year.

Page 24

Audit and Risk Committee
2 February 2021
5.

Actions Taken or Intended to be Taken
Actions Taken
a.

b.

In late 2019, a report on Asset Management and Financial sustainability was presented by the
General Manager Corporate Services to the Executive Leadership Team and Commissioners. The
report highlighted gaps within asset renewals and its impact on the City’s long-term financial
sustainability. The report also identified two key recommendations to minimise the identified
gaps:
i.
Council – to identify the importance of allocating a significant amount of funding each year
for asset renewals within the budget; and
ii.
Administration – to ensure renewal projects that are funded within an annual budget are
delivered within the financial year.
The concerns addressed within this report was addressed by Council’s adoption of the Long Term
Financial Plan which allows for significant improvements towards attaining the Department’s basic
standard of the asset sustainability ratio.
The following table provides a snapshot of the asset sustainability ratio as forcasted within the
Long Term Financial Plan:

c.

The 2020/2021 annual budget also allows for sufficient budget funds for renewal expenditure to
improve the standard of the asset sustainability ratio.

Actions to be Taken
d.

e.

The progress of budgeted capital projects will be monitored through a project management
framework and reported to the Executive Leadership Team and Council on a regular basis.
Completion of the budgeted renewal capital projects will be the key driver in improving the asset
sustainability ratio.
Management has also prepared a Strategic Financial Planning and Budgeting Policy (expected to
be presented to Policy Committee 8th February 2021) which sets clear principles and guidelines
on budget funding priorities for capital initiatives. The policy identifies the importance of funding
capital renewal projects and provides guidance on minimum funding limits for total capital
renewals. This policy will provide the necessary strategic direction to improve financial
sustainability going forward.
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Discussion
6.

The actions listed above addresses the significant matter identified within the 2019-2020 Independent
Auditor’s Report and ensures the City’s commitment towards minimising the asset renewal gap.

7.

Once accepted by the ARC and Council, a copy of this report will be forwarded to the Minister.

Stakeholder Engagement
8.

In determining the actions to be taken, the Executive leadership Team and all service areas that deliver
capital projects were consulted and informed.

Decision Implications
9.

If accepted, the City will work towards achieving the asset sustainability ratio as recommended by the
Department of Local Government, Sport and Cultural Industries.

Strategic, Legal and Policy Implications
Strategic
Strategic Community Plan
Aspiration:

Performance
A city led by a Council and supported by an administration that is
committed to sound strategy and governance, excellence in
customer service and effective and sincere engagement with all
stakeholders.
Strategic Community Plan Objective: Objective 5.5
A financial business model underpinned by a culture of cost
management, best value and strategic financial analysis that is
subject to ongoing oversight, transparency and accountability.
Issue Specific Strategies and Plans:
Not applicable.
Legal and Policy
Legislation:
Legal advice:
Policy

Section 7.12A (4) of the Local Government Act 1995
Not applicable.
Not applicable.

Financial Implications
10.

There are no immediate financial implications relating to the recommendation within this report;
however, to improve the current adverse trend within the asset sustainability ratio, the City will require
ongoing financial commitments towards funding, and more importantly to delivering asset renewal
programs.
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Relevant Documents
Not applicable.

Further Information
Not applicable.
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ATTACHMENT 7.5A

Auditor General
INDEPENDENT AUDITOR’S REPORT
To the Councillors of the City of Perth
Report on the Audit of the Financial Report
Opinion
I have audited the annual financial report of the City of Perth which comprises the Statement of
Financial Position as at 30 June 2020, and the Statement of Comprehensive Income by Nature or
Type, Statement of Comprehensive Income by Program, Statement of Changes in Equity,
Statement of Cash Flows and Rate Setting Statement for the year then ended, as well as notes
comprising a summary of significant accounting policies and other explanatory information, and the
Statement by the Chief Executive Officer.
In my opinion the annual financial report of the City of Perth:
(i) is based on proper accounts and records; and
(ii) fairly represents, in all material respects, the results of the operations of the City for the year
ended 30 June 2020 and its financial position at the end of that period in accordance with
the Local Government Act 1995 (the Act) and, to the extent that they are not inconsistent
with the Act, Australian Accounting Standards.
Basis for Opinion
I conducted my audit in accordance with Australian Auditing Standards. My responsibilities under
those standards are further described in the Auditor’s Responsibilities for the Audit of the Financial
Report section of my report. I am independent of the City in accordance with the Auditor General
Act 2006 and the relevant ethical requirements of the Accounting Professional and Ethical
Standards Board’s APES 110 Code of Ethics for Professional Accountants (the Code) that are
relevant to my audit of the annual financial report. I have also fulfilled my other ethical
responsibilities in accordance with the Code. I believe that the audit evidence I have obtained is
sufficient and appropriate to provide a basis for my opinion.
Emphasis of Matter – Basis of Accounting
I draw attention to Notes 1 and 11 to the annual financial report, which describe the basis of
accounting. The annual financial report has been prepared for the purpose of fulfilling the City’s
financial reporting responsibilities under the Act, including the Local Government (Financial
Management) Regulations 1996 (Regulations). My opinion is not modified in respect of these
matters:
(i) Regulation 17A requires a local government to measure vested improvements at fair value
and the associated vested land at zero cost. This is a departure from AASB 16 Leases
which would have required the entity to measure the vested improvements also at zero
cost.
(ii) In respect of the comparatives for the previous year ended 30 June 2019, Regulation 16 did
not allow a local government to recognise some categories of land, including land under
roads, as assets in the annual financial report.
Responsibilities of the Chief Executive Officer and Council for the Financial Report
The Chief Executive Officer (CEO) of the City is responsible for the preparation and fair
presentation of the annual financial report in accordance with the requirements of the Act, the
Regulations and, to the extent that they are not inconsistent with the Act, Australian Accounting
Standards. The CEO is also responsible for such internal control as the CEO determines is
necessary to enable the preparation of the annual financial report that is free from material
misstatement, whether due to fraud or error.
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In preparing the annual financial report, the CEO is responsible for assessing the City’s ability to
continue as a going concern, disclosing, as applicable, matters related to going concern and using
the going concern basis of accounting unless the State Government has made decisions affecting
the continued existence of the City.
The Council is responsible for overseeing the City’s financial reporting process.
Auditor’s Responsibility for the Audit of the Financial Report
The objectives of my audit are to obtain reasonable assurance about whether the annual financial
report as a whole is free from material misstatement, whether due to fraud or error, and to issue an
auditor’s report that includes my opinion. Reasonable assurance is a high level of assurance, but is
not a guarantee that an audit conducted in accordance with Australian Auditing Standards will
always detect a material misstatement when it exists. Misstatements can arise from fraud or error
and are considered material if, individually or in the aggregate, they could reasonably be expected
to influence the economic decisions of users taken on the basis of the annual financial report.
A further description of my responsibilities for the audit of the annual financial report is located on
the Auditing and Assurance Standards Board website at
https://www.auasb.gov.au/auditors_responsibilities/ar4.pdf. This includes the identification and
assessment of the risk of material misstatement due to fraud arising from management override of
controls. This description forms part of my auditor’s report.
Report on Other Legal and Regulatory Requirements
In accordance with the Local Government (Audit) Regulations 1996 I report that:
(i) In my opinion, the following material matter indicates a significant adverse trend in the
financial position of the City:
a. The Asset Sustainability Ratio as reported in Note 35 of the annual financial report
has been below the Department of Local Government, Sport and Cultural Industries’
basic standard of 0.9 for the last three financial years.
(ii) All required information and explanations were obtained by me.
(iii) All audit procedures were satisfactorily completed.
(iv) In my opinion, the Asset Consumption Ratio and the Asset Renewal Funding Ratio included
in the annual financial report were supported by verifiable information and reasonable
assumptions.
Matters Relating to the Electronic Publication of the Audited Financial Report
This auditor’s report relates to the annual financial report of the City of Perth for the year ended
30 June 2020 included on the City’s website. The City’s management is responsible for the integrity
of the City’s website. This audit does not provide assurance on the integrity of the City’s website.
The auditor’s report refers only to the annual financial report described above. It does not provide
an opinion on any other information which may have been hyperlinked to/from this annual financial
report. If users of the annual financial report are concerned with the inherent risks arising from
publication on a website, they are advised to refer to the hard copy of the audited annual financial
report to confirm the information contained in this website version of the annual financial report.

CAROLINE SPENCER
AUDITOR GENERAL
FOR WESTERN AUSTRALIA
Perth, Western Australia
10 December 2020
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8. Matters for which the Meeting may be Closed
9. Motions of which Previous Notice has been Given
10. General Business
11. Items for Consideration at a Future Meeting
12. Closure
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