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Confirmation of minutes
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Correspondence

6

Disclosure of Members’ interests
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Matters for which the meeting may be closed
In accordance with Section 5.23(2) of the Local Government Act 1995, should a
Committee Member wish to discuss the content of the confidential attachments in
relation to Items 8.2, 8.3 and 8.7, it is recommended that Committee resolve to close
the meeting to the public prior to discussion of the Item.
Attachment No.
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Attachments 8.2B
and 8.2D
Confidential
Attachments 8.3B,
8.3C, and 8.3D
Confidential
Attachments 8.7A,
8.7B and 8.7C

Item No. and Title
Item 8.2 – Risk Management Quarterly Update
– November 2019

Reason
s5.23(f)(ii)
and
s5.23(f)(iii)
S5.23(2)(e)(iii)

Item 8.3 – Audit Exit Interview and Presentation
of the Audited Financial Statements for the Year
Ended – 30 June 2019 (Unsigned)
Item 8.7 – Internal Audit Plan 2019/20 – Cyber
s5.23(2)(f)(ii)
Security Review
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Reports
Report No.
8.1
8.2
8.3
8.4
8.5
8.6
8.7
8.8
8.9

Item Title
Page
Election of a Presiding Member
1
4
Risk Management Quarterly Update – November 2019
60
Audit Exit Interview and Presentation of the Audited Financial
Statements for the Year Ended – 30 June 2019 (Unsigned)
Internal Audit 2019/20 – Fraud and Corruption Controls Review 130
July 2019
Compliance Audits – City of Perth and New South 148
Wales/Victorian Government Transport Authority Agreements
154
Moore Stephens Financial Management Review
177
Internal Audit Plan 2019/20 – Cyber Security Review
188
Internal Audit 2019/20 – Investments Audit
206
Outstanding Audit Items – October 2019

9

Motions of which Previous Notice has been given

10

General Business
10.1 - Responses to General Business from a Previous Meeting:
10.2 - New General Business
10.2.1 - Internal Audit Service Delivery Model
Many local governments have recognised the need to improve their internal auditing
processes, and have moved to either employ an internal auditor or contract out the
internal audit function. Internal auditing is an independent, objective assurance and
consulting activity designed to add value and improve an organisation's operations.
The scope of an internal audit would be determined by the Audit committee, with input
from the CEO, based on the size of the local government's internal operations and the
level of compliance to be achieved. The role differs from that of the external auditor
who is appointed by council on the recommendation of the Audit Committee, to report
independently to it, through the mayor/president and the CEO, on the annual financial
statements. The external auditor's primary role is to decide whether the annual financial
statements of a local government are free of material misstatement.
There are certain functions of the internal audit that complement the external auditor's
role. As the external auditor plans for an effective audit they need to assess and
determine whether to include the scope, procedures and outcomes of the internal
audit. The CEO must refer all internal audit reports to the audit committee for
consideration.
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An internal auditor's activities should typically include the following:
a.

review of the internal control structure, monitoring the operations of the
information system and internal controls and providing recommendations for
improvements;

b.

a risk assessment with the intention of minimising exposure to all forms of risk on
the local government;

c.

examination of financial and operating information that includes detailed testing
of transactions, balances and procedures;

d.

a review of the efficiency and effectiveness of operations and services including
non-financial controls of a local government;

e.

a review of compliance with management policies and directives and any other
internal requirements;

f.

review of the annual Compliance Audit Return;

g.

assist in the CEO's biennial reviews of the appropriateness and effectiveness of the
local government's systems and procedures in regard to risk management,
internal control and legislative compliance; and

h.

specific tasks requested by management.

The Internal Audit team (2.0 FTE equivalent) reports functionally to the City of Perth
Audit & Risk Committee and administrati vely to the CEO. It should be remembered that
pursuant to section 5.41 of the Act, the CEO is responsible for the day-to-day
management of council activities including the direction of staff and implicitly the
internal audit function. The CEO may choose to delegate this responsibility provided
always that the delegation does not directly or indirectly interfere with the ability of the
Internal Auditor to conduct an internal audit function free from interference.
A clear and properly defined reporting relationship ensures that the internal auditor is
empowered to perform their role working with management. The direct reporting line
to the Audit & Risk Committee also acts as an adequate safeguard in the event of a
serious breakdown in internal controls or internal control culture at senior levels in the
organisation.
While it is recognised that smaller councils may not be able to justify a full-time internal
auditor, a small size of operation does not justify forgoing internal audit altogether. If
audit committee or management is of the view that the employment of an independent
internal auditor either full-time or part-time is not warranted, it may request the council
to have the internal audit function undertaken as necessary by an external contractor,
or expand the role of its external auditor.
The external auditor or his or her professional company should only undertake internal
audit functions that complement the external audit and do not cloud the objectivity and
independence of the external audit. An external auditor must not audit information
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prepared by them or their accounting practice, as this is considered incompatible with
the standard of independence.
Local governments that do not establish an internal audit process but require a review
of the financial management systems and procedures, may decide to use the services of
the external auditor for that purpose. Such reviews are to be undertaken every four
years in accordance with regulation 5(2)(c) of the Local Government (Financial
Management) Regulations 1996.
The review of financial management systems and procedures provides the external
auditor with greater assurance of systems and procedures used to prepare the annual
financial statements, and whether they provide information free of material
misstatement.
Source: Local Government Operational Guidelines Number 9.
The Audit and Risk Committee may consider instigation of a review of the best service
delivery model and reporting lines for Internal Audit.
11

Items for consideration at a future meeting
Outstanding Reports: Nil

12

Closure

KARIN STRACHAN
A/CHIEF EXECUTIVE OFFICER
15 November 2019

This meeting is open to members of the public
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AUDIT AND RISK COMMITTEE
Established: 11 May 2010
Members:
Robert Maurich (Independent Member)
Chair Commissioner Andrew Hammond
Commissioner Gaye McMath
Commissioner Len Kosova
Quorum:
Expiry:

Two
At the next City of Perth Election.

TERMS OF REFERENCE:

[26/06/18]

1.

The Audit and Risk Committee’s role, in accordance with Regulation 16 of the Local Government (Audit)
Regulations 1996, is to:
a.
guide and assist the local government in carrying out:
i.
its functions under Part 6 of the Act;
ii.
its functions relating to other audits and other matters related to financial management;
and
iii.
functions in relation to audits conducted under Part 7 of the Act.
b.
review a report given to it by the CEO under regulation 17(3) (the CEO’s report) and is to —
i.
report to the council the results of that review; and
ii.
give a copy of the CEO’s report to the Council.
c.
monitor and advise the CEO when the CEO is carrying out functions in relation to a review
under —
i.
regulation 17(1); and
ii.
the Local Government (Financial Management) Regulations 1996 regulation 5(2)(c);
d.
support the auditor of the local government to conduct an audit and carry out the auditor’s other
duties under the Act in respect of the local government;
e.
oversee the implementation of any action that the local government —
i.
is required to take by section 7.12A(3); and
ii.
has stated it has taken or intends to take in a report prepared under section 7.12A(4)(a);
and
iii.
has accepted should be taken following receipt of a report of a review conducted under
regulation 17(1); and
iv.
has accepted should be taken following receipt of a report of a review conducted under
the Local Government (Financial Management) Regulations 1996 regulation 5(2)(c);
f.
perform any other function conferred on the audit committee by these regulations or another
written law.

2.

The Committee may provide guidance and assistance to the local government regarding:
a.
other matters to be audited;
b.
the scope of audits; and
c.
financial, risk and compliance management functions as prescribed in the Local Government Act
1995; as well as
d.
other matters specified in these Terms of Reference.

3.

The Committee may resolve to request the Chief Executive Officer (CEO) to provide any information or make
arrangements to provide independent expert advice, as appropriate and required by the Committee in order to
fulfil its duties and responsibilities.

4.

The Committee is to review and make recommendations to the Council regarding:
a.
Financial Management
i.
the annual Financial Statements with a view to being satisfied as to their accuracy and timeliness
and the inclusion of prescribed disclosures and information;
ii.
changes in accounting practices, policies and material changes in accounting treatment,
providing advice on the appropriateness of implementation strategies; and
iii.
the City’s financial status and performance.
b.
Risk Management
i.
the City’s risk management strategies and policies;
ii.
the adequacy of the City’s risk management systems and practices; and
iii.
the management of strategic risks, identifying as appropriate, specific risks for more detailed
review and response.
c.
Internal Controls
i.
the standard and effectiveness of the City’s corporate governance and ethical considerations;
ii.
the integrity, adequacy and effectiveness of the City’s financial and administration policies,
systems and controls in providing financial and governance information which:

iii.
d.

e.

• is accurate and reliable;
• complies with legislative obligations and requirements; and
• minimises the risk of error, fraud, misconduct or corruption; and
the efficiency and effectiveness on achievement of objectives.

Legislative Compliance
i.
the integrity, adequacy and effectiveness of the City’s systems and controls for legislative
compliance;
ii.
the level of compliance with legislative obligations as well as the City’s policies;
iii.
the CEO’s report on the review of the City’s legislative Compliance systems, at least once
triennially; and
iv.
the annual statutory Compliance Audit.
Internal and External Audit Planning and Reporting
i.
the integrity, adequacy and effectiveness of the City’s Internal Audit Plan and External Audit
Plan;
ii.
reports, findings and recommendations arising from Internal and External Audits;
iii.
the audit of the City’s Annual financial statements;
iv.
the integrity, adequacy and effectiveness of the management response and any actions
proposed to be taken to address issues raised by the Internal or External Auditor; and
v.
the oversight and monitoring of implementation of agreed actions.

Delegated Authority 1.1.3 – Audit and Risk Committee provides authority for the Committee to fulfil the duty of the
Council to meet with the City’s External Auditor at least once per year [s.7.12A(2)].

INFORMATION FOR THE PUBLIC ATTENDING COMMITTEE MEETINGS
Question Time for the Public
•

•

•

•

An opportunity is available at all Committee meetings open to members of the public to ask a question about any
issue relating to the City. This time is available only for asking questions and not for making statements. Complex
questions requiring research should be submitted as early as possible in order to allow the City sufficient time to
prepare a response.
The Presiding Person may nominate a Member or officer to answer the question, and may also determine that
any complex question requiring research be answered in writing. No debate or discussion is allowed to take place
on any question or answer.
To ask a question please write it on the white Question Sheet provided at the entrance to the Council Chamber
and hand it to a staff member at least an hour before the meeting begins. Alternatively, questions can be
forwarded to the City of Perth prior to the meeting, by:


Letter: Addressed to GPO Box C120, Perth, 6839;



Email: info.city@cityofperth.wa.gov.au

Question Sheets are also available on the City’s web site: www.perth.wa.gov.au.

Deputations
A deputation wishing to be received by a Committee is to apply in writing to the CEO who will forward the written
request to the Presiding Member. The Presiding Member may either approve the request or may instruct the CEO to
refer the request to the Committee to decide whether or not to receive the deputation. If the Presiding Member
approves the request, the CEO will invite the deputation to attend the meeting.
Please refer to the ‘Deputation to Committee’ form provided at the entrance to the Council Chamber for further
information on the procedures for deputations. These forms are also available on the City’s web site:
www.perth.wa.gov.au.

Disclaimer
Members of the public should note that in any discussion regarding any planning or other application that any
statement or intimation of approval made by any Member or officer of the City during the course of any meeting is
not intended to be and is not to be taken as notice of approval from the City. No action should be taken on any item
discussed at a Committee meeting prior to written advice on the resolution of the Council being received.
Any plans or documents contained in this agenda may be subject to copyright law provisions (Copyright Act 1968, as
amended) and the express permission of the copyright owner(s) should be sought prior to their reproduction.

EMERGENCY GUIDE
Council House, 27 St Georges Terrace, Perth
The City of Perth values the health and safety of its employees, tenants, contractors and visitors. The
guide is designed for all occupants to be aware of the emergency procedures in place to help make an
evacuation of the building safe and easy.

BUILDING ALARMS
Alert Alarm and Evacuation Alarm.

KNOW
YOUR EXITS

ALERT ALARM

beep beep beep
All Wardens to respond.
Other staff and visitors should remain where they are.

EVACUATION ALARM / PROCEDURES

whoop whoop whoop
On hearing the Evacuation Alarm or on being instructed to evacuate:
1.

Move to the floor assembly area as directed by your Warden.

2.

People with impaired mobility (those who cannot use the stairs unaided)
should report to the Floor Warden who will arrange for their safe
evacuation.
When instructed to evacuate leave by the emergency exits. Do not use the lifts.

3.
4.

Remain calm. Move quietly and calmly to the assembly area in Stirling Gardens
as shown on the map below. Visitors must remain in the company of City of
Perth staff members at all times.

5.

After hours, evacuate by the nearest emergency exit. Do not use the lifts.
EVACUATION ASSEMBLY AREA
STIRLING
GARDENS

A
A

COUNCIL

AA

BARRACK ST

STIRLING
GARDENS

PIER ST

CATHEDRAL AVE

ST GEORGES TCE

AA

A

AA

Assembly Area
Alternate Assembly Area
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Election of a Presiding Member

Recommendation:
That the Audit and Risk Committee, in accordance with section 5.12 of the Local
Government Act 1995, ELECTS
as the Presiding Member.
FILE REFERENCE:
REPORTING OFFICER:
REPORTING UNIT:
RESPONSIBLE ALLIANCE:
REPORT AUTHOR DISCLOSURE OF INTEREST:
DATE:
ATTACHMENT/S:

P1028787-4
Siobhan Rippington, Governance Coordinator
Governance
Corporate Services
Nil
4 November 2019
Nil

Council Role:

☐

Advocacy

☐

Executive

When the Council advocates on its own behalf or on behalf of its
community to another level of government/body/agency.
The substantial direction setting and oversight role of the Council e.g.
adopting plans and reports, accepting tenders, directing operations,
setting and amending budgets.

☒
☐

Legislative

Includes adopting local laws, town planning schemes and policies

☐

Quasi-Judicial When the Council determines an application/matter that directly
affects a person’s right and interests. The judicial character arises from
the obligation to abide by the principles of natural justice. Examples of
Quasi-Judicial authority include town planning applications, building
licences, applications for other permits/licences (eg under Health Act,
Dog Act or Local Laws) and other decisions that may be appealable to
the State Administrative Tribunal.
Information
For the Committee to note.

Legislation / Strategic Plan / Policy:
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Legislation

Section 5.12 of the Local Government Act 1995
Presiding members and deputies, election of

City of Perth Act 2016

Objects of the City of Perth
8(1)(a) - to provide for the good government of persons in
the City of Perth, including residents, ratepayers and visitors

Integrated Planning and
Reporting Framework
Implications

Strategic Community Plan
Strategic Priority - Leadership

Policy
Policy No and Name:

Nil

Purpose and Background:
At its meeting held 27 August 2019, Council reappointed Mr Robert Maurich as the external
member to the Audit and Risk Committee and resolved that ‘the role of the chair of the
Committee not be held by the external member’. As Mr Maurich is the Committee’s incumbent
presiding member, to give effect to Council’s resolution, the Committee is required to select
a new presiding member.

Details:
The interview panel for the external member vacancy noted that acting as the chair may
compromise the independence and objectivity of the external member, in providing advice to
the Committee as well as not being in accordance with best practice.
The procedure for electing a Presiding Member is detailed in Schedule 2.3, Division 1 of the
Local Government Act 1995 (the ‘Act’):
4.

How Presiding Member is elected

(1)

The committee is to elect a committee member to fill the office of presiding member.

(2)

The election is to be conducted by the CEO in accordance with the procedure prescribed.

(3)

Nominations for the office of presiding member are to be given to the CEO in writing
before the meeting or during the meeting before the close of nominations.

(3a) Nominations close at the meeting at a time announced by the CEO, which is to be a
sufficient time after the announcement by the CEO that nominations are about to close
to allow for any nominations made to be dealt with.
(4)

If a committee member is nominated by another committee member the CEO is not to
accept the nomination unless the nominee has advised the CEO, orally or in writing, that
he or she is willing to be nominated for the office of the presiding member.

(5)

The committee members are to vote on the matter by secret ballot as if they were
electors voting at an election.

(6)
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Subject to clause 5(1), the votes cast under subclause (5) are to be counted, and the
successful candidate determined, in accordance with Schedule 4.1 (which deals with
determining the result of an election) as if those votes were votes cast at an election.

(7)

As soon as is practicable after the result of the election is known, the CEO is to declare
and give notice of the result in accordance with regulations, if any.

5.

Votes may be cast a second time

(1)

If when the votes cast under clause 4(5) are counted there is an equality of votes between
2 or more candidates who are the only candidates in, or remaining in, the count, the
count is to be discontinued and the meeting is to be adjourned for not more than 7 days.

(2)

Any nomination for the office of presiding member may be withdrawn, and further
nominations may be made, before or when the meeting resumes.

(3)

When the meeting resumes the committee members are to vote again on the matter by
secret ballot as if they were electors voting at an election.

(4)

The votes cast under subclause (3) are to be counted, and the successful candidate
determined, in accordance with Schedule 4.1 as if those votes were votes cast at an
election.

The votes are to be counted in accordance with Schedule 4.1, Division 1 of the Act as if those
votes were cast at an election. If two or more candidates receive the same number of votes
so that clauses 2, 3 or 4 of the Schedule cannot be applied, the CEO, or his nominee, is to draw
lots in accordance with regulations to determine which candidate is elected.

Financial Implications:
There are no financial implications related to this report.

Comments:
It is recommended that the Committee elect a Presiding Member to give effect to Council’s
resolution made 27 August 2019 and to ensure compliance with section 5.12 ‘Presiding
members and deputies, election of’ of the Act.

Report to the Audit and Risk Committee
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Risk Management Quarterly Update – November 2019

Recommendation:
That Council:
1.

RECEIVES the Risk Management Quarterly Update for November 2019; and

2.

APPROVES the Strategic Risk Register as detailed in Attachment 8.2C and
Confidential Attachment 8.2D.

FILE REFERENCE:
REPORTING OFFICER:

P1013822-3
Tess Jackson, Risk and Business Continuity
Officer
REPORTING UNIT:
Strategy and Recovery
RESPONSIBLE ALLIANCE:
CEO Alliance
REPORT AUTHOR DISCLOSURE OF INTEREST: Nil
DATE:
30 October 2019
ATTACHMENT/S:
Attachment 8.2A - High and Extreme Risks
Report
Confidential Attachment 8.2B - High and
Extreme Risks Report
Attachment 8.2C - Strategic Risk Register
Confidential Attachment 8.2D - Strategic Risk
Register
Attachment 8.2E - Risk and Audit Response
Matrix
Confidential attachments are distributed to
Committee Members under separate cover

Council Role:

☐

Advocacy

☒

Executive

☐
☐

Legislative

☐

Information

When the Council advocates on its own behalf or on behalf of its
community to another level of government/body/agency.
The substantial direction setting and oversight role of the Council e.g.
adopting plans and reports, accepting tenders, directing operations,
setting and amending budgets.
Includes adopting local laws, town planning schemes and policies

Quasi-Judicial When the Council determines an application/matter that directly
affects a person’s right and interests. The judicial character arises from
the obligation to abide by the principles of natural justice. Examples of
Quasi-Judicial authority include town planning applications, building
licences, applications for other permits/licences (eg under Health Act,
Dog Act or Local Laws) and other decisions that may be appealable to
the State Administrative Tribunal.
For the Committee to note.
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Legislation / Strategic Plan / Policy:
Legislation

Local Government Act 1995 - Regulation 17 of the Local
Government (Audit) Regulations 1996

City of Perth Act 2016

Objects of the City of Perth
8(1)(a) - to provide for the good government of persons in
the City of Perth, including residents, ratepayers and visitors

Integrated Planning and
Reporting Framework
Implications

Strategic Community Plan
Strategic Priority - Leadership

Policy
Policy No and Name:

19.1 - Risk Management

Purpose and Background:
This report provides the quarterly update for the City’s operational and strategic risks.

Details:
City of Perth Risk Profile
As at 6 November 2019, there are 143 operational risks and six strategic risks which make up
the City’s Risk Profile. Figure 1 highlights the percentage of inadequate controls in place to
mitigate the City’s identified risks, at each level, based on the City’s Risk Assessment Criteria.
Figure 1: Percentage of inadequate risk controls in place, as at 6 November 2019.
Operational and Strategic Risks
Extreme Risks – 5 risk

Inadequate Controls
100%

High Risks – 19 risks

79 %

Medium Risks – 104 risks

21 %

Low Risks – 21 risks

0%

The attachments to this report provide the details for all high and extreme risks including the
status updates for their respective risk treatment action plans.
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Four operational risks previously rated as high have been reviewed down to medium level,
due to the work carried out over the past six months. These risks are listed below;
1.

Corporate Governance Framework;

2.

Cash Handling;

3.

Recruitment; and

4.

Management of leases, licences and legal agreements.

The details to the risks is provided for in Attachment 8.2A and Confidential Attachment 8.2B
of this report.
City of Perth Risk Profile (Operational and Strategic Risks)
Insignificant

Minor

Moderate

Major

Catastrophic

Almost Certain

M

1 Risk(s)

H

E

E

Likely

M

4 Risk(s)

7 Risk(s)

4 Risk(s)

E

Possible

L

2 Risk(s)

53 Risk(s)

11 Risk(s)

1 Risk(s)

Unlikely

3 Risk(s)

15 Risk(s)

23 Risk(s)

15 Risk(s)

1 Risk(s)

Rare

L

2 Risk(s)

1 Risk(s)

6 Risk(s)

M

City of Perth Risk Acceptance Criteria
Low
Medium
High

Extreme

Risk acceptable with adequate controls, managed by routine procedures and
subject to annual monitoring
Risk acceptable with adequate controls, managed by specific procedures and
subject to semi-annual monitoring
Risk acceptable with effective controls, managed by senior management /
executive and subject to quarterly monitoring. Quarterly reports will be
provided to Council on all high risks
Risks only acceptable with effective controls and all treatment plans to be
explored and implemented where possible, managed by highest level of
authority and subject to monthly continuous monitoring. Quarterly reports will
be provided to Council on all Extreme Risks
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The City of Perth top 10 operational risks are listed below:
Risk
ID
101
105
60
61
103
120
124
108

Risk Name

Controls
Effectiveness

Procurement
Inadequate
Electrical and Lighting infrastructure
Inadequate
Management of City Assets
Inadequate
Financial Sustainability of Assets
Inadequate
Protecting Crowded Places from Terrorism Inadequate
Facilities Management – PCEC Car Park
Inadequate
Public Health Inspections
Inadequate
Licencing and Compliance of Public Health
Inadequate
Premises
112 Event Approvals
Inadequate
106 Management of new assets (projects)
Inadequate
handed over from State Government
*Risk acceptance is based on the City’s Risk Acceptance criteria above.

Extreme
High
High
High
High
High
High
High

Within the
City’s risk
acceptance*
No
No
No
No
No
No
No
No

High
High

No
No

Risk Rating

Attachment 8.2A and Confidential Attachment 8.2B provide detail on the above risks including
the other high operational risks.
The allocated risk treatment actions have been developed to specifically address the
inadequacies of the key preventative and mitigating controls. All risks identified above, with
the exception of Procurement, are required to have implemented plans within one month to
address the risk, with resultant actions implemented, executed within nine months from 5
August 2019. The identified Procurement risk is required to have implemented plan(s)
immediately to address the risk, with resultant actions implemented, executed within three
months from August 2019. This in line with the Risk Response Matrix (Attachment 8.2E).

Strategic Risk
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City of Perth definition of strategic risk:
•

Identified through analysis of both the Strategic Community Plan and Corporate
Business Plan and key issues that can impede the City from delivering on strategic
objectives.

•

Risks identified from the external environment, that affect the decisions made around
organisational priorities, resource allocation, tolerance and acceptance of risk, as
illustrated in the below matrix.

The annual review of key opportunities and areas of concern was carried out by the Executive
Leadership Team in late July 2019, with the below outcomes achieved;
•

Established the City’s strategic priorities for 2019/20;

•

Reviewed the strategic risks and their associated causes and impacts;

•

Allocated key preventative and mitigating controls to the strategic risks; and

•

Aligned the risk treatment actions into the Corporate Recovery Implementation Plan
(CRIP).
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The updated strategic risks (below) and associated risk treatment actions plans are provided
in detail in Attachment 8.2C and Confidential Attachment 8.2D.
Risk
ID

Risk Name

Controls
Effectiveness

SR1
Strategic Direction Execution
Inadequate
SR2
Financial Sustainability
Inadequate
SR3
Stakeholder Relationships
Inadequate
SR4
Climate Change (NEW)
Inadequate
SR5
Homelessness (NEW)
Inadequate
SR6
Integrated Financial Systems (NEW)
Inadequate
*Risk acceptance is based on the City’s Risk Acceptance criteria

Risk Rating
Extreme
Extreme
High
High
Extreme
Extreme

Within the
City’s risk
acceptance*
No
No
No
No
No
No

The allocated risk treatment actions have been developed to specifically address the
inadequacies of the key preventative and mitigating controls. The report seeks the
Committee’s endorsement of the reviewed strategic risk register, treatment actions and
corresponding completion dates (Attachment 8.2C and Confidential Attachment 8.2D).
The report also seeks approval for the exceptions rule to be applied to all strategic risks as
these will not be addressed within the timeframes dictated by the risk response matrix.
Business Continuity Update
A crisis exercise was conducted with the Crisis Management Team (CMT) in early July 2019.
The objectives of the exercise included the below;
•

Familiarise the CMT with the City’s Crisis Management Plan and supporting
documentation;

•

Enhance understanding of roles and responsibilities in a crisis event; and

•

Provide opportunities to further enhance the City’s resilience.

The City’s plans and processes will continue to be updated following recommendations from
the exercise, as well as organisation structural changes.
Division of Committee
In October 2018, the City of Perth completed a Risk Maturity Assessment which identified
opportunities to enhance Risk Management at the City. It was recommended to split the
Corporate OSH and Risk Committee into two separate committees; one for Safety, Health and
Wellbeing and one for Risk Management, Internal Audit and Legislative Compliance.
Separating the Corporate OSH and Risk Committee will allow focus on responsibilities in
relation to specific functions including financial reporting, internal control structure, risk
management systems, legislative compliance, ethical accountability and the internal and
external audit functions, a direct progression to what is required for the Audit and Risk
Committee.
The separation has now been enacted and a formal Terms of Reference will be developed for
each of the new Committees over the coming month.
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Financial Implications:
There are no financial implications related to this report.

Comments:
A review of the City’s strategic and operational risks will be conducted following the successful
introduction of the City’s new Executive in November. The key focus will be on integrating risk
into the planning and decision-making processes. Quarterly updates will continue to be
provided to the Audit and Risk Committee.

RISK IDENTIFICATION DATE:
October 2017

RISK ID: 60

RISK REVIEW DATE:
19 June 2019

RISK RESPONSE DUE DATE:
5 May 2020

Overall Risk Rating

HIGH

RISK OWNER: Alliance Manager Infrastructure and Assets

Controls Effectiveness

INADEQUATE

KEY SERVICE: Asset Management

Within Risk Appetite

NO

ATTACHMENT 8.2A
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RISK NAME: Maintenance of City Assets

Domain Risk Ratings

RISK DESCRIPTION:
Failure to maintain assets in a proactive, systematic manner which aligns to agreed service levels
Potential Causes

Preventative Controls

P

F

SD/SO

L&R/E

R&ES

E

N/A

HIGH
4x3

N/A

N/A

MED
3x3

N/A

Potential Impacts

Mitigating controls

Unrecognised assets and poorly
structured asset data

Close out reporting for new assets and data capture
processes for new existing assets
ADEQUATE

Assets reduce in quality and performance

Internal support to asset custodians to perform
preventative and reactive maintenance
INADEQUATE

Under developed asset maintenance
plans

Asset Management Plans developed per asset class
and skilled staff are familiar with maintenance
requirements
ADEQUATE
Asset Management Plans developed per asset class
but not widely distributed
INADEQUATE

Decreased level of services to community
and possible decrease in useful asset life

Internal support and customer service to asset custodians
to perform preventative and reactive maintenance
INADEQUATE

Potential public liability claims from unsafe
or inadequately maintained assets

Public Liability Insurance and claims process
ADEQUATE

Defined asset management system (Hansen8), ESRI
workforce available for infrastructure assets and
being developed for facilities assets
ADEQUATE

Maintenance budgets are not developed
based on maintenance activities

Maintenance budgets are based on historical budgets and
data
INADEQUATE

Service levels are poorly defined and
underutilised and performance is not
measured
Lack of adequate systems, processes and
procedures for asset maintenance
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Responsible
Business
Unit
Infrastructure
and Assets

Endorsed
Completion
Date
June 2020

Adjusted
Completion
Date
N/A

2. Work Order System (Infrastructure Maintenance) –
Work orders capture all the operational / maintenance
work done on infrastructure assets. They are also used to
record time and costs for reporting purposes.

Infrastructure
and Assets

June 2019

N/A

3. Work Order System (Facilities Maintenance) – As per #2
above but for facilities.

Infrastructure
and Assets

September
2020

N/A

4. Asset Maintenance Performance Reporting –

Infrastructure
and Assets

December
2020*

N/A

Treatment Action
1. Asset Data and Maintenance Schedules – This involves
having the right asset data and components and
maintenance requirements for planning

Maintenance performance reporting is commonly done
to measure / analyse the progress completion of required
maintenance plans throughout the year for assets, the
cost tracking, the amount of reactive work, and other
KPIs associated with maintenance.

*dependant
on the
Corporate KPI
Dashboard
delivery date.

Treatment Status
ON TARGET - Infrastructure asset data is excellent, infrastructure inspection
and maintenance scheduling is working well with the new ESRI Workforce
System. Buildings assets and maintenance schedules are being captured this
financial year for input into the Hansen8 asset management system.
COMPLETE - As per ELT report in August 2019, the ESRI Workforce System
pilot was completed and approved as the maintenance work order system for
infrastructure. This system plans and schedules infrastructure maintenance
capturing employee, material, contract/invoice costs of maintenance for
infrastructure assets.
ON TARGET – A system similar to the above system for infrastructure assets
needs to be piloted and approved for facilities maintenance assets. This is
currently in progress.
ON TARGET - The Work Order Management System described in point #2 and
#3 above collects some statistics that will enable KPI reporting, but the
corporate KPI dashboard is still in development in collaboration with the
Strategy Unit.

2|Page

Page 13
RISK IDENTIFICATION DATE:
October 2017

RISK ID: 61

RISK REVIEW DATE:
19 June 2019

RISK RESPONSE DUE DATE:
5 May 2020

Overall Risk Rating

HIGH

RISK OWNER: Alliance Manager Infrastructure and Assets

Controls Effectiveness

INADEQUATE

KEY SERVICE: Strategic Asset Management

Within Risk Appetite

NO

RISK NAME: Financial Sustainability of Assets

Domain Risk Ratings

RISK DESCRIPTION:
Failure to accurately and sustainably plan for asset management works requirements

Potential Causes
Lack of strategic direction with regards to
community infrastructure and other
major assets

Preventative Controls

P

F

SD/SO

L&R/E

R&ES

E

N/A

HIGH
4x3

HIGH
4x3

N/A

N/A

N/A

Potential Impacts

Council/ELT provide direction in lieu of the
development of the Asset Management and
Community Infrastructure Strategy
INADEQUATE
Business case process for new projects are
submitted to ELT for approval
INADEQUATE

Return on investments on assets is not
maximised or linked to the Integrated
Planning and reporting framework

Decentralised asset planning

Coordination of assets plans at strategic and
operational level
INADEQUATE

The financial cost of operating new assets
is not quantified and reported

Lack of historical good quality
information to enable the creation of
asset priorities

Business cases incorporate available community
information (Strategic Community Plan and
associated research)
INADEQUATE

The City's spending is not accountable or
defendable to ratepayers

Lack of clearly defined asset prioritisation
parameters and processes including the
long term financial capacity

The City fails to achieve optimal
sustainability of assets

Mitigating controls
Business case process for new projects are submitted to
ELT for approval and input into the annual budgeting
process
INADEQUATE
Business case process for new projects are submitted to
ELT for approval and input into the annual budgeting
process
INADEQUATE
Collaboration with internal stakeholders to plan and
calculate asset life-cycle costs and input these into the
asset management plans
INADEQUATE
Business case process for new projects are submitted to
ELT for approval and input into the annual budgeting and
reporting process
INADEQUATE
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Treatment Action
1.

2.

3.

Centralise Asset Planning – a central team that liaises
with all stakeholders to perform asset planning for the
whole City to ensure business cases are generated and
considered holistically with all considerations in balance
Asset Management Framework – A procedural document
for key asset management processes to ensure best
practice asset and maintenance planning is achieved and
accurate modelling and information is available
Asset Management Plans – A document that outlines the
service levels, inventory, maintenance tactics and
operational / capital budgets required to carry out the
tactics and meet service levels.

Responsible
Business
Unit
Infrastructur
e and Assets

Endorsed
Completion
Date
December
2019

Adjusted
Completion
Date

Infrastructur
e and Assets

July 2019

September
2019

Infrastructur
e and Assets

Annually February
2019

N/A

Treatment Status
ON TARGET – The recent restructure has centralised the asset planning team
to the Infrastructure and Operations Alliance, but work still remains to embed
the new operation, and also work out service alignments, duplications and
overlaps with the Transport and Urban Design Unit in the Planning Alliance.
OVERDUE – The recent restructure has affected this Framework considerably.
As the stakeholders of this Framework are now encompassed within one Unit,
this Framework is being turned into a Unit procedure for GM approval. These
procedures are also flagged for being turned into Pro-Mapp processes when
the software is available.
ON TARGET – Asset Management Plans are completed every year, but with
the restructure this year, the Asset Management Plan template will be
centralised into a document that will capture and depict the complete
forward works capital plan across maintenance projects, new projects and
pipeline of masterplan major projects.

4|Page

Page 15
RISK IDENTIFICATION DATE:
October 2017

RISK ID: 94

RISK REVIEW DATE:
17 July 2019

RISK RESPONSE DUE DATE:
5 May 2020

Overall Risk Rating

HIGH

RISK OWNER: Alliance Manager Governance

Controls Effectiveness

INADEQUATE

KEY SERVICE: Information Management - Management of digital and physical records in accordance with legislative
requirements

Within Risk Appetite

NO

RISK NAME: Records Management

Domain Risk Ratings

RISK DESCRIPTION:
Failure to appropriately manage the City's records physical and digital, in line with the City’s Record
Keeping Plan and relevant legislative requirements
Potential Causes

Preventative Controls

P

F

SD/SO

L&R/E

R&ES

E

N/A

N/A

HIGH
3x4

HIGH
3x4

N/A

N/A

Potential Impacts

Mitigating controls

Lack of appropriate resourcing

Dedicated City Records Team
INADEQUATE

Non-compliance with legislation (State
Record Act 2000, Local Government Act
1995)

Audits and corrective actions to address the noncompliances and meet the City’s Record Keeping Plan
INADEQUATE

Lack of awareness of records compliance
obligations

Record keeping communications, training and
support
ADEQUATE
Record keeping systems, communications, training,
support and Compliance audits
INADEQUATE

Compromised security of corporate
records

Security arrangements (IT and building security)
ADEQUATE

Implications on overall service delivery and
meeting organisational objectives

Record keeping systems, communications, training,
support and Compliance audits
INADEQUATE

Record keeping plan and related policies,
procedures and training
ADEQUATE
Approved record keeping systems (Content
Manager, Pathway)
INADEQUATE

Catastrophic loss of vital records and
information

Records Disaster Recovery Plan
INADEQUATE

Staff not following prescribed processes
and procedures (user complacency)
Lack of defined record keeping processes
and procedures (External and Internal)
Inadequate record keeping systems
(existing and new)
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Treatment Action
1. Implementation of the Information Governance
Framework (IGF) – the IGF Programme provides the key
components and foundations for providing modern
record keeping solutions

2.

Digital Workplace Programme (DWP) – the DWP
Programme aims to deliver and embed modern record
keeping across the organisation and in line with relevant
legislative requirements.

3. Records Disaster Recovery Plan – Review
Review of the plan will include:
•
Information audits
•
Identification of critical and vital records
•
Emergency & incident management
•
Recovery strategies
•
Training and testing program

Responsible
Business
Unit

Endorsed
Completion
Date

Adjusted
Completion
Date

Treatment Status

Governance

June 2022

N/A

ON TARGET – ELT approved the IGF Policy, Framework and Roadmap in March
2019, including the Business Case for the implementation of the IGF
programme.
Key actions and status to date:
• Programme Coordinator commenced May 2019.
• Program Plan underway, currently in Discovery Phase –
o
Assessment and Proof of Concept of record keeping tool,
o
Identification of Business Classification Scheme (BCS) model
• Process Management commenced with Human Resources (via
Promapp)
• Delivery team to commence design, system rollout and training
December 2019.
• Initial Change Management, Stakeholder Engagement and
Communications approach - workshop scheduled

Information
Communicat
ions,
Technology

June 2022

N/A

ON TARGET – The Digital Workplace Programme (DWP) is currently
underway.
Modern workspaces are being trialled for specific project teams to Pilot a
modern record keeping environment via Microsoft O365 SharePoint.

Governance

June 2020

N/A

ON TARGET – Workshop planned for August 2019, to identify the scope of the
plan as well as an estimated timeline to completion.
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RISK IDENTIFICATION DATE:
October 2017

RISK ID: 95

RISK REVIEW DATE:
20 May 2019

RISK RESPONSE DUE DATE:
5 May 2020

Overall Risk Rating

HIGH

RISK OWNER: Alliance Manager Community Safety and Amenity

Controls Effectiveness

ADEQUATE

KEY SERVICE: Oversight of the Inspection of Food Premises Contract

Within Risk Appetite

NO

RISK NAME: Food Act enforcement - Compliance

Domain Risk Ratings

RISK DESCRIPTION:
Failure to undertake sufficient risk assessments of registered food businesses, in accordance with the
City’s obligations under the Food Act 2008
Potential Causes

Preventative Controls

P

F

SD/SO

L&R/E

R&ES

E

HIGH
4x3

N/A

N/A

N/A

N/A

N/A

Potential Impacts

Mitigating controls

Lack of process and procedures, Lack of
consistency in application of the
requirements of legislation

Regular contact between the City and the principal
of the contract including monthly meetings.
ADEQUATE

Potential third-party intervention
(Department of Health)

Constant monitoring of contractor’s outputs, including
KPI’s and reporting
ADEQUATE

Lack of adequate resources

Regular reviews of staff allocation for the contract
ADEQUATE

Compromised public safety

Unplanned termination of contract

Environmental Health Work Plan contingencies
ADEQUATE

Impacts on City's reputation and profile of
the city and economic impacts

Failure of support systems

Regular maintenance of systems including manual
workarounds
ADEQUATE
Regular audits of inspected premises
ADEQUATE

Potential non-compliance of the contractor
with the terms and conditions of the
contract

Management oversight ensuring contractor complies with
the requirements of the contract
ADEQUATE
Management oversight ensuring contractor complies with
the requirements of the contract
ADEQUATE
Food business inspection contract (T&C’s)
ADEQUATE

Lack of consequence to the contractor
for non-compliance with legislation
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Treatment Action
1.

Performance monitoring of contract

Responsible
Business
Unit

Endorsed
Completion
Date

Adjusted
Completion
Date

Health and
Activity
Approvals

January 2021

N/A

Treatment Status
ON TARGET - Ongoing performance review of current contract including:
• Regular review of Contractor’s inspection results through monthly
meetings with contractor and ongoing by SEHO Environmental
Health Compliance via review of inspection reports and
Improvement Notices received.
• Live tracking of completed inspections via dashboard on tv screens
located within HAA
• Review of monthly invoices received
• Variation to contract completed in October 2019 allowing
contractor staff to undertake some food stall and public building
inspections. Agreed process reached. See 231552/19
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RISK ID: 101

RISK IDENTIFICATION DATE:
April 2018

RISK REVIEW DATE:
5 August 2019

RISK RESPONSE DUE DATE:
5 May 2020

Overall Risk Rating

EXTREME

RISK OWNER: Project Director Strategic Finance

Controls Effectiveness

INADEQUATE

KEY SERVICE: Acquisition of goods and services on behalf of the city

Within Risk Appetite

NO

RISK NAME: Procurement

Domain Risk Ratings

RISK DESCRIPTION:

P

The City's procurement policies and procedures fail to achieve best commercial practice, value for
money and meet legislative requirements.
Potential Causes

Preventative Controls

N/A

Potential Impacts

F

SD/SO

L&R/E

EXTREME

EXTREME

EXTREME

4x4

4x4

4x4

R&ES

E

N/A

N/A

Mitigating controls

Decentralisation / lack of control of all
procurement processes in the City by
Finance

Procurement processes, procedures and advisory
support from Procurement team
INADEQUATE

City not achieving best practice for
procurement activities including value for
money

Reporting and oversight (contract expenditure report,
contract expiry, internal and external audits)
INADEQUATE

Inadequately skilled and trained staff

Education and training of relevant staff on
procurement process
INADEQUATE
Fraud controls including Public Interest Disclosure,
Internal and External audits, Segregation of duties,
delegation, system controls and authorisation
processes
ADEQUATE
Procurement policies procedures and systems
including auditing and reporting
INADEQUATE
Strategic Procurement Lead currently engaging
senior leadership of the current and future
Procurement processes
INADEQUATE
Education and training of relevant staff on
procurement process
INADEQUATE

Lack of visibility of expenditure across
business units

Reporting and oversight (contract expenditure report,
contract expiry, internal and external audits)
INADEQUATE
Education and training of relevant staff on procurement
process
INADEQUATE

Potential fraud and misconduct

Inadequate procurement policies
procedures and systems including
auditing and reporting
Lack of internal buy-in and support from
senior management

Staff not following procurement policies
and procedures

Increased cost of procurement activities

Duplication (tendering of same goods and
services from different Alliances)
Increases risk of potential non-compliance
with relevant legislation and regulations

Impacts on service delivery

Education and training of relevant staff on procurement
process
INADEQUATE
Reporting and oversight (contract expenditure report,
contract expiry, internal and external audits)
INADEQUATE
Education and training of relevant staff on procurement
process
INADEQUATE
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Treatment Action
1.

Adoption and implementation of the Procurement
Transformation Plan – undertake a procurement
transformation process to implement a best practice
model.

Responsible
Business
Unit
Strategic
Finance

Endorsed
Completion
Date
July 2020

Adjusted
Completion
Date
N/A

Treatment Status
ON TARGET - The Procurement Transformation Plan, was addressing short
term solution with a prolonged long-term focus without addressing the
sufficient mitigating controls previous identified. The City has replaced the
Strategic Procurement Lead and ELT have reviewed the new proposed
roadmap to implement the endorsed Procurement Strategy. As part of the
ERP transformation the Contract and Procurement modules will also be
implemented providing greater visibility and controls and WALGA will be
engaged for high risk activities, as the City transforms the Procurement.
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RISK ID: 105

RISK IDENTIFICATION DATE:
April 2018

RISK REVIEW DATE:
30 July 2019

RISK RESPONSE DUE DATE:
5 May 2020

Overall Risk Rating

HIGH

RISK OWNER: Alliance Manager Infrastructure and Assets

Controls Effectiveness

INADEQUATE

KEY SERVICE: Asset Maintenance

Within Risk Appetite

NO

RISK NAME: Electrical infrastructure

Domain Risk Ratings

RISK DESCRIPTION:
Failure to provide an electrical infrastructure that meets community expectations and safety standards
and compliance to ensure safety of public and network
Potential Causes

Preventative Controls

P

F

SD/SO

L&R/E

R&ES

E

HIGH
4x3

HIGH
3x4

N/A

HIGH
4x3

N/A

N/A

Potential Impacts

Mitigating controls

Inadequate budget and asset planning
(skilled staff, asset knowledge, register,
systems, etc.)

Budget processes for electrical assets inspections
and maintenance based on historical data.
INADEQUATE

Increased safety issues and increased
public liability claims (public and staff)

Electrical Safety Measures including Dial before you dig
(1Call), Safety mechanisms and Public Liability Insurance
INADEQUATE

Noncompliance of existing infrastructure
to current standards (point of supply to
final asset)

Proactive (renewal) and Reactive maintenance of
electrical assets
INADEQUATE

Impacts on City’s reputation

External and Internal Stakeholder engagement and
communication
INADEQUATE

Legacy issues (incorrect installations,
non-rated materials & product, aging
electrical assets & equipment)
Lack of detailed network inspection
program, including documentation and
As constructions
Inadequate signage & security

Proactive (renewal) and Reactive maintenance of
electrical assets
INADEQUATE
Visual inspections and condition surveys (fortnightly)
INADEQUATE

Major breach of Energy safety standards
and compliance requirements

Visual inspections and condition surveys (fortnightly)
INADEQUATE

Impacts on Corporate Business Plan.

Reactive application of tagging and signage to assets
INADEQUATE

Increased replacement of asset base
(electrical infrastructure, street lighting
etc.)

Budget processes for electrical assets inspections and
maintenance based on historical data.
INADEQUATE
Proactive (renewal) and Reactive maintenance of
electrical assets
INADEQUATE

Vandalism of critical electrical assets

Asset security arrangements including ranger
support and CCTV
INADEQUATE
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Treatment Action

Responsible
Business
Unit

Endorsed
Completion
Date

Adjusted
Completion
Date

1.

Develop a methodology and feasibility study for the
audit / survey of underground electrical assets.

Infrastructur
e and Assets

June 2020

2.

Carry out inspection of key assets (switch boards and
enclosures to ensure adequate signage and security

Infrastructur
e and Assets

Sept 2019

N/A

3.

Ensure new electrical constructions are delivered with a
full set of as constructed drawings and asset data

Infrastructur
e and Assets

Sept 2019

N/A

Treatment Status
NOT YET STARTED – This task has not progressed effectively as it is extremely
complex and no effective solution/methodology is currently known. The
feasibility for this and potential methodologies will need to be discussed with
consultants in order to develop a plan forward.
OVERDUE – This task is overdue, but has progressed well and the solution is
effective. Works are currently underway to inspect and repair these assets to
bring them to a compliant standard.
COMPLETE – This is now part of any electrical tender package as a standard
deliverable.
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RISK ID: 106

RISK IDENTIFICATION DATE:
October 2018

RISK REVIEW DATE:
29 JULY 2019

RISK RESPONSE DUE DATE:
5 May 2020

Overall Risk Rating

HIGH

RISK OWNER: Alliance Manager Infrastructure and Assets

Controls Effectiveness

INADEQUATE

KEY SERVICE: Strategic Asset Management

Within Risk Appetite

NO

Risk Name: Management of new assets (projects) handed over from State Government

Domain Risk Ratings

RISK DESCRIPTION:
Failure of new assets (State Government Projects) handed to the city, to meet desired and required
standards (quality, workmanship, ease of future operations and maintenance, suitability of public use)
Potential Causes

Preventative Controls

P

F

SD/SO

L&R/E

R&ES

E

HIGH
3X4

HIGH
3X4

N/A

MED
3x3

N/A

N/A

Potential Impacts

Mitigating controls

Poor consultation from State
Government through the life cycle of
projects

Developing MOUs, Site Specific Agreements and
Working Groups to facilitate communication
ADEQUATE

Non-compliance of contributed assets
(Disability and Discrimination Act),
Increased public liability

DDA compliance certificate required for all contributed
assets through design and after construction audits
EFFECTIVE

Defects and poor quality constructions

Agreed handover conditions, inspections and
certification developed through the working group
ADEQUATE
Audits and inspections carried out prior to handover
INADEQUATE

Increased safety issues and increased
public liability claims (public and staff)

Public Liability Insurance
ADEQUATE

Increased in maintenance costs of
contributed assets.

Clauses and Management Orders incorporated into
Site specific agreements to distinguish between
vesting and handover
INADEQUATE
Agreed documentation deliverables, formats and
standards developed through the working group
ADEQUATE

Inadequate internal resources (skillset and
competencies) to manage obtained
contributed assets

Reactive maintenance, frequent inspections and increase
public awareness
INADEQUATE
Engineering skillset and competencies within the SPM
Unit, including maintenance contracts
INADEQUATE

Impacts on asset renewal i.e.
revenue from handed over assets does not
cover maintenance costs

Reactive maintenance, frequent inspections and increase
public awareness
INADEQUATE

Clear and defined responsibilities and process with
regards to contributed assets
INADEQUATE

Impacts on the City's reputation

External and Internal Stakeholder engagement and
communication
INADEQUATE

Non-compliance of handed assets with
relevant legislation
Automatic vesting of assets prior to
handover

Inadequate documentation of handed
assets
Lack of internal communication, process
and ownership of contributed assets
(early engagement, planning to
handover)
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Treatment Action
1. Executive Engagement – improvement of the channels of
communication between the CEO of the City of Perth and
State Government.

2. Handover Processes – Develop improved handover
processes and templates to efficiently manage these
works.

Responsible
Business
Unit
Infrastructur
e and Assets

Endorsed
Completion
Date
April 2019

Adjusted
Completion
Date
N/A

Infrastructur
e and Assets

June 2020

N/A

Treatment Status
COMPLETE – An executive level meeting was held between the City of Perth
and the MRA for Elizabeth Quay. An advocacy service was also created as part
of the restructure to allow CEO to advocate on behalf of the City to maintain
these relationships so cooperation in projects in maximised. This task is
complete, but it is an ongoing function to continue the engagement and
advocacy.
ON TARGET – a standard agreement template has been developed for MRA
projects. MOUs for the inspection and reinstatement processes in accordance
with the City’s Design & Construction Notes for utility companies are currently
being developed in collaboration with these agencies. A focal point has been
identified by the City (Construction Liaison Engineer) to allow State
Government utility companies to direct their communications to.

14 | P a g e

Page 25

RISK ID: 107

RISK IDENTIFICATION DATE:
February 2019

RISK REVIEW DATE:
15 July 2019

RISK RESPONSE DUE DATE:
5 May 2020

Overall Risk Rating

HIGH

RISK OWNER: Alliance Manager Marketing and Communications

Controls Effectiveness

ADEQUATE

KEY SERVICE: Media Relations - Perform proactive and reactive media management activities to enhance and protect the
reputation and brand of the City of Perth

Within Risk Appetite

NO

RISK NAME: Media Relations

Domain Risk Ratings

RISK DESCRIPTION:
Failure to effectively perform proactive and reactive media activities which enhance and protect the
reputation and brand of the City of Perth
Potential Causes
External factors (external events inquiry,
suspension council, economic and social
factors – homelessness, retail vacancies)
Lack of adequate and relevant
information in a timely manner
(inadequate systems)
Unavailability of subject matter experts
and spokespersons

Non-adherence to defined media
protocols, processes and procedures

Non-adherence to the City’s Code of
Conduct

Preventative Controls

P

F

SD/SO

L&R/E

R&ES

E

N/A

N/A

HIGH
4x3

N/A

HIGH
4x3

N/A

Potential Impacts

Mitigating controls

Media planning and monitoring, including proactive
promotion of the City activities and addressing the
negative media coverage
ADEQUATE
Internal collaboration with subject matter experts
ADEQUATE

Damage to the City of Perth brand and
reputation

Media protocols and associated processes, procedures
and resourcing
ADEQUATE

Impacts on staff morale and internal
relationships

Designated City Spokesperson under the LGA
including delegations and media statements

Impacts on external stakeholder
relationships, including State Government
under the City of Perth Act

Internal communication protocols including CEO and ELT
messaging and staff interaction
ADEQUATE
Executive engagement including media peer engagement
ADEQUATE

Develop roster of additional spokespeople including
Commissioners, CEO and General Managers
ADEQUATE
Media protocol and associated processes,
procedures, protocols, education and awareness for
the staff and Commissioners
ADEQUATE
Code of Conduct training and compliance
ADEQUATE

Impacts on the delivery of and priority of
strategic objectives (homelessness, antisocial behaviour, retail vacancies and
parking)

Media protocols and associated processes, procedures,
prioritisation and resourcing
ADEQUATE
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Treatment Action
Inquiry Communications Plan – corporate plan to ensure
provision of clear, honest and current information to the
stakeholders that clarifies the City’s response during the
Inquiry Process
This dynamic document has been and will be continually
updated as we move through the Inquiry Process.

Responsible
Business
Unit
Corporate
Comms

Endorsed
Completion
Date
January 2020
*to be
reviewed
pending the
outcome of
the Inquiry

Adjusted
Completion
Date
N/A

Treatment Status
ON TARGET – the below milestones have been achieved,
•
The project team meets regularly to review and update the deliverables
of the Inquiry Communications plan
•
Ongoing updates to the implementation log (activities and milestones)
•
Commissioner prioritisation of strategic priorities
•
Internal messaging on media protocols (social media)
•
Continuous proactive promotion of the City’s activities
•
Perth City Update e-newsletter has been distributed throughout public
hearings to 150 key stakeholders to promote the City’s position in
relation to some matters at the Inquiry
•
Inside City staff publication used to provide Inquiry updates
•
Intranet used to provide Inquiry updates
•
Dedicated Media Officer in attendance at all Inquiry Hearings to provide
regular detailed summary reports to Commissioners and the Executive
team
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RISK ID: 108

RISK IDENTIFICATION DATE:
May 2018

RISK ASSESSMENT DATE:
20 May 2019

RISK RESPONSE DUE DATE:
5 May 2020

Overall Risk Rating

HIGH

RISK OWNER: Alliance Manager Community Safety and Amenity

Controls Effectiveness

INADEQUATE

KEY SERVICE: Licencing (Public Health) - Provision of a control program to ensure health premises comply with relevant
legislation (Health Act, Food Act etc.)

Within Risk Appetite

NO

Risk Name: Licencing and Compliance of Public Health Premises

Domain Risk Ratings

RISK DESCRIPTION:
Failure to effectively and efficiently provide a control program to ensure health premises meet the
requirements of the relevant legislation (Food Act, Public Health Act etc.)
Potential Causes

Preventative Controls

P

F

SD/SO

L&R/E

R&ES

E

N/A

N/A

N/A

HIGH
4x3

MED
3x3

N/A

Potential Impacts

Mitigating controls

Lack of consistent application of process
and procedures

Support team to deliver and maintain effective
processes and procedures
INADEQUATE

Compromised public safety

Compliance and enforcement inspection program
ADEQUATE

Lack of adequate resources

Dedicated health approvals team
ADEQUATE

Impacts on City's reputation and profile of
the city and economic impacts

Lack of awareness and education on the
part of the health premises

Data Cleanse processes currently underway for all
health premises register
INADEQUATE
Backups and contingency plans for critical systems
INADEQUATE
Awareness raising initiative currently under
development
INADEQUATE

Potential third-party intervention
(Department of Health)

Compliance enforcement procedure and a close working
relationship with the media team in managing noncompliances
ADEQUATE
Enforcement process backed up by readily accessible
comprehensive date
ADEQUATE
Compliance and enforcement inspection program
ADEQUATE

Failure of support systems, including
record keeping
Lack of consequence for noncbompliance with legislation

Potential non-compliance with relevant
legislation
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Treatment Action
1.

Monitoring and reporting of licenced premises - Set up
of live monitoring and reporting in Content Manager

2.

Business Case Development – Research all IT platforms
available as an alternative data management and
process system with integration to existing City systems
for managing all registered health premises.

3.

Alignment of Licencing Program with changes in the
legislation – (Public Health Act 2016)

4.

Review of webpage

5.

Data Cleanse

Responsible
Business
Unit

Endorsed
Completion
Date

Adjusted
Completion
Date

Health and
Activity
Approvals

June 2019

N/A

Health and
Activity
Approvals

June 2020

N/A

Health and
Activity
Approvals

July 2020

N/A

Health and
Activity
Approvals

May 2019

N/A

Health and
Activity
Approvals

May 2019

N/A

Treatment Status
COMPLETED – Monthly reports provided to Manager HAA on Microsoft
TEAMS and saved in Content Manager. Majority of information obtained
from Pathway report PINF-0058.
ON HOLD – The most suitable solution has been ascertained. OPEX budget has
been approved by Council endorsement for Open Office Health Manager. ELT
has asked for all Data Management Systems to be paused. Meetings held with
Michael Kent with the view of HAA/Environmental Health being given priority
to develop bespoke solution via Tech1. In the interim further improvements
to Pathway are being made to streamline workflows and reporting. Capacity
to improve Pathway is almost exhausted.
ON TARGET - Work is being undertaking to develop the City’s Social Strategy
which will underpin the Public Health and Wellbeing Plan. The plan will aim to
address the changes in the Act. The development of the Plan will commence
in July 2020. Decision needs to be made whether the Public Health Plan is to
continue being overseen by Strategic Planning or if it should sit within the
Community Development Alliance. Funding will be needed to be provided to
develop a new PHP in-house or by use of consultants. The State Government
recently released the state public health plan to which the City’s PHP will need
to align.
COMPLETED – Webpage issues have been addressed. These included, broken
and missing links; missing construction and design guidelines; updated
application forms for public buildings; lodging houses; food premises and skin
penetration premises.
Overdue – 50 % OF data is now clean.
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RISK ID: 111

RISK IDENTIFICATION DATE:
May 2018

RISK ASSESSMENT DATE:
20 May 2019

RISK RESPONSE DUE DATE:
5 May 2020

Overall Risk Rating

HIGH

RISK OWNER: Alliance Manager Governance

Controls Effectiveness

INADEQUATE

KEY SERVICE: Implement and monitor compliance systems to ensure statutory compliance through effective controls

Within Risk Appetite

NO

RISK NAME: Statutory Compliance Management

Domain Risk Ratings

RISK DESCRIPTION:
Failure to effectively interpret, monitor, manage and apply the City’s statutory requirements and
obligations in line with relevant legislative requirements
Potential Causes

Preventative Controls

P

F

SD/SO

L&R/E

R&ES

E

N/A

N/A

N/A

HIGH
3x4

MED
3x3

N/A

Potential Impacts

Mitigating controls

Inadequate compliance monitoring
systems and processes

Corporate compliance calendar for informing
organisation on relevant compliance information
INADEQUATE

Breaches and investigations from statutory
non-compliance

Reviews of non-compliance including implementation of
process improvement actions
ADEQUATE

Lack of internal buy in

Awareness raising through the governance training
plan
INADEQUATE
Compliance specific internal audits
ADEQUATE

Impacts on the City's reputation

Manager oversight including support from the media
team
ADEQUATE
Employee support programs including EAP
ADEQUATE

Compliance monitoring of government gazette and
promotion of the corporate compliance calendar
ADEQUATE
Internal and external audits including support from
the Governance unit
ADEQUATE

Financial implication resulting from
investigations and breaches

Ineffective compliance auditing
processes
Lack of knowledge of compliance
requirements
Lack of adequate resourcing

Impacts on staff welfare

Insurance (Professional indemnity and statutory liability)
ADEQUATE
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Treatment Action

Responsible
Business
Unit
Governance

Endorsed
Completion
Date
May 2019

Adjusted
Completion
Date
N/A

Treatment Status

1.

Statutory Compliance Policy and Framework – the
framework and policy will outline the process for
identifying,
recording,
evaluating,
prioritising,
monitoring and reporting on the City’s statutory
compliance obligations

IN PROGRESS - Work on the development of the policy and framework has
commenced. The compliance policy and framework is on track to be
completed by end December 2019 in accordance with the Corporate Recovery
Implementation Plan.

2.

Risk, Safety and Compliance System (RSC) – the system
will enhance the City’s ability to monitor and report on
its compliance obligations.

Governance

July 2019

December
2019

3.

Governance Training Program Review (compliance
management) – the program will be relaunched and
education and awareness initiatives on the City’s
compliance obligations and process.

Governance

December
2019

N/A

IN PROGRESS – The Governance Training Program (compliance management)
will complement the Statutory Compliance Policy and Framework and is on
track to be completed by end December 2019 in accordance with item 1.3.2
of the Corporate Recovery Implementation Plan.

4. Review and development of compliance procedures,
policies, and protocols – the review will include all
statutory compliance processes and procedures and
identify any gaps and improvements.

Governance

January 2019

N/A

IN PROGRESS - Work on the review and development of compliance
procedures, policies and protocols has commenced and is on track to be
completed by end June 2020 in accordance with item 1.3.1 of the Corporate
Recovery Implementation Plan.

OVERDUE – The roll out of the RSC has been delayed due to the ongoing
organisation reform process. A proposed adjusted completion date of 31
December 2019 is requested.
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RISK ID: 112

RISK IDENTIFICATION DATE:
April 2018

RISK ASSESSMENT DATE:
20 May 2019

RISK RESPONSE DUE DATE:
5 May 2020

Overall Risk Rating

HIGH

RISK OWNER: Alliance Manager Community Safety and Amenity

Controls Effectiveness

INADEQUATE

KEY SERVICE: Assessment and approval of activity applications - events public in public realm

Within Risk Appetite

NO

RISK NAME: Event Approvals

Domain Risk Ratings

RISK DESCRIPTION:
Failure to effectively process, assess and approve event applications in line with the City's policies and
Legislative requirements (health & safety requirements, federal act crowed places, local laws, public
building, food & noise legislation) and external stakeholders.
Potential Causes

Preventative Controls

P

F

SD/SO

L&R/E

R&ES

E

HIGH
4x3

N/A

N/A

HIGH
4x3

N/A

N/A

Potential Impacts

Mitigating controls

Lack of awareness and unrealistic
expectations from applicants and the
community

Informative tools available to the public and event
organisers on activity requirements
INADEQUATE

Liability exposure for the City

Transparent event approvals process, including
compliance and sign off
INADEQUATE

Non-compliance with the conditions
within the applications

Event compliance checks – documentation, site
inspections and debriefs
INADEQUATE

Impacts on the City's property (assets) and
other operators in the city

Lack of training, knowledge and expertise
reflecting the dynamic events
environment

Training program for event staff in the approvals
process (traffic management, environmental health,
risk management)
INADEQUATE
Partly automated work flow process for internal and
external stakeholders
INADEQUATE
Event policy, guideline, procedure and systems all
under review
INADEQUATE

Impacts on the City's reputation

Event approval process considers the wider impacts
across the city, through an engagement process (including
bonds)
INADEQUATE
Stakeholder engagement during the event approval
process
INADEQUATE

Reliance on stakeholders input into
approvals process
Lack of adequate processes, guidelines,
policy and procedures

Public Health impacts, including noise

Impacts on the activation of the City

Stakeholder engagement during the event approval
process
INADEQUATE
Compliance oversight of events
INADEQUATE
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Treatment Action

Responsible
Business
Unit

Endorsed
Completion
Date

Adjusted
Completion
Date

1.

Implement a City of Perth Event Policy and Guideline

Health and
Activity
Approvals

December
2019

N/A

2.

Review the suitability of replacing the Pathway online
application process with the CRM system to increase
usability and processing timeframes, transparency and
consistency.

Health and
Activity
Approvals

March 2019

September
2019

3.

Review Risk Management Specific skill training or
consultant to review Event Risk Management Plans

Health and
Activity
Approvals

February
2020

N/A

Treatment Status
ON HOLD - An Events Review has been completed with recommendations
provided. The document is currently with the Alliance Manager Arts Culture
and Events and General Manager Community Development Alliance.
A Project Officer has been seconded from Community Safety and Amenity to
assist Activity Approval Officers with the Events Guidelines and Policy project.
OVERDUE – All data related software creation has been placed on hold. No
more work will be completed on this project until ELT direct otherwise. The
City decision to transcend to Technology One as a IT system platform has
suspended the planned development of a CRM event system. Pathway will
continue to be used as the primary processing system of events until
Technology One is implemented.
IN PROGRESS – Scope and pricing is being assessed from Riskwest and Edith
Cowan University to provide training and documentation for event and
environmental team members to categorise event applications and sign off on
the minimum requirements for event management plans. Project expected to
take six months to create, train and rollout.
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RISK ID: 120

RISK IDENTIFICATION DATE:
October 2018

RISK REVIEW DATE:
29 JULY 2019

RISK RESPONSE DUE DATE:
5 May 2020

Overall Risk Rating

HIGH

RISK OWNER: Alliance Manager Infrastructure and Assets

Controls Effectiveness

INADEQUATE

KEY SERVICE: The management of off street car park facilities infrastructure through maintenance to achieve optimal
performance to support car park operations

Within Risk Appetite

NO

RISK NAME: Facilities Management – PCEC Car Park

Domain Risk Ratings

RISK DESCRIPTION:
Failure to maintain the Perth Convention and Exhibition Centre (PCEC) car park facility infrastructure to
achieve optimal performance of the car park operations
Potential Causes

Preventative Controls

P

F

SD/SO

L&R/E

R&ES

E

HIGH
3x4

N/A

N/A

HIGH
3x4

N/A

N/A

Potential Impacts

Mitigating controls

Inadequate facility management
practices including a PCEC Asset
Management Plan

Overarching Properties asset management Plan
INADEQUATE

Increase in cost of current and future
maintenance

Inspections and escalations to support reactive
maintenance of issues as they arise
INADEQUATE

Inadequate SLA and service contracts
with relevant stakeholders (PCEC
building, Spotless and Wylie group)
Environmental factors (weather and
geotechnical issues)

Adherence to existing SLA’s, T&C’s of contracts
ADEQUATE

Impacts on the City’s revenue

Inspections and escalations to support reactive
maintenance of issues as they arise
INADEQUATE
Inspections and escalations to support reactive
maintenance of issues as they arise
INADEQUATE
Inspections and escalations to support reactive
maintenance of issues as they arise
INADEQUATE

Impacts on customer experience

Revenue impacts are managed through budget reviews
and adjustments
ADEQUATE
Inspections and escalations to support reactive
maintenance of issues as they arise
INADEQUATE
PCEC specific stakeholder engagement plan
ADEQUATE

Inadequate construction methodology of
parking facilities (e.g. subsidence and car
park design)
Unfit for purpose systems and
equipment (lifts and services)

Impacts on City of Perth reputation

Impacts on public safety (including Public
Liability)

Public Liability Insurance
ADEQUATE
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Treatment Action
PCEC Pavement surface rectification

PCEC Remedial Works Project - repair the subsidence issues
of the PCEC car park.

Responsible
Business
Unit
Properties

Properties

Endorsed
Completion
Date
May 2018

Adjusted
Completion
Date
N/A

June 2022

N/A

Treatment Status
COMPLETED - An engineered solution was prepared for consideration of the
City. ELT was briefed as well as Commissioners. Proposed cost of the solution
is $23M
ON TARGET- Due to the severity and urgency of the subsidence issue in some
areas, rectification works of a maintenance nature have been completed in
October involving the profiling and patching of areas to reduce the risk to the
public. Quotations are being sought currently to expand the maintenance
rectifications. As subsidence will continue to occur, this may only be a
temporary fix, while the most suitable longer term solution is being
investigated and engineered.
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RISK ID: 122

RISK IDENTIFICATION DATE:
July 2019

RISK ASSESSMENT DATE:
9 July 2019

RISK RESPONSE DUE DATE:
5 May 2020

Overall Risk Rating

HIGH

RISK OWNER: Alliance Manager Infrastructure and Assets

Controls Effectiveness

INADEQUATE

KEY SERVICE: Management and Maintenance of City’s drainage network

Within Risk Appetite

NO

RISK NAME: Drainage network and flooding

Domain Risk Ratings
P

F

SD/SO

L&R/E

R&ES

E

MED
3x3

N/A

N/A

N/A

HIGH
3x4

MED
3x2

RISK DESCRIPTION:
Failure to undertake sufficient flood modelling and drainage network assessment to mitigate flood risk
Potential Causes

Preventative Controls

Lack of required specialised expertise for
drainage assessment

Limited capacity and resources to address the issues
INADEQUATE

Impacts on the City’s reputation

Escalation and resolution process including corrective
actions
ADEQUATE

Lack of specialised systems and asset
data

Insufficient data and information about the drainage
assets
INADEQUATE
Routine and reactive inspections and maintenance
programs
INADEQUATE
Routine and reactive inspections and maintenance
programs
INADEQUATE
Routine and reactive inspections and maintenance
programs
INADEQUATE

Damaged infrastructure and service
disruption due to flooding

Escalation and resolution process including corrective
actions
ADEQUATE
Escalation and resolution process including corrective
actions
ADEQUATE
Public liability and property insurance, including budget
provisions and stakeholder compensation
INADEQUATE

Lack of flood proofing within buildings in
the CBD
Increasing pressure of existing network
due to increased demand and
environmental conditions (high tides)
Unknown capability of external agencies
(Water Corp.) infrastructure (age,
capacity)

Potential Impacts

Impacts on public safety and wellbeing

Financial impacts (claims and repairs)

Mitigating controls

25 | P a g e

Page 36

1.

Reviewing current flood reports and studies

Responsible
Business
Unit
SPM

2.

Surveying the unknown assets

SPM

July 2020

N/A

ON TARGET- A pilot survey of drainage assets in Claisebrook was undertaken in
May 19. The outcomes will help understand costs and feasibility to inform longterm data capture planning

3.

Staff/Consultants budget allocation to carry out
Hydrological Modelling of the City catchments

SPM

January 2020

N/A

ON TARGET- A proposal for an external contractor or new position
(Senior/Principal Drainage Engineer) to carry out the works will be put forward
for 2020/21 budget.

4.

Stakeholder engagement

SPM

January 2020

N/A

ON TARGET- Work is underway to establish the below;
▪ Prepare list of private properties in the City with flooding issues and
consider support to residents/stakeholders and communicate the
options with residents/ private property managers.
▪ Engage with Water Corporation and Department of Water and
Environment Regulation to seek drainage asset review to check the
current network capacity for the next 30-50 years. Options will be
provided to ELT for consideration to mitigate the risk.

5.

Considering flood barriers/emergency storage tanks

SPM

June 2020

N/A

ON TARGET- New projects will be considered to design new assets (such as
storm water drainage tanks) in the areas with high flood risk.

Treatment Action

Endorsed
Completion
Date
September
2019

Adjusted
Completion
Date
N/A

Treatment Status
OVERDUE- Work is currently underway to review flood reports and studies in
the City Data Management System to understand the risk status of the City.
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RISK ID: 123

RISK IDENTIFICATION DATE:
July 2019

RISK ASSESSMENT DATE:
9 July 2019

RISK RESPONSE DUE DATE:
5 May 2020

Overall Risk Rating

HIGH

RISK OWNER: Alliance Manager Infrastructure and Assets

Controls Effectiveness

INADEQUATE

KEY SERVICE: Monitoring compliance of construction activities of external services

Within Risk Appetite

NO

RISK NAME: Management of External services (Utilities – Water Corp, Atco Gas, Western Power, Telco’s)

Domain Risk Ratings
P

F

SD/SO

L&R/E

R&ES

E

HIGH
3x4

MED
2x4

N/A

N/A

MED
2x4

N/A

RISK DESCRIPTION:
Failure to adequately monitor compliance of construction activities of external services
Potential Causes

Preventative Controls

Potential Impacts

Mitigating controls

Poor engagement and consultation with
external service providers

Engagement platforms including MOU’s meetings,
communication and specifications
INADEQUATE

Non-compliance of reinstatement works
with City specifications and standards

Inspections, engagement and escalation to primary
service provider as required
INADEQUATE

Poor construction and reinstatement
quality by third party contractors

Engagement platforms including MOU’s meetings,
communication and specifications
INADEQUATE
Engagement platforms including MOU’s meetings,
communication and specifications
INADEQUATE
Escalation to primary service provider
INADEQUATE

Increased safety issues and increased
public liability claims (public and staff)

Inspections, engagement and escalation to primary
service provider as required
ADEQUATE
Budget provisions and stakeholder compensation
ADEQUATE

Inadequate quality assurance
documentation by the service providers
Lack of accountability and control of
contractors by the service providers

Increase in maintenance costs of civil
assets.
Impacts on asset renewal of civil assets
Impacts on the City's reputation

Budget provisions and stakeholder compensation
ADEQUATE
External and Internal Stakeholder engagement and
communication
INADEQUATE
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Treatment Action

Responsible
Business
Unit
SPM

Endorsed
Completion
Date
July 2020

Adjusted
Completion
Date
N/A

Treatment Status

1.

Establish Memorandum of Understanding with external
agencies and other stakeholders

ON TARGET- Initiation of development of a Memorandum of Understanding
with the Utility Service providers to clarify the City’s expectations, has
commenced.

2.

Improve the City’s Guidelines– Design and Construction
notes ownership.

SPM

July 2020

N/A

ON TARGET - The City Design and Construction Notes will be revised to
accommodate the City’s developed specification.

3.

Efficient stakeholder engagement

SPM

July 2020

N/A

ON TARGET- The City has been providing workshops and training to the
internal and external City Contractors to improve the quality of the projects.

4.

Improve the City policies and Contract(or) Management
Systems

PPS/SPM

January 2020

N/A

ON TARGET- Incorporation of the full scope of works including ‘For
construction’ documentation/Quality Assurance/Quality Control/Required
testing/Asset handover checklist will be added as a section to the City
Obstruction Permit Request For. This will also be discussed with all
contractors before the commencement of projects, including regular site
inspections.
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RISK ID: 124

RISK IDENTIFICATION DATE:
October 2018

RISK REVIEW DATE:
18 June 2019

RISK RESPONSE DUE DATE:
5 May 2020

Overall Risk Rating

HIGH

RISK OWNER: Alliance Manager Community Safety and Amenity

Controls Effectiveness

INADEQUATE

KEY SERVICE: Ongoing inspections (public buildings, lodging houses, food businesses, outdoor dining, public buildings,
aquatic facilities, skin penetration) to assess compliance with legislative requirements (Food Act, Public Health Act, City of
Perth Local Laws etc.)

Within Risk Appetite

NO

RISK NAME: Public Health Inspections

Domain Risk Ratings

RISK DESCRIPTION:
Failure to assess and ensure compliance of temporary and permanent buildings in line with legislative
requirements (Food Act, Public Health Act, City of Perth local laws)
Potential Causes

Preventative Controls

P

F

SD/SO

L&R/E

R&ES

E

HIGH
4x3

N/A

N/A

HIGH
3x4

MED
3x3

N/A

Potential Impacts

Mitigating controls

Inadequate systems and processes,
including loss of data and lack of
oversight of process

Defined processes and procedures including systems
(CM and Pathways)
INADEQUATE

Increased risk to public health and safety

Compliance enforcement program and processes
ADEQUATE

Lack of adequate training and required
levels of experience

Training, induction and peer support programs
based on training and skills matrix
ADEQUATE
Information provided through multiple channels
including website, targeted communication and
training
INADEQUATE
Validation of businesses’ database through external
services including compliance checks
ADEQUATE

Increased cases of non-compliance with
legal requirements

Graduated enforcement procedure
ADEQUATE

Increased liability claims

Compliance enforcement program and processes
ADEQUATE

Impacts on the City’s reputation

Compliance enforcement procedure and a close working
relationship with the media team in managing noncompliances
ADEQUATE

Impacts on staff welfare

Multi skilling of staff including support systems (training,
EAP and peer support)
ADEQUATE

Lack of awareness of business
compliance obligations

Unregistered and rouge businesses
operating in the City

29 | P a g e

Page 40
Responsible
Business
Unit

Endorsed
Completion
Date

Adjusted
Completion
Date

1. Research all IT platforms available as an alternative data
management and process system with integration to
existing City systems for managing all registered health
premises

Health and
Activity
Approvals

March 2019

N/A

2. Review all processes and procedures

Health and
Activity
Approvals

February
2020

N/A

3. Review Communication platforms and Education for
Stakeholders

Health and
Activity
Approvals

February
2020

N/A

Treatment Action

Treatment Status
ON HOLD – The most suitable solution has been ascertained. OPEX budget has
been approved by Council endorsement for Open Office Health Manager. ELT
has asked for all Data Management Systems to be paused. Meetings held with
Michael Kent with the view of HAA/Environmental Health being given priority
to develop bespoke solution via Tech1. In the interim further improvements
to Pathway are being made to streamline workflows and reporting. Capacity
to improve Pathway is almost exhausted.
IN PROGRESS – A working group has been formed. Priorities have been
established and formative work is being completed to implement ProMaps
system within the BU. Completion date of 2020 is unlikely to be achieved
without dedicated resources.
IN PROGRESS – Website has been completed with all links restored,
documents and forms updated. The Social Strategy will assist with the future
direction of stakeholder engagement. Environmental Health recently
replaced free online food safety training package I’m Alert with WA produced
FoodSafe program to be consistent with other WA LGAs.
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RISK IDENTIFICATION DATE:
November 2017

RISK ID: 35

RISK REVIEW DATE:
3 July 2019

RISK RESPONSE DUE DATE:
5 May 2020

MEDIUM

Overall Risk Rating

(Previously rated as HIGH)

RISK NAME: Management of City Leases, Licences and Legal Agreements
RISK OWNER: Manager Properties

Controls Effectiveness

ADEQUATE

KEY SERVICE: Estate Management – Management of leasing, acquisitions, disposals within the Properties’ Portfolio, land
assembly and tenure

Within Risk Appetite

NO

Domain Risk Ratings

RISK DESCRIPTION:

P

Failure to effectively and appropriately manage the City’s leases, licences and legal agreements to set
income budgets including Statutory obligations
Potential Causes

Preventative Controls

N/A

Potential Impacts

F
MEDIUM

2x3

SD/SO

N/A

L&R/E
MEDIUM

2x3

R&ES

E

N/A

N/A

Mitigating controls

Inadequate processes and systems to
manage leases

Manual workarounds for Commercial and land
leasing oversight
INADEQUATE

Impacts on City’s reputation

Manager oversight including support from Governance
ADEQUATE

Inadequate resources to manage leases

Commercial Leasing management team
INADEQUATE

Impacts on the City’s revenue

Inaccurate and lack of data to support
leasing and financial information

Litigation proceedings against the City

Non-Compliance of third party
obligations

Data validation and cleansing of historical records
including reconciliation
ADEQUATE
Internal and external legal advice and support
ADEQUATE

Leasing and financial management including arrears and
debt recovery
INADEQUATE
Internal and external legal advice and support
ADEQUATE

Lack of Strategic Property Management
Plans and direction

Commercial property review
INADEQUATE
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Treatment Action
1.

Arrears Recovery Plan – The plan enables the City to
track and recover debt from tenants.

Responsible
Business
Unit
Infrastructur
e and Assets

Endorsed
Completion
Date
April 2019
(Ongoing)

Adjusted
Completion
Date
N/A

2.

Processes – Develop repeatable processes to
streamline the administration effort and increase
consistency.

Infrastructur
e and Assets

June 2020

N/A

3.

Lease Register – tracks the status of the City’s leases

Infrastructur
e and Assets

March 2019

N/A

4.

Commercial Property Strategy – decision-making
guidelines for the acquisition, retention, growth,
redevelopment and disposal of property assets.

Infrastructur
e and Assets

September
2019

N/A

Treatment Status
COMPLETED - The Arrears recovery plan continues to progress showing a
stabilised trend.
Current debt as follows:
30 Days $155K
60 Days $42K
90 Days $0K
Arrears recovery plan annual review was completed for 2019, with the next
review due in April 2020.
ON TRACK – Standard terms and conditions template has been completed.
Standard Council Report template has also been completed. Procedure
requires updating to confirm and streamline process.
COMPLETE – After the audit of the tenancy schedule was undertaken, all
Lease information was captured in Hansen after being validated. This allows
the City to have a single system to manage both community property and
commercial property, minimising risk of duplication thereby future-proofing
existing processes.
OVERDUE – A new position has been created and filled for a Senior
Commercial Specialist with a real estate and valuation background. This
position will identify opportunities and business cases for increased utilisation
and revenue of lettable spaces.
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RISK ID: 102

RISK IDENTIFICATION DATE:
February 2019

RISK REVIEW DATE:
22 July 2019

RISK RESPONSE DUE DATE:
N/A

MEDIUM

Overall Risk Rating

(Previously reviewed as HIGH)

RISK NAME: Recruitment
RISK OWNER: Manager Human Resources

Controls Effectiveness

ADEQUATE
(previously reviewed as
Inadequate)

KEY SERVICE: Timely recruitment of suitably qualified and capable employees to deliver against the City’s objectives

Within Risk Appetite

NO

Domain Risk Ratings

RISK DESCRIPTION:
Failure to attract and select suitable candidates to enable the City to effectively deliver the City’s
strategic objectives as well as meet legislative requirements
Potential Causes

Preventative Controls

P

F

SD/SO

L&R/E

R&ES

E

N/A

N/A

MED
3x3

MED
2x3

N/A

N/A

Potential Impacts

Mitigating controls

Inadequate and inaccurate position
descriptions

Standardisation of position description with full
ownership by HR
ADEQUATE

Impacts on the City’s ability to deliver on
organisational objectives and meet
legislative requirements

Resourcing through temporary agency personnel
ADEQUATE

Inadequate screening, verification and
selection tools

Pre-employment testing and background checks
conducted for all staff with higher level requirement
checks for senior roles
ADEQUATE
The City’s recruitment procedure including a request
to recruit, interview guidelines and candidate
communication
ADEQUATE
Opportunity for career development and succession
planning in lieu of suitable candidates as well as
proactive candidate searching
ADEQUATE
Honesty and Transparency about the challenges for
working at the City of Perth
ADEQUATE

Impacts on the City’s reputation

Honesty and Transparency about the challenges for
working at the City of Perth
ADEQUATE

Impacts on the organisational culture

Embedment of City of Perth Organisational Values
reflected in all aspects of the City
ADEQUATE

Impacts on staff retention

Learning and development opportunities and competitive
remuneration and benefits
ADEQUATE

Increase in staff costs (agency staff)

The City’s recruitment procedure along with requiring a
request to recruit process for all positions and agency
staff
ADEQUATE

Inconsistent recruitment processes
(interview / timely response /
advertisements)
Market fluctuations of demand and
supply of job opportunities

Reputational legacy issues (Inquiry)
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Treatment Action
1.

Implementation of HR actions in the Corporate Recovery
Implementation Plan (CRIP) following the HR review

2.

HR Improvement Plan

Responsible
Business
Unit
HR

HR

Endorsed
Completion
Date
July 2020

Adjusted
Completion
Date
N/A

December
2020

N/A

Treatment Status
ON TARGET – CRIP HR action items have been assigned to the allocated
timeframes.
ON TARGET – HR Improvement Plan has commenced with the below
outcomes achieved:
1. 11 urgent actions (7 completed)
a.
Finalisation of Position Description Project
b.
Review of Recruitment process and policy
c.
Implementation of background checks for senior roles
d.
Implementation of digital on boarding process
e.
Implementation of 180 days orientation process
f.
Creation of pre-employment police screening policy
g.
Update of careers page on City of Perth website
2. 17 Short term actions (3 completed)
3. Medium Term Actions (to commence after December 2019)
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RISK ID: 109

RISK IDENTIFICATION DATE:
October 2018

RISK ASSESSMENT DATE:
24 June 2019

RISK RESPONSE DUE DATE:
N/A

MEDIUM

Overall Risk Rating

(Previously reviewed as HIGH)

RISK NAME: Corporate Governance Framework
RISK OWNER: Manager Governance

Controls Effectiveness

ADEQUATE

KEY SERVICE: Assist the City to identify, implement and monitor effective programmes to achieve and maintain good
governance

Within Risk Appetite

NO

Domain Risk Ratings

RISK DESCRIPTION:
The City's Governance Framework fails to demonstrate and monitor the City's progress in achieving
and maintaining the identified tools to support the pillars of good governance
Potential Causes

Preventative Controls

P

F

SD/SO

L&R/E

R&ES

E

N/A

N/A

MED
4x2

N/A

MED
3x3

N/A

Potential Impacts

Mitigating controls

Lack of internal buy in

Awareness and education programs for good
governance
ADEQUATE

Lack of strategic focus

Quarterly performance reporting on the governance
framework to ELT
ADEQUATE

Lack of monitoring and reporting on the
effectiveness of Governance framework
tools
Lack of mandate and commitment from
organisation

Quarterly performance reporting on the governance
framework to ELT
ADEQUATE
ELT endorsed Governance framework
ADEQUATE

Lack of transparency

Quarterly performance reporting on the governance
framework to ELT
ADEQUATE
Governance framework tools, including Compliance
calendar, integrated planning & reporting framework
ADEQUATE

Lack of awareness and promotion of the
governance framework

Awareness and education programs for good
governance
ADEQUATE

Impacts on the organisational culture

Inadequate Governance framework tools
(Compliance calendar, integrated
planning & reporting framework)

Governance framework tools, including Compliance
calendar, integrated planning & reporting framework
ADEQUATE

Lack of trust and confidence in process and
procedures (internal & external)

Governance framework tools, including Compliance
calendar, integrated planning & reporting framework
ADEQUATE
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Treatment Action

Responsible
Business
Unit
Governance

Endorsed
Completion
Date
February
2019

Adjusted
Completion
Date
N/A

Treatment Status

1.

Develop and implementation of Governance Framework

COMPLETED – Quarterly reporting on the status of the tool identified to
support good governance, has been established.

2.

Develop and implementation of Compliance Policy,
Framework & System

Governance

March 2019

July 2019

IN PROGRESS - Work on the development of the policy and framework has
commenced. The compliance policy and framework is on track to be
completed by end December 2019 in accordance with item 1.3.2 of the
Corporate Recovery Implementation Plan.

3.

Develop and implementation of Fraud and Control Plan

Governance

March 2019

Jan 2020

IN PROGRESS – Development of fraud and control plan has been identified as
an audit finding with an audit response time due to be completed in January
2020
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CONFIDENTIAL ATTACHMENT 8.2B
ITEM 8.2 – RISK MANAGEMENT QUARTERLY UPDATE – NOVEMBER
2019
FOR THE AUDIT AND RISK COMMITTEE MEETING
19 NOVEMBER 2019
DISTRIBUTED TO COMMITTEE MEMBERS UNDER SEPARATE COVER

RISK ID: SR 1

RISK IDENTIFICATION DATE:
October 2018

RISK REVIEW DATE:
5 August 2019

RISK RESPONSE DUE DATE:
5 May 2020

Overall Risk Rating

EXTREME

Controls Effectiveness

INADEQUATE

Within Risk Appetite

NO

ATTACHMENT 8.2C
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Risk Name: STRATEGIC DIRECTION EXECUTION

Risk Description: UNSUCCESSFUL DELIVERY OF THE CITY’S STRATEGIC OBJECTIVES.
STRATEGIC COMMUNITY PLAN OUTCOMES:
L1 - Capital city leadership
L2 - Open, transparent governance
L3 - Excellence in resource management
L4 - Leadership and service excellence

Potential Causes

Domain Risk Ratings

Preventative Controls

P

F

SD/SO

L&R/E

R&ES

E

N/A

MED
4x2

EXTREME

MED
4x2

HIGH
4x3

N/A

Potential Impacts

Lack of internal capability and capacity

Establish a high performing Executive Leadership
Team including ongoing engagement and training
INADEQUATE

Impacts on service delivery and major
projects eg. Operational inefficiencies,
project budget, time and scope failures

Non-integrated City business practices,
systems, technology and plans

Core systems review with consolidation into a single
source (TechOne) and Integrated Planning Strategic
Framework.
INADEQUATE
Engagement plan between the City staff and
Commissioners through open communication
ADEQUATE
Corporate recovery program, including core
integration with City’s Strategic Community plan
INADEQUATE

Dissatisfied stakeholders including
community and internal stakeholders

Corporate recovery program, business continuity
planning including core integration with City’s
Strategic Community plan
INADEQUATE

Impacts on the City’s financial
sustainability and long-term planning and
resource allocation

Misalignment between the expectations
of Commissioners and the City's
operations
Lack of clarity on the strategic vision and
direction

Lack of organisational resilience

Compliance and legislation breaches
including investigations and an inquiry
Impacts on the City’s reputation and
relationships

4x4

Mitigating controls
Engagement and ongoing communication with all
stakeholders involved to inform corrective actions as part
of Integrated Planning Strategic Framework.
INADEQUATE
Engagement and ongoing communication with all
stakeholders involved to inform corrective actions as part
of Integrated Planning Strategic Framework.
INADEQUATE
Determine and implement immediate corrective actions
ADEQUATE
Engagement and ongoing communication with all
stakeholders involved to inform corrective actions as part
of Integrated Planning Strategic Framework.
INADEQUATE
Reallocation and reprioritisation of resource allocation as
part of Integrated Planning Strategic Framework.
INADEQUATE
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Treatment Action

Responsible Business
Unit
CEO

Endorsed Completion
Date
Oct 2019

Adjusted Completion
Date
N/A

1.

Establish a high performing Executive Leadership Team (ELT)

2.

Develop and embed a sustainable Integrated Planning Strategic Framework (IPSF)

CEO
(DCR)

Jul 2020

N/A

3.

Integrate services to establish a holistic approach to service delivery

CEO
(DCR)

Jul 2020

N/A

4.

Develop, communicate and implement corporate recovery and reform

DCC
(CCU)

Jul 2022

N/A

5.

Develop and implement targeted program for cultural change

CEO
(DCR)

Nov 2019

N/A

6.

Enhance the abilities and skills of our people

DCS
(HR)

Jul 2020

N/A

7.

Develop and implement an integrated Information and Communications Technologies (ICT) Approach

July 2020

N/A

8.

Develop and implement a strategy toolkit

CEO
(DSF)
CEO
(DCR)

August 2019

N/A
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RISK ID: SR 2

RISK IDENTIFICATION DATE:
October 2018

RISK REVIEW DATE:
5 August 2019

RISK RESPONSE DUE DATE:
5 Nov 2019

Overall Risk Rating

EXTREME

Controls Effectiveness

INADEQUATE

Within Risk Appetite

NO

Risk Name: FINANCIAL SUSTAINABILITY

Risk Description: EROSION OF THE CITY’S FINANCIAL SUSTAINABILITY
STRATEGIC COMMUNITY PLAN OUTCOMES:
L3 - Excellence in resource management
L4 - Leadership and service excellence
E1 - Strategic economic growth
S1 - Thriving neighbourhoods
B1 - Sustainable growth and development

Potential Causes

Domain Risk Ratings
P
N/A

Preventative Controls

Potential Impacts

Lack of understanding and accountability
of the City’s true financial position

Financial Management Task Force oversight and
regular financial reporting, business accountants
INADEQUATE

Impacts on service delivery and major
projects eg. Operational inefficiencies,
project budget, time and scope failures

Inability to secure external funding

Ad hoc, unplanned external funding applications
INADEQUATE
Executive engagement between the City and State
government stakeholders
INADEQUATE

Compliance and legislation breaches
including investigations and an inquiry
Dissatisfied stakeholders including
community and internal stakeholders

Review of commercial parking
INADEQUATE

Impacts on the City’s reputation and
relationships

Social and economic downturn in the
CBD

Fragmented program of engagements, activities and
events
INADEQUATE

Direct and indirect financial impacts
(Current assets, amenity, new
infrastructure)

Shift in key strategic priorities (e.g Free
Parking, homelessness) affecting the
balance of income and expenses

Organisational initiative to reduce discretionary
operating costs
INADEQUATE

State government policy decisions
including Cost shifting – eg. transferring
of assets from MRA and other State govt.
agencies to CoP
Over-reliance on parking revenue

F

SD/SO

L&R/E

R&ES

E

EXTREME

EXTREME

4x4

5x3

MED
3x2

HIGH
4x3

N/A

Mitigating controls
Stakeholder engagement, Annual budget processes,
identification of major projects and Long term financial
planning
INADEQUATE
Determine and implement immediate corrective actions
ADEQUATE
Engagement and ongoing communication with all
stakeholders involved to inform corrective actions as part
of Integrated Planning Strategic Framework.
INADEQUATE
Engagement and ongoing communication with all
stakeholders involved to inform corrective actions as part
of Integrated Planning Strategic Framework.
INADEQUATE
Annual budget processes, identification of major projects
and Long term financial planning
INADEQUATE
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Treatment Action

Responsible Business
Unit
CEO
(DSF)

Endorsed Completion
Date
July 2020

Adjusted Completion
Date
N/A

1.

Implementation of the Finance Transformation Plan

2.

Implementation of a service based resource allocation model

CEO
(DSF)

July 2020

N/A

3.

Implementation of a rigorous 10-year Financial Long-Term Plan that is socialised across the organisation and guides resource
planning

CEO
(DSF)

June 2020

N/A

4.

Implement a contemporary enterprise-wide integrated financial system

CEO
(DSF)

July 2021

N/A

5.

Develop a suite of fit for purpose financial reports that meet business needs

CEO
(DSF)

Phase 1 June 2020
Phase 2 June 2021

N/A

6.

Develop and embed a sustainable Integrated Planning Strategic Framework (IPSF)

CEO
(DCR)

Jul 2020

N/A

7.

DCS
(GOV)
CEO
(DCR)

Jun 2020

N/A

8.

Review and improve Decision-Making processes (including Briefing Sessions, Council decisions, delegated authorities,
authorisations, policies and procedures/processes)
Integrate contemporary Project Management into all aspects of service delivery

Oct 2019

N/A

9.

Develop and implement an approach to identify and leverage external funding sources

EDA/DCS
(BSS/FIN)

June 2020

N/A

10. Develop and implement a Community and Stakeholder Engagement approach

DCC
(CSC)

Dec 2019

N/A

11. Organisational wide initiative to reduce discretionary operating costs

CEO
(DSF)

TBC

N/A
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RISK ID: SR 3

RISK IDENTIFICATION DATE:
October 2018

RISK REVIEW DATE:
5 August 2019

RISK RESPONSE DUE DATE:
5 May 2020

Overall Risk Rating

HIGH
(previously Medium)

Controls Effectiveness

INADEQUATE

Within Risk Appetite

NO

Risk Name: STAKEHOLDER RELATIONSHIPS

Risk Description: FAILURE TO MAINTAIN WORKING RELATIONSHIPS WITH STATE GOVERNMENT AGENCIES
AND OTHER KEY STAKEHOLDERS
STRATEGIC COMMUNITY PLAN OUTCOMES:
L1 - Capital city leadership
L4 - Leadership and service excellence
E1 - Strategic economic growth
E2 - Global destination city
S3 - Healthy and safe communities
B2 - Transport integration
Potential Causes

Domain Risk Ratings

Preventative Controls

P

F

SD/SO

L&R/E

R&ES

E

N/A

HIGH
3x4

N/A

N/A

MED
3x3

N/A

Potential Impacts

Mitigating controls

Lack of consistent stakeholder
identification and engagement processes

Stakeholder engagement framework (IAP2) and
training.
INADEQUATE

Stakeholder decisions are not aligned with
City’s vision and priorities

Executive engagement between the City and State govt.
stakeholders
INADEQUATE

State government policy decisions
including Cost shifting – eg. transferring
of assets from MRA and other State govt.
agencies to the City
Decision making is affected by political
affiliation

Executive engagement between the City and State
Govt. stakeholders.
INADEQUATE

Impacts on the City’s reputation and
relationships

Council Governance processes and executive
engagement between the City and State govt.
stakeholders
ADEQUATE
Development of an advocacy plan including ongoing
tracking of the City’s 12 key strategic priorities and
localised community engagement on topic specific
areas.
INADEQUATE
Council Governance processes and executive
engagement between the City and State govt.
stakeholders
INADEQUATE

Direct and indirect financial impacts
(Current assets, amenity, new
infrastructure)

Engagement and ongoing communication with all
stakeholders involved to inform corrective actions as part
of Integrated Planning Strategic Framework.
INADEQUATE
Annual budget processes, identification of major projects
and Long term financial planning
INADEQUATE

Lack of understanding of key
matters/issues to be addressed with
stakeholders

Lack of trust and credibility

Deterioration of relationships with key
stakeholders

Executive engagement between the City and State govt.
stakeholders
INADEQUATE
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Treatment Action

Responsible Business
Unit
EDA
(EDU)

Endorsed Completion
Date
Dec 2019

Adjusted Completion
Date
N/A

1.

Develop and implement Partnership Approach

2.

Identify and investigate partnership opportunities of strategic importance

EDA
(EDU)

Jan 2020 and ongoing

N/A

3.

Develop and implement a Community and Stakeholder Engagement approach

DCC
(CSC)

Dec 2019

N/A

4.

Review and improve external complaints process

DCC
(CSC)

Dec 2019

N/A

5.

Develop and embed a sustainable Integrated Planning Strategic Framework (IPSF)

CEO
(DCR)

Jul 2020

N/A

6.

Develop opportunities to enhance cross-functional collaboration, integration and relationship building (internal and external)

CEO
(DCR)

Feb 2020

N/A

7.

Develop and implement Governance Toolkit

Sep 2019

N/A

8.

Review and improve Decision-Making processes (including Briefing Sessions, Council decisions, delegated authorities,
authorisations, policies and procedures/processes)

DCS
(GOV)
DCS
(GOV)

Jun 2020

N/A

9.

Develop and maintain the City’s Advocacy plan and Stakeholder register

CEO
(DCR)

Sept 2019

N/A
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RISK ID: SR 4

RISK IDENTIFICATION DATE:
July 2019

RISK REVIEW DATE:
5 August 2019

RISK RESPONSE DUE DATE:
5 May 2020

Overall Risk Rating

HIGH

Controls Effectiveness

INADEQUATE

Within Risk Appetite

NO

Risk Name: CLIMATE CHANGE

Risk Description: FAILURE TO RESPOND TO THE IMPACTS OF CLIMATE CHANGE
STRATEGIC COMMUNITY PLAN OUTCOMES:
L1 - Capital city leadership
N1 - Places that embrace nature and natural beauty
N2 - A city that cares for its environment
N3 - Outstanding environmental performance

Potential Causes
Lack clarity on role and accountability in
climate change
Lack of adequate data and planning on
climate change impacts
Lack of data and integrated technology
to inform decisions
Inadequate Infrastructure planning

Domain Risk Ratings

Preventative Controls

P

F

SD/SO

L&R/E

R&ES

E

MED
5x1

MED
4x2

MED
5x1

MED
5x1

MED
5x1

HIGH
4x3

Potential Impacts

Mitigating controls

Deterioration of the City’s assets and
infrastructure

Asset management plans, audits and assessments, Capital
projects list
INADEQUATE

Sustainability dashboard
Environment Strategy
INADEQUATE
'Smart Cities' Federal Funding Programmes
INADEQUATE

Loss of amenity

Impact on the sustainability of the
environment

Asset management plans, audits and assessments, Capital
projects list
INADEQUATE
Environment Strategy
INADEQUATE

Asset management plans, audits and assessments,
Capital projects list
INADEQUATE

Impacts on community safety, health and
wellbeing

Emergency management plans and arrangements
INADEQUATE

Environment Strategy
INADEQUATE
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Treatment Action

Responsible Business
Unit
CEO
(DCR)

Endorsed Completion
Date
Jul 2020

Adjusted Completion
Date
N/A

1.

Develop and embed a sustainable Integrated Planning Strategic Framework (IPSF)

2.

Provide assurance and guidance on the interpretation and application of legislation

DPD
(PED)

Dec
2019

N/A

3.

Grow internal innovation capacity (i.e. Smart Cities)

DCS
(DAI)

Dec 2020 and ongoing

N/A

4.

Develop and implement Climate change response Plan for Perth (in collaboration with surrounding local governments)

DPD
(PED)

Dec 2020

N/A

5.

Develop Environment Strategy (addressing climate change impacts)

DPD
(PED)

Jul 2020

N/A
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RISK ID: SR 5

RISK IDENTIFICATION DATE:
July 2019

RISK REVIEW DATE:
5 August 2019

RISK RESPONSE DUE DATE:
5 Nov 2019

Overall Risk Rating

EXTREME

Controls Effectiveness

INADEQUATE

Within Risk Appetite

NO

Risk Name: HOMELESSNESS (ROUGH SLEEPING)

Risk Description: FAILURE TO PROVIDE ADEQUATE COMMUNITY SUPPORT THROUGH PROGRAMS AND
ADVOCACY EFFORTS ADDRESSING CURRENT HOMELESSNESS, SPECIFICALLY ROUGH SLEEPING.
STRATEGIC COMMUNITY PLAN OUTCOMES:
L1 - Capital city leadership
L4 - Leadership and service excellence
E1 - Strategic economic growth
E2 - Global destination city
S3 - Healthy and safe communities

Potential Causes

Domain Risk Ratings

Preventative Controls

P

F

EXTREME
4x4

N/A

Potential Impacts

SD/SO
EXTREME

4x4

L&R/E
N/A

R&ES
EXTREME

4x4

E
N/A

Mitigating controls

Lack of adequate funding and resources
for initiatives, programs and services

Limited funding, programs and resources
INADEQUATE

Poor User/visitor experience to the City
resulting in reduced visitations to the city

Events and Activation, marketing and communication
campaigns
INADEQUATE

Difficulties in navigating the complexities
of addressing the homelessness in the
City

Collaborating with the Homelessness Services Sector
and State and Local Governments including City
Homelessness Framework Committee
INADEQUATE
Limited funding, programs and resources
INADEQUATE

Impacts to the City reputation

Media protocols and associated processes, procedures,
prioritisation and resourcing
INADEQUATE

Impacts on public health and safety
(including people sleeping rough)

Collaborating with the Homelessness Services Sector
and State and Local Governments including City
Homelessness Framework Committee
INADEQUATE
Limited funding, programs and resources
INADEQUATE

Increase in homelessness and rough
sleeping

Community Safety initiatives including Ranger, CCTV and
WAPOL support
INADEQUATE
Collaborating with the Homelessness Services Sector and
State and Local Governments including City
Homelessness Framework Committee
INADEQUATE
Collaborating with the Homelessness Services Sector and
State and Local Governments including City Homelessness
Framework Committee
INADEQUATE

Increase in social issues in society (drug
use, mental health)
Lack of leadership and ownership of the
addressing homelessness

Lack of preventative programs including
domestic violence, drug and alcohol
programs
Lack of coordination of services and
understanding of roles and
responsibilities
Lack of education and awareness of the
complexities of homelessness

Increased cost to maintaining the City’s
public amenity

Limited funding, programs and resources
INADEQUATE
Limited funding, programs and resources
INADEQUATE
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Treatment Action

Responsible Business
Unit
CMS

Endorsed Completion
Date
30 July 2019

Adjusted Completion
Date
N/A

1.

City of Perth Homelessness Action plan (Endorsement)

2.

Provision of adequate funding and resources aligned to the City’s Strategic priority

CMS

Sept 2019

N/A

3.

Development of Social Strategy to determine priority and appropriate implementation plans

CMS

June 2020

N/A

4.

Strategic review of the City’s Event Framework

MKT

Sept 2019

N/A
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CONFIDENTIAL ATTACHMENT 8.2D
ITEM 8.2 – RISK MANAGEMENT QUARTERLY UPDATE – NOVEMBER
2019
FOR THE AUDIT AND RISK COMMITTEE MEETING
19 NOVEMBER 2019
DISTRIBUTED TO COMMITTEE MEMBERS UNDER SEPARATE COVER

ATTACHMENT 8.2E
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RISK AND AUDIT RESPONSE MATRIX RISK & AUDIT
RESPONSE

Risk rating

Extreme

High

Medium

Low

Exceptions

Risk response *

Management MUST implement plans
immediately to address the risk, with
resultant actions implemented,
executed and revised risk being
accepted within 3 months from the
point of control breakdown, risk
environment changes or the risk is
identified and reported.

Management MUST implement plans
within 1 month to address the risk,
with resultant actions implemented,
executed and revised risk being
accepted within 9 months from the
point of control breakdown, risk
environment changes or the risk is
identified and reported.

Audit response **
Management MUST implement plans
immediately to address the risk, with
resultant actions implemented,
executed and revised risk being
accepted within 1 month from the point
of control breakdown.
Priority 1 action plan agreed with
management to immediately address
control weakness and implement
improved control effectiveness within 1
month.
Management MUST implement plans
within 1 month to address the risk, with
resultant actions implemented,
executed and revised risk being
accepted within 3 months from the
point of control breakdown
Priority 2 action plan agreed with
management within 1 month to address
control weakness and implement
improved control effectiveness within 3
months.

Management is required to
DEMONSTRATE ASSURANCE that the
controls in place to keep the level of
risk at the medium level are
functioning adequately.

Priority 3 action plan agreed with
management within 1 month to address
control weakness and implement
improved control effectiveness within 6
months.

Management is required only to
DEMONSTRATE ASSURANCE that the
controls in place to keep the level of
risk at the low level are functioning
adequately.

Priority 4 action plan agreed with
management within 2 months for
management to implement improved
control effectiveness within 6 months to
keep the level of risk at the medium/low
or low level.

Exceptions to the risk response and
acceptance can only be determined
by the Audit and Risk Committee,
through recommendation from the
Corporate OSH and Risk Management
Committee.

Exceptions to the control breakdown
response protocol as well as subsequent
risk acceptance above can only be
determined by the Audit and Risk
Committee, through recommendation
from the Corporate OSH and Risk
Management Committee.

*Risk Response actions explain residual risk treatment actions along with applicable timeframes for resolution.
** The Audit Response actions explain how to address a risk rated audit finding based on a control weakness that has been identified along with
applicable timeframes to address the control weakness and bring the risk back into appetite.
The risk response timeframes provided above have been determined with consideration of operational budget planning processes.
The audit response timeframes in line with the City’s risk acceptance criteria.

Report to the Audit and Risk Committee
Agenda
Item 8.3
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Audit Exit Interview and Presentation of the Audited Financial
Statements for the Year Ended – 30 June 2019 (Unsigned)

Recommendation:
That the Audit and Risk Committee RECEIVES the Audited Financial Statements for
the Year Ended 30 June 2019 as detailed in Attachment 8.3A.
FILE REFERENCE:
REPORTING OFFICER:
REPORTING UNIT:
RESPONSIBLE ALLIANCE:
REPORT AUTHOR DISCLOSURE OF INTEREST:
DATE:
ATTACHMENT/S:

P1000838-6
Sarah Gosling, Senior Financial Accountant
Finance
Corporate Services
Nil
11 November 2019
Attachment 8.3A – Financial Statements for the
Year Ended 30 June 2019
Confidential Attachment 8.3B – OAG Closing
Report
Confidential Attachment 8.3C – Management
Letter
Confidential Attachment 8.3D – Representation
Letter
Confidential attachments are distributed to
Committee Members under separate cover

Council Role:

☐

Advocacy

When the Council advocates on its own behalf or on behalf of its
community to another level of government/body/agency.

☐

Executive

☐
☐

Legislative

The substantial direction setting and oversight role of the Council e.g.
adopting plans and reports, accepting tenders, directing operations,
setting and amending budgets.
Includes adopting local laws, town planning schemes and policies

☒

Information

Quasi-Judicial When the Council determines an application/matter that directly
affects a person’s right and interests. The judicial character arises from
the obligation to abide by the principles of natural justice. Examples of
Quasi-Judicial authority include town planning applications, building
licences, applications for other permits/licences (eg under Health Act,
Dog Act or Local Laws) and other decisions that may be appealable to
the State Administrative Tribunal.
For the Committee to note.

Legislation / Strategic Plan / Policy:

Page 61

Legislation

Section 6.4 of the Local Government Act 1995
Regulation 36 of the Local Government (Financial
Management) Regulations 1996
Regulations 9 and 10 of the Local Government (Audit)
Regulations 1996
Principle 6 of the State Records Principles and Standards
2002

City of Perth Act 2016

Objects of the City of Perth
8(1)(a) - to provide for the good government of persons in
the City of Perth, including residents, ratepayers and visitors

Integrated Planning and
Reporting Framework
Implications

Strategic Community Plan
Economic

Policy
Policy No and Name:

N/A

Purpose and Background:
This report presents to the Audit and Risk Committee the draft audited but unsigned statutory
annual financial statements of the City of Perth for the year ended 30 June 2019 (Attachment
8.3A). The Audit and Risk Committee meeting of 19 November 2019 also provides the forum
for the audit exit interview wherein the external auditors, Ernst and Young, and the Office of
the Auditor General (OAG) present their findings to the Committee. The findings of the OAG
are contained within the closing report (Attachment 8.3B) and the management points raised
for review by the external auditors are presented in the management letter (Attachment 8.3C)
together with response from the City’s management.

Details:
The Financial Statements for the year ended 30 June 2019 have been audited and will be
signed by the City’s CEO and the Auditor General subsequent to the Audit and Risk Committee
meeting to be held on 19 November 2019.
The Financial Statements (Attachment 8.3A) address all statutory financial requirements
imposed on the City and comply with the Australian Accounting Standards.
The Financial Statements form part of the Annual Report which will be submitted for Council
approval on 17 December 2019.
The net result surplus was $7,730,891. This compares with a budget of $3,178,758.

Revenue
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•

Rates collected are $2.3m above the original budget due to higher than forecast interim
rates; and

•

Fees and charges are $0.9m above the original budget due to higher parking fee revenue
than forecast.

Expenditure
•

Employee costs were in line with the budget for the year;

•

Materials and contracts were below budget by $4.6m being a combination of lower
maintenance costs as well as the impact of lower spending on capital projects than
forecast; and

•

Depreciation and amortisation was below budget by $1.2m also reflecting lower capital
expenditure than budgeted.

Significant Items
•

The replacement of walkways in the Forrest Place/Murray Street area (Padbury
Walkways) resulted in a loss on disposal of $3.3m.

Balance Sheet
•

Current assets increased by $19m due to an increase in net cashflow;

•

Non-current assets have decreased by $15.9m due to asset depreciation and disposals;

•

Trade creditors rose by $2.8m due to the change in accounting for footpath bonds which
are now held as a liability and not held in trust;

•

Non-current loans fell by $6.9m as principal repayments were made and no new loans
drawn down;

•

Accumulated surplus increased by $11.2m due mainly to net surplus; and

•

Net cash flow was a positive $6.2m, operating activities generated $52.7m, capital
expenditure on assets was $26.1m net of disposal proceeds and $7.4m loan principal
was repaid.

Audit Issues
No significant items were raised in the audit management letter (Attachment 8.3C) and
management is responding to all items raised.

Financial Implications:
This report and the financial statements demonstrate the sound financial position of the City
at 30 June 2019.

ATTACHMENT 8.3A
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CONFIDENTIAL ATTACHMENTS 8.3B, 8.3C AND 8.3D
ITEM 8.3 – AUDIT EXIT INTERVIEW AND PRESENTATION OF THE
AUDITED FINANCIAL STATEMENTS FOR THE YEAR ENDED – 30 JUNE
2019 (UNSIGNED)
FOR THE AUDIT AND RISK COMMITTEE MEETING
19 NOVEMBER 2019
DISTRIBUTED TO COMMITTEE MEMBERS UNDER SEPARATE COVER

Report to the Audit and Risk Committee
Agenda
Item 8.4
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Internal Audit 2019/20 – Fraud and Corruption Controls Review
July 2019

Recommendation:
That Council APPROVES the Fraud and Corruption Controls Review July 2019 as part
of the Internal Audit Plan 2019/20 as detailed in Attachment 8.4A.
FILE REFERENCE:
REPORTING OFFICER:
REPORTING UNIT:
RESPONSIBLE ALLIANCE:
REPORT AUTHOR DISCLOSURE OF INTEREST:
DATE:
ATTACHMENT/S:

P1026043-2
Mario Cheldi, Internal Auditor
CEO Alliance
CEO
Nil
23 July 2019
Attachment 8.4A – Fraud and Corruption
Controls Review Report July 2019

Council Role:

☐

Advocacy

☒

Executive

☐
☐

Legislative

☐

When the Council advocates on its own behalf or on behalf of its
community to another level of government/body/agency.
The substantial direction setting and oversight role of the Council e.g.
adopting plans and reports, accepting tenders, directing operations,
setting and amending budgets.
Includes adopting local laws, town planning schemes and policies

Quasi-Judicial When the Council determines an application/matter that directly
affects a person’s right and interests. The judicial character arises from
the obligation to abide by the principles of natural justice. Examples of
Quasi-Judicial authority include town planning applications, building
licences, applications for other permits/licences (eg under Health Act,
Dog Act or Local Laws) and other decisions that may be appealable to
the State Administrative Tribunal.
Information
For the Committee to note.
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Legislation / Strategic Plan / Policy:
Legislation

Local Government (Audit) Regulations 1996

City of Perth Act 2016

Objects of the City of Perth
8(1)(a) - to provide for the good government of persons in
the City of Perth, including residents, ratepayers and visitors

Integrated Planning and
Reporting Framework
Implications

Strategic Community Plan
Strategic Priority - Leadership

Policy
Policy No and Name:

19.1 – Risk Management

Purpose and Background:
Approval of the Fraud and Corruption Controls Review completed in accordance with the
Internal Audit Plan 2019/20.

Details:
The results of this review are detailed in Attachment 8.4A.

Financial Implications:
There are no financial implications related to this report.

Comments:
Nil.

ATTACHMENT 8.4A
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Fraud and Corruption Controls Review
July 2019

FINAL REPORT

Review Undertaken By:

Mario Cheldi
Internal Auditor
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Fraud and Corruption Controls Review – July 2019
Areas for review
Current controls and practices for managing the risks of fraud and
corruption.
Period of review

June/July 2019.

Background
Information

Fraud is defined by Australian Standard AS8001‐2008 Fraud and
Corruption Control as:
“Dishonest activity causing actual or potential financial loss to any
person or entity including theft of monies or other property by
employees or persons external to the entity and where deception is
used at the time, immediately before or immediately following the
activity”.
The abovementioned standard defines corruption as:
“Dishonest activity in which a director, executive, manager, employee
or contractor of an entity acts contrary to the interests of the entity
and abuses his/her position of trust in order to achieve some personal
gain or advantage for him or herself or for another person or entity”.
Incidents of fraud and corruption can result in a significant financial
cost to public sector organisations including local governments. In
addition to the financial costs, these incidents can cause serious
reputational damage to an organisation and diminish public trust in
executive oversight.
Discussions held with the Risk Management Coordinator during the
development of the 2019/20 Internal Audit Plan had identified a need
to examine the adequacy of current controls and practices for
managing the risks of fraud and corruption. Subsequent to these
discussions, support for carrying out a review of these controls and
practices was obtained from the Chair of the Audit and Risk Committee.
A review of controls and practices for managing the risks of fraud and
corruption was included within the draft 2019/20 Internal Audit Plan
which was approved by the Audit and Risk Committee and Council in
May 2019.

Objective of the
Review

The objective of the review is to obtain evidence to provide assurance
that key controls and practices for managing the risks of fraud and
corruption are adequate.

Scope of the Review

This review examined key controls and practices as described within
Australian Standard AS8001‐2008 Fraud and Corruption Control (the
Standard) for the management of fraud and corruption risks. These key
controls and practices have been reviewed under the following areas:
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Planning and resourcing
Prevention
Detection
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Response

The above areas form part of a suggested approach to controlling the
risks of fraud and corruption as per the Standard.
As a public authority, the City of Perth is required to manage
misconduct as defined within the Corruption, Crime and Misconduct Act
2003. The controls and practices examined in this review include those
for managing the risks of fraud, corruption and misconduct.
Approach to the
Review

The following steps were undertaken in completing this review:











Conclusion

Research on fraud and corruption risks and controls was
undertaken. This research had identified that the abovementioned
Standard is widely recognised as the definitive resource tool
available on managing the risks of fraud and corruption.
An audit program was developed for determining the adequacy of
key controls and practices (as outlined within the Standard) for
managing the risks of fraud and corruption under the areas of
planning and resourcing, prevention, detection and response.
The adequacy of these key controls and practices were examined
via discussions with relevant staff and review of applicable
documentation.
Results of this examination were documented within audit working
papers.
A couple of findings were identified from this review and these
were discussed and agreed with relevant management.
Formal responses from relevant management to the
recommendations of these findings were obtained.
A report on the review conducted was drafted and included findings
and recommendations to address issues.
The final report will be included in the agenda for the Audit and Risk
Committee Meeting to be held on 19 November 2019.

There is evidence to provide assurance that key controls and practices
for managing the risks of fraud and corruption are adequate. However,
controls are in need of improvement in the areas of planning and
resourcing (fraud and corruption control plan) and prevention
(employment screening).
A summary of key controls and practices examined for each area of the
review is provided below. Findings and recommendations to address
identified issues are provided in the final section of this report.

Summary of key
Planning and resourcing
controls and practices
Fraud and corruption control plan
The Standard recommends a fraud and corruption control plan as an
organization’s first step in the integral management of fraud and
© City of Perth, 2019
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corruption as a business risk. In accordance with the Standard, four key
components of a fraud and corruption control plan are planning and
resourcing, prevention, detection and response.
Investigations undertaken with the Risk Management Coordinator and
Acting Director Corporate Services have confirmed that the City
currently does not have in place a fraud and corruption control plan.
Development of a fraud and corruption control plan/policy is listed as a
project within the current Governance Unit Business Plan. The
Governance Unit has undertaken some research into leading practice
fraud and corruption control plans, however, work on the development
of this plan for the City has been delayed due to this Unit’s current
focus on assisting the inquiry panel process.
A finding and recommendation in relation to the absence of a fraud and
corruption control plan is provided within the Detailed Findings and
Recommendations section below.
Internal audit activity in the control of fraud and corruption
According to the Standard internal audit activity can be effective in the
prevention and detection of fraud and corruption.
A number of internal audits have been carried out in recent years of
risk areas for fraud and corruption. These audits were performed in the
areas of accounts payable, payroll, tendering, purchasing, contract
management and cash handling.
The 2019/20 Internal Audit Plan contains a number of audits of risk
areas for fraud and corruption. These audits comprise a Cyber Security
Review, Payment Vouchers Review and Credit Cards Review.
Other fraud and corruption control resources
The City employs other resources for controlling fraud and corruption.
These resources are in line with “other important resources within the
entity in terms of controlling fraud and corruption” as described within
the Standard. Other key resources at the City for controlling fraud and
corruption include the following:
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Human Resources/Employee Relations Team
Risk Management Team
Governance Unit Compliance Team
Information Security Team
Records Management Team
Occupational Health and Safety Team
Insurance Officer
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Prevention

Fraud and corruption risk identification
Fraud and corruption risk identification and assessment allows for the
implementation of effective policies, procedures and suitable controls
to mitigate the identified risks. The Standard provides a guide to
undertaking a fraud and corruption risk assessment.
In June 2019, the Risk Management Team had undertaken a fraud and
misconduct risk assessment for the City. Two risks were examined as
part of this risk assessment – fraud and misconduct (deter and
detection) and fraud and misconduct (response). Overall risk rating and
controls effectiveness for each of these risks was assessed by the Risk
Management Team as medium and adequate respectively.
For each of the above risks, potential causes, preventative controls,
potential impacts and mitigating controls were reviewed by the team.
Preventative and mitigating controls for each of the abovementioned
risks were assessed as adequate with one exception relating to the lack
of a fraud and corruption control plan. The lack of a fraud and
corruption control plan has been highlighted as an issue within this
report (refer planning and resourcing section above).
Employment Screening
Research carried out for this review has identified that a significant
percentage of all fraud is being committed by internal staff. The
PricewaterhouseCoopers Economic Crime Survey 2007 identified that
approximately 71.4% of all fraud was committed by internal
perpetrators. Employment screening is a key fraud and corruption
prevention strategy as underlined within the Standard.
Discussions held with the Manager Human Resources have confirmed
that the following new employee screening checks are being
undertaken by Human Resources staff.







Identity
References
Qualifications (as applicable)
Legal entitlement to work in Australia (as applicable)
Licences (as applicable)
Police clearance (applicable for positions that may be exposed to
credit card information and/or cash handling as per procedure,
Pre‐employment screening – Police Clearance)

A sample of new staff employed by the City over April and May 2019
was tested to determine screening checks undertaken on these new
staff. This sample testing did not provide evidence that all required
checks had been undertaken on these new staff members.
© City of Perth, 2019
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It was confirmed that a current procedure and checklist to assist the
Human Resources Team in completing the required checks is not in
place.
A finding and recommendation in relation to the employment
screening process is provided within the Detailed Findings and
Recommendations section below.
Training
The Standard recommends a focus on the training of staff on the risks
of fraud and corruption. Training enables the City to highlight indicators
of fraud to staff and to give them the basic skills to recognize
circumstances that could give rise to fraud.
In June 2018, RiskWest Management Consultants delivered a training
program, “Managing Fraud, Corruption and Misconduct Risks”, at the
City. Around 40 staff from various units as nominated by relevant
Managers/Directors undertook this training.
A second round of this RiskWest training was undertaken in July and
August 2019. Around 100 staff across all units received this mandatory
training which was held over five sessions.
The RiskWest training is being coordinated by the Senior Learning and
Development Advisor within the Human Resources Unit. It is intended
to extend this training to other relevant staff within the organization.
It should be noted that other relevant training has been confirmed as
being provided by the City. As part of the induction process, new
employees are required to complete a module within City Learn (online
training facility) on the City’s Code of Conduct Policy. The Senior
Employee Relations Advisor within the Human Resources Unit has over
the last 18 months provided a program of employee relations training
to Managers, Supervisors and Team Leaders which deal with topics
such as performance management, discipline and grievances.
Internal Control System
According to the Standard, internal control should be considered as the
first line of defence in the fight against fraud and corruption. An
effective internal control system is an essential element of an adequate
fraud and corruption control program. The City has in place a myriad of
preventative internal controls for reducing the risks from fraud and
corruption. A number of these key controls are listed below.
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Code of Conduct Policy. Sets out the standards of ethical and
professional behaviour expected of the City’s elected members,
external members and employees.
Statement of Business Ethics. Provides guidance for all sectors of
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the community conducting business with the City on the City’s
ethical standards and expectations.
 Segregation of purchasing duties of raising and approving purchase
requisitions.
 Procurement Officer review of all purchase requisitions to ensure
compliance with purchasing policy/procedures prior to release of
purchase orders.
 Controls over access to supplier and employee master file data.
 Supplier vetting as part of the process of establishing suppliers and
evaluation of tenders.
 Internal audit program incorporating a review of adherence to
internal control.
Detection
Detection Systems
The Standard recommends that a fraud and corruption detection
system should be in place. This system includes (a) post‐transactional
reviews (b) data mining and (c) analysis of management accounting
reports.
(a) Post‐transactional reviews
Internal audits often involve a review of transactions after they have
been processed. Such reviews can be effective in identifying any
fraudulent or corrupt activity.
Examples of internal audits undertaken in recent years that have
involved a review of processed transactions include purchasing,
accounts payable and payroll.
The Payment Vouchers and Credit Cards audits scheduled as part of the
2019/20 Internal Audit Plan will also comprise a review of processed
transactions.
(b) Data mining
Data mining as described within the Standard involves the use of
software to identify suspect transactions for investigation into potential
fraudulent or corrupt conduct.
Following the Organizational Capability and Compliance Assessment
undertaken in 2017, Deloitte provided the City with results of data
analytical testing they carried out on accounts payable and payroll
transactions/records. The results were reviewed by Internal Audit as
part of the 2017/18 Internal Audit Plan and found to be useful for
identifying potential anomalies in these transactions/records which
require further investigation. Investigation did not reveal any evidence
of fraud or corrupt activity.
© City of Perth, 2019
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As a result of the Information and Communications Technology Services
Unit now having in place data analytical software to carry out these
types of tests, an opportunity is available for Internal Audit to again
undertake these reviews. Data analytical reviews on accounts payable
and payroll are scheduled to be undertaken from the 2020/21 financial
year.
(c) Analysis of management accounting reports
As stated within the Standard, from analysis of management
accounting reports, trends can be examined and investigated which
may be indicative of fraudulent or corrupt conduct.
A number of management accounting reports are being produced
within the organization that allow for analysis and examination of
abovementioned trends. Examples of such reports are the monthly
income and expenditure reports for individual units and directorates.
These reports provide monthly and year to date actual/budget
comparison highlighting variances for income and expenditure items
which may warrant further investigation.
Role of the External Auditor in the Detection of Fraud
As per the Standard the External Auditor, in accordance with Australian
auditing standards, has a responsibility to undertake audit procedures
that are aimed at detecting material misstatements in the entity’s
financial statements due to fraud or error.
Evidence was sighted that the City’s External Auditor (Auditor General)
has referred to the undertaking of the abovementioned procedures
within their Independent Auditor’s Report on the 2017/18 financial
year accounts audit.
Avenues for reporting suspected incidents
The Standard recommends that organisations should have an adequate
means for reporting suspected incidents as well as both internal and
external reporting arrangements.
(a) Internally reporting misconduct
As per the City’s Code of Conduct Policy when an elected member,
external committee member or employee (other than the CEO)
believes or suspects misconduct he or she should report the matter to
the CEO. As per this policy, suspected misconduct by the CEO is to be
reported to the Lord Mayor.
(b) Externally reporting misconduct
Any person can report a matter of misconduct directly to the
© City of Perth, 2019
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Corruption and Crime Commission (CCC) or the Public Sector
Commission (PSC) under the Corruption Crime and Misconduct Act
2003. Serious and minor misconduct are defined within this Act. A
matter suspected to be serious misconduct may be reported directly to
the CCC or if suspected to be minor misconduct reported directly to the
PSC.
(c) Public Interest Disclosures
The Public Interest Disclosure Act 2003 facilitates the disclosure of
public interest information, enabling any person to make disclosures
about improper or unlawful conduct within the state public sector,
local government and public universities without fear of reprisal. This
Act also provides protection for those who are the subject of a
disclosure. The City has a number of Public Interest Disclosure Officers
to provide guidance before making a disclosure. Public interest
disclosures are lodged with the PSC (minor misconduct) or the CCC
(serious misconduct).
Information on the reporting of misconduct is contained on the
Intranet as well as on the City’s website (Transparency and
Accountability page). In addition, information on public interest
disclosures is a standard inclusion within the monthly staff newsletter,
Inside City.
Other detection measures
Other measures at the City in place to identify and detect incidents of
fraud and corruption are listed below.
 Internal controls. Examples include the following:
o Independent reconciliations of accounts to identify potential
anomalies.
o Physical stock take of assets.
o Independent review of system logs to ensure amendments to
data are legitimate.
o Physical security controls such as closed‐circuit television
(CCTV).
o Review of contract expenditure reports.
 Risk management system. Identification, analysis, evaluation and
treatment of risk, including fraud and corruption, and a process to
monitor and review risks on a regular basis.
 Observation and awareness by employees. The “Managing Fraud,
Corruption and Misconduct Risks” training being provided by
RiskWest (refer Prevention section above) will provide staff with
basic skills to recognize circumstances that could give rise to fraud.
 Internal and external audits.

© City of Perth, 2019
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Response

According to the Standard appropriate procedures should be in place
for dealing with suspected fraud or corruption detected through
detection systems or otherwise coming to the notice of the entity.
Preliminary assessment
All reported incidents of known or suspected fraud or corruption are
subject to a preliminary assessment to determine whether the
behaviour meets the threshold for reporting to the CCC or the PSC i.e
are there grounds for suspecting misconduct (minor or serious) and
does it concern the officer in their official capacity? As previously
mentioned minor and serious misconduct are defined within the
Corruption Crime and Misconduct Act 2003.
Employee related conduct matters are assessed by the Senior
Employee Relations Advisor. Other conduct related matters eg
involving contractors, are assessed by the Manager Governance.
Following an assessment of a particular matter, a recommendation is
provided to the CEO.
Where there is evidence of serious or minor misconduct, in accordance
with the provisions of the Corruption Crime and Misconduct Act 2003,
the CEO is required to report the matter in writing to the CCC (serious
misconduct) or the PSC (minor misconduct) as soon as practicable after
becoming aware of the matter.
Matters outside the definitions of either serious or minor misconduct
do not need to be notified to the CCC or the PSC. Examples of these
matters include performance management/discipline issues and
employee grievances. These matters are dealt with internally by the
Employee Relations Team. In some instances, an external investigator
may be engaged in relation to these matters.
Investigations
The CCC and PSC are required under the Corruption Crime and
Misconduct Act 2003 to assess each notification received.
There are a number of options available to the CCC and PSC following
assessment:
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Take no further action in relation to the matter.
Referring the matter back to the public authority for it to manage.
Investigate the matter itself.
Investigate in cooperation with the PSC/CCC or another
appropriate authority.
Refer the matter to the PSC/CCC or another appropriate authority.
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The CCC or PSC provides a notification of its assessment decision to the
City in relation to matters referred to these bodies.
Unless the CCC or PSC issues a written notice (under section 42 of the
Corruption Crime and Misconduct Act 2003) not to commence an
investigation of a misconduct matter or discontinue an investigation
already commenced, the City is not precluded from undertaking an
investigation or any other action considered appropriate in dealing with
a matter. The City may conduct its own investigation internally or
appoint an external investigator to carry out the investigation.
Disciplinary Procedures
As appropriate disciplinary action is taken against staff members
involved in any misconduct incident in accordance with the City’s
relevant policies and procedures for misconduct.
Insurance
The City maintains insurance through the Local Government Insurance
Scheme to provide cover against losses relating to fraud and
misconduct incidents.
As per all of the City’s insurances, the abovementioned insurance is
reviewed by the Asset and Insurance Accountant, in conjunction with
relevant areas of the City, before renewal on an annual basis.
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RISK RATINGS

Risk ratings applied to findings are based on the City of Perth Risk Management Framework (i.e.
extreme, high, medium, low).
The risk rating applied to each finding has been arrived at by following the methodology
described in the abovementioned framework i.e. identification of existing controls, consideration
of risk consequence and likelihood.
The timing of proposed action to address a finding is linked to the Risk and Audit Response
Matrix (refer last page of this report). This matrix was approved at the Audit and Risk Committee
meeting held in May 2019 and is to apply to all risk and audit items reported to the Committee
from August 2019.
SUMMARY OF FINDINGS
The tables below summarise the findings of this review.
Extreme

High

Medium

Low

0

1

1

0

Risk rating

Finding
number

High

2

Not all required screening checks are being undertaken for new
employees.

Medium

1

The City does not have in place a Fraud & Corruption Control Plan.

Summary of findings

Specific details of findings and recommendations are included in the next section.

© City of Perth, 2019
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DETAILED FINDINGS AND RECOMMENDATIONS
1. Fraud and Corruption Control Plan

Risk Rating:

Medium

Issue
Although the Governance Unit has undertaken some research into leading practice fraud and
corruption control plans, as at the date of this review, the City does not have in place this plan.
Work on the development of a fraud and corruption control plan has been delayed due to the
Governance Unit’s focus on assisting the inquiry panel process.
Implications
The City is not adhering to best practice guidance, Australian Standard AS 8001‐2008 Fraud and
Corruption Control, which recommends a fraud and corruption control plan as an organization’s
first step to control its fraud and corruption exposure.
Absence of a fraud and corruption control plan means that there is a lack of assurance that the
City’s approach to managing fraud and corruption risks is comprehensive, ongoing and effective.
There is a lack of demonstration to staff and the public that the City is committed to dealing with
fraud and corruption risks which makes it less likely that these risks are identified and addressed.
Recommendations
A fraud and corruption control plan to be developed and implemented within the organization.
Management response (Acting Manager Governance Unit as at 6 July 2019)
I acknowledge that a fraud and corruption control plan is integral to ensure good governance at
the City of Perth.
Action Plan
Develop and implement a fraud and corruption control plan for the City of Perth.
Person(s) responsible for implementing the actions
Manager Governance
Target Date
6 January 2020

© City of Perth, 2019
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2. Employment screening

Risk Rating:

High

Issue
Employment screening checks are being undertaken by the Human Resources (HR) Team on new
employees prior to their commencement. As applicable these checks include identity,
references, qualifications, legal entitlement to work in Australia, licenses, and criminal
background checks.
As confirmed via sample testing not all of the required checks are being undertaken for new
employees.
A current procedure and checklist to assist the HR Team in completing the required checks is not
in place.
Implications
As a result of not undertaking all of the required checks there is a risk that the City may employ
inappropriate or unqualified staff.
Recommendation
It is recommended that a procedure and checklist for meeting pre‐employment screening
requirements be developed.
Once developed the checklist is to be completed by the HR Team, as applicable, for each new
appointment and maintained as a record on the employee’s personnel file.
Management response (Manager Human Resources as at 19 July 2019)
HR acknowledges the gaps highlighted in areas of employee screening and is focused on
introducing a more robust and rigorous process as would be expected of a Local Government
authority. We agree with the recommendations proposed and will explore best practice options.
The procedure and checklist being developed will also address the gap in our process when we
hire non‐employees through an agency placement. As they are already in the business working
through an agency, we do not have a system in place to conduct the background check prior to
offering a role. The onus will be placed upon the agency to conduct and confirm a non‐
employee’s background prior to an appointment being made.
Action Plan




Creation of robust procedure in ProMapps
Define the checklist to encompass all the necessary background checks and all ways of
candidates becoming direct employees of the city inclusive of contractors and non‐
employee personnel
As part of the HR Improvement Plan, the procedure and checklist will be implemented
and utilised by members of the HR team.

Person(s) responsible for implementing the actions
© City of Perth, 2019
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Manager Human Resources to assign appropriate resources to create the procedure and
checklist.
Target Date
19 October 2019
Current status (as at 7 November 2019)
A checklist for meeting pre‐employment screening requirements has been developed and is
being utilized for new employees.
The abovementioned procedure is in the process of being finalized.

© City of Perth, 2019
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RISK AND AUDIT RESPONSE MATRIX
RISK & AUDIT RESPONSE

Risk rating

Extreme

High

Medium

Low

Exceptions

Risk response *

Audit response **

Management MUST implement plans
immediately to address the risk, with
resultant actions implemented,
executed and revised risk being
accepted within 3 months from the
point of control breakdown, risk
environment changes or the risk is
identified and reported.

Management MUST implement plans immediately
to address the risk, with resultant actions
implemented, executed and revised risk being
accepted within 1 month from the point of control
breakdown.

Management MUST implement plans
within 1 month to address the risk,
with resultant actions implemented,
executed and revised risk being
accepted within 9 months from the
point of control breakdown, risk
environment changes or the risk is
identified and reported.

Management MUST implement plans within 1
month to address the risk, with resultant actions
implemented, executed and revised risk being
accepted within 3 months from the point of
control breakdown

Management is required to
DEMONSTRATE ASSURANCE that the
controls in place to keep the level of
risk at the medium level are
functioning adequately.
Management is required only to
DEMONSTRATE ASSURANCE that the
controls in place to keep the level of
risk at the low level are functioning
adequately.
Exceptions to the risk response and
acceptance can only be determined
by the Audit and Risk Committee,
through recommendation from the
Corporate OSH and Risk Management
Committee.

Priority 1 action plan agreed with management to
immediately address control weakness and
implement improved control effectiveness within
1 month.

Priority 2 action plan agreed with management
within 1 month to address control weakness and
implement improved control effectiveness within 3
months.
Priority 3 action plan agreed with management
within 1 month to address control weakness and
implement improved control effectiveness within 6
months.

Priority 4 action plan agreed with management
within 2 months for management to implement
improved control effectiveness within 6 months to
keep the level of risk at the medium/low or low
level.
Exceptions to the control breakdown response
protocol as well as subsequent risk acceptance
above can only be determined by the Audit and
Risk Committee, through recommendation from
the Corporate OSH and Risk Management
Committee.

*Risk Response actions explain residual risk treatment actions along with applicable timeframes for resolution.
** The Audit Response actions explain how to address a risk rated audit finding based on a control weakness that has been
identified along with applicable timeframes to address the control weakness and bring the risk back into appetite.
The risk response timeframes provided above have been determined with consideration of operational
budget planning processes. The audit response timeframes in line with the City’s risk acceptance criteria.
Note: The above Matrix was approved by the Audit and Risk Committee at their meeting held on 20 May 2019. This Matrix is to
apply to all risk and audit items reported to this Committee from August 2019.
© City of Perth, 2019
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Compliance Audits – City of Perth and New South
Wales/Victorian Government Transport Authority Agreements

Recommendation:
That Council APPROVES the Compliance Audits - City of Perth and New South
Wales/Victorian Government Transport Authority Agreements, as part of the
Internal Audit Plan for 2018/19 and 2019/20.
FILE REFERENCE:
REPORTING OFFICER:
REPORTING UNIT:
RESPONSIBLE ALLIANCE:
REPORT AUTHOR DISCLOSURE OF INTEREST:
DATE:
ATTACHMENT/S:

P1026043-2
Niloha Mendoza, Assistant Internal Auditor
CEO Alliance
CEO
Nil
23 July 2019
N/A

Council Role:

☐

Advocacy

When the Council advocates on its own behalf or on behalf of its
community to another level of government/body/agency.

☒

Executive

☐
☐

Legislative

The substantial direction setting and oversight role of the Council e.g.
adopting plans and reports, accepting tenders, directing operations,
setting and amending budgets.
Includes adopting local laws, town planning schemes and policies

☐

Quasi-Judicial When the Council determines an application/matter that directly
affects a person’s right and interests. The judicial character arises from
the obligation to abide by the principles of natural justice. Examples of
Quasi-Judicial authority include town planning applications, building
licences, applications for other permits/licences (eg under Health Act,
Dog Act or Local Laws) and other decisions that may be appealable to
the State Administrative Tribunal.
Information
For the Committee to note.
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Legislation / Strategic Plan / Policy:
Legislation

Regulation 17 of the Local Government (Audit) Regulations
1996

City of Perth Act 2016

Objects of the City of Perth
8(1)(a) - to provide for the good government of persons in
the City of Perth, including residents, ratepayers and visitors

Integrated Planning and
Reporting Framework
Implications

Strategic Community Plan
Strategic Priority - Leadership

Policy
Policy No and Name:

19.1 – Risk Management

Purpose and Background:
Access to interstate vehicle registration details is required by the City of Perth (the City) for
the purposes of enforcing parking infringements incurred by interstate vehicle owners and
drivers within the City’s boundaries.
In 2014 the City entered into two agreements to access and use interstate vehicle registration
details. These agreements are as follows:
•

DRIVES24 Terms of Access Agreement (NSW Roads and Maritime Services (RMS)); and

•

Information Protection Agreement (Roads Corporation of Victoria (VicRoads)).

The above agreement with VicRoads was superseded by a new agreement on 1 April 2019.
New South Wales (NSW) and Victoria are the only states or territories which the City has an
agreement with for accessing motor vehicle registration details. These agreements are a
result of the NSW and Victoria transport authorities’ obligations to protect customer personal
information (vehicle owner and driver details) as required by their respective state privacy
legislation.
The City is required by the abovementioned state government authorities to have a review
undertaken for each financial year with respect to its compliance with the relevant agreement.
Failure to carry out these audits by the due date may result in access to vehicle registration
detail information being suspended by the relevant government authority, which in turn
affects the ability of the City to enforce and collect revenue from parking infringements
incurred by NSW and Victorian drivers and vehicle owners.
The City’s parking infringements are managed by the Legal Compliance and Infringement
Services section (previously Infringement Support section) of the Parking Services Unit. In
2014, Internal Audit was requested by the Infringement Support section to carry out audits in
relation to compliance with the abovementioned agreements. These compliance audits were
undertaken by Internal Audit for the 2014/15 financial year and have been included within the
approved Internal Audit Plan for each financial year since.
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This report provides a summary of the abovementioned compliance audits completed for the
2018/19 financial year.
As per Pathway system records, during the 2018/19 financial year the City issued 243 parking
infringements to NSW vehicle owners and drivers, and 533 parking infringements to Victorian
vehicle owners and drivers which raised revenue of $20,635 and $42,745 respectively.

Details:
Compliance with DRIVES24 Terms of Access Agreement (RMS)
The NSW Roads and Maritime Services (RMS) is the NSW Government agency responsible for
the registration of vehicles and the issuing of driver’s licences in New South Wales.
The RMS vehicle registration and driver licensing system, known as DRIVES, is the electronic
records management system operated by the RMS to process and record NSW vehicle
registrations and driver’s licences. RMS use and disclosure of personal information contained
on DRIVES is subject to the Privacy Act 1988 (Cth), Privacy and Personal Information Protection
Act 1998 (NSW), and the confidentiality provisions of the Road Transport Act 2013 (NSW).
DRIVES24 is the interface by which the City obtains read-only access to DRIVES. An agreement
to access DRIVES24 to obtain NSW vehicle registration information was entered into by the
City on 29 May 2014.
Access to the DRIVES24 interface and the use of DRIVES information has been granted by RMS
and is restricted to staff within the Legal Compliance and Infringement Services section of
Parking Services with a legitimate need for DRIVES information (i.e, to facilitate the issue of
parking infringements) and who have signed a DRIVES External User Account Request Form
(Authorised Users). Under the DRIVES24 Terms of Access Agreement with RMS (the ‘DRIVES24
Agreement’), the Infringement Support Team Leader is the Security Administrator. This
position title has now changed to Supervisor, Legal Compliance & Infringement Services.
The DRIVES24 Agreement provides for Authorised Users to access the records held in
DRIVES24 for the purpose of enforcing the following legislation listed within the agreement:
•

Road Traffic Act 1974 (WA); and

•

City of Perth Parking Local Law 2017.

This audit comprised a review of the City’s compliance with the requirements of the
agreement, categorised under the following broad guidelines:
•

Use of DRIVES24 and DRIVES information;

•

Internal guidelines and procedures;

•

Personnel security checks;

•

Premises (local and remote access);

•

Records, audit and inspection; and

•

Review of access audit logs for users for annual compliance certificate.
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As per the a DRIVES24 Agreement, RMS provided the City with access logs for three out of
eight Authorised Users who accessed the DRIVES24 interface from February to May 2019.
Those access logs were required to be reviewed as part of this audit to confirm that access to
DRIVES24 information is in accordance with the permitted purpose contained within the
agreement. A total of 41 searches were reviewed on the access logs and compliance with this
permitted purpose was confirmed. No issues of concern were identified.
The audit has found that the City has complied with the RMS DRIVES24 Terms of Access
Agreement and Guidelines for the 2018/19 financial year.
As per the DRIVES24 Agreement, an annual audit report template and Compliance Audit
Certificate (provided by RMS) were completed and submitted to RMS prior to the 29 May 2019
deadline.
Compliance with Information Protection Agreement (VicRoads)
The Roads Corporation of Victoria (VicRoads) is the road and traffic authority in Victoria, and
is responsible for driver licensing and vehicle registration in that state. Use and disclosure of
information maintained by VicRoads is subject to the Privacy Act 1988 (Cth), Primary and Data
Protection Act 2014 (Vic), and confidentiality provisions of the Road Safety Act 1986 (Vic).
The City’s access to VicRoads information (the ‘Information’) was agreed on 12 February 2014
as per the Information Protection Agreement (IPA). This agreement was replaced by a new
IPA on 1 April 2019. Access and use of the Information is granted by VicRoads and is restricted
to only those employees who have a genuine operational need to use the Information. Under
the current IPA the Supervisor, Legal Compliance & Infringement Services is the Organisation
Representative. The City is required to have a review undertaken for each financial year to
assess compliance with the IPA.
The City obtains the Information (i.e. vehicle owner names and addresses) from VicRoads via
email containing a secure file attachment in order to enforce infringements as per the
following legislation listed within the current IPA:
•

Local Government Act 1995 (WA);

•

Fines Penalties and Infringement Notice Enforcement Act 1994 (WA);

•

Road Traffic Act 1974 (WA); and

•

Road Traffic (Administration) Act 2008 (WA).

Under the current IPA, VicRoads has adopted a risk-based audit approach. A template was
provided by VicRoads for the City to assess its compliance with the following broad areas:
•

Privacy and Data Security;

•

Records and Change Management (employee changes);

•

Breach Management; and

•

Subcontractors (not applicable for the City of Perth).
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The City was required to provide its controls under each of the above areas and these were
listed on the IPA Annual Audit Report template. In addition, the City was required to rate its
controls under a VicRoads maturity rating scale (zero to three). The Internal Audit Team has
rated relevant controls at an average of just over two. Under the VicRoads maturity rating
scale two means “The Recipient’s controls are designed and approaching maturity, with only
minor improvements needed, but only partially implemented.”.
IPA Annual Audit Report template also requested recommendations for improvements to
controls as required. A number of recommendations were made on the template and are
summarised as follows:
•

City’s VicRoads policy and procedure to be updated in line with the new VicRoads IPA
(including Australian Privacy Principles contained within Privacy Act 1988 (Cth));

•

Records of in-house VicRoads IPA training provided to Nominated Persons (employees
who are authorised to access the information) including training on the Australian
Privacy Principles contained in the Privacy Act 1988 (Cth) to be maintained by the
Organisational Representative;

•

Periodic review of the City’s Register of Nominated Persons to identify changes to these
persons and timely notification of these changes to VicRoads to be undertaken by the
Organisational Representative; and

•

Documentation of spot checks (refer below) to be carried out by the Organisational
Representative.

Recommended improvements were agreed with the Organisational Representative as well as
the Manager Parking Services.
In addition, the IPA Annual Audit Report template requires spot checks to be undertaken to
test whether the “Information is requested, accessed, used or disclosed for the Purpose [of
the IPA] only”.
Under the IPA the City requires the VicRoads information for the following purpose: “The
prevention, detection, investigation and prosecution of offences and enforcement of
penalties in relation to parking, traffic, abandoned vehicles and other local matters, where the
council is the law enforcement agency, including the preparation for and conduct of related
proceedings or the protection of public revenue.”
A sample of 203 (out of 279) access requests for VicRoads vehicle registration details were
reviewed for the period 1 July 2018 to 30 June 2019. Sample testing has confirmed that this
information was accessed and used for the abovementioned purpose by Nominated Persons
(refer above). No issues of concern were identified.
The overall conclusion of this audit is that there is evidence to provide assurance that existing
controls over the management of VicRoads information security and access requirements as
per the IPA are adequate and being observed by the City of Perth. However, there is scope for
improvement in these controls as per the recommendations summarised above.
The completed and signed off annual audit report template was submitted to VicRoads prior
to the 31 July 2019 deadline.

Financial Implications:
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There are no financial implications related to this report.

Comments:
The cooperation and assistance received from a number of relevant staff within the Legal
Compliance and Infringement Services section to enable the completion of these audits is
appreciated.

Report to the Audit and Risk Committee
Agenda
Item 8.6
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Moore Stephens Financial Management Review

Recommendation:
That the Council RECEIVES the report on the Moore Stephens Financial Management
Review.
FILE REFERENCE:
REPORTING OFFICER:
REPORTING UNIT:
RESPONSIBLE DIRECTORATE:
REPORT AUTHOR DISCLOSURE OF INTEREST:
DATE:
ATTACHMENT/S:

Council Role:

P1037237
Mario Cheldi, Internal Auditor
CEO Alliance
CEO
Nil
13 September 2019
Attachment 8.6A – Moore Stephens Financial
Management Review September 2019
Attachment 8.6B – Findings Implementation
Planning Sheet
Attachment 8.6C – Risk and Audit Response
Matrix

☐

Advocacy

☐

Executive

When the Council advocates on its own behalf or on behalf of its
community to another level of government/body/agency.
The substantial direction setting and oversight role of the Council e.g.
adopting plans and reports, accepting tenders, directing operations,
setting and amending budgets.

☐
☐

Legislative

Includes adopting local laws, town planning schemes and policies

☒

Quasi-Judicial When the Council determines an application/matter that directly
affects a person’s right and interests. The judicial character arises from
the obligation to abide by the principles of natural justice. Examples of
Quasi-Judicial authority include town planning applications, building
licences, applications for other permits/licences (eg under Health Act,
Dog Act or Local Laws) and other decisions that may be appealable to
the State Administrative Tribunal.
Information
For the Committee to note.
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Legislation / Strategic Plan / Policy:
Legislation

Regulation 5(2)(c) of the Local Government (Financial
Management) Regulations 1996

Integrated Planning and
Reporting Framework
Implications

Strategic Community Plan
Strategic Priority - Leadership

Policy
Policy No and Name:

19.1 - Risk Management

Purpose and Background:
Regulation 5(2)(c) of the Local Government (Financial Management) Regulations 1996 states
that the CEO is to “undertake reviews of the appropriateness and effectiveness of the financial
management systems and procedures of the local government regularly (and not less than
once in every 3 financial years) and report to the local government the results of those
reviews”.
Moore Stephens were engaged by the City to undertake a Financial Management Review as
required by the above legislation. The results of this review are provided within their final
report (Attachment 8.6A).

Details:
The Financial Management Review was carried out by Moore Stephens between February and
March 2019.
Financial systems and procedures examined by Moore Stephens are outlined on page six of
their final report (Attachment 8.6A). An examination of these financial systems and
procedures for the period 1 July 2018 to 31 January 2019 was undertaken.
Draft reports on the Financial Management Review were provided by Moore Stephens in
March and May 2019. Management comments to the findings within the draft report were
received from the former Manager Finance in August 2019. The final report was issued by
Moore Stephens in September 2019.
On page five of their final report, Moore Stephens have provided the following conclusion in
respect of their Financial Management Review:
“Based on our work described in this report, nothing has come to our attention to indicate the
City of Perth has not established and maintained, in all material respects, appropriate and
effective financial management systems and procedures during the period covered by our
review being 1 July 2018 to 31 January 2019.”
A number of opportunities for improvement (findings) were identified by Moore Stephens and
these are described within sections 3 and 4 of their final report. The former Manager Finance
accepted the findings and provided comments including proposed actions to address these
findings. However, persons responsible for actions to address findings and timeframes for
completion of actions were not included within these management comments. The
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management comments have been incorporated into the final report by Moore Stephens
(Attachment 8.6A).
A Findings Implementation Planning Sheet (Attachment 8.6B) has been prepared by the
Internal Auditor which summarises the findings and risk rating given to these findings by
Moore Stephens. This sheet provides an equivalent City of Perth risk rating for the findings.
Based on the City of Perth risk rating, the Risk and Audit Response Matrix (Attachment 8.6C)
was used to determine a timeframe for completion of action for addressing the findings using
a baseline date of 28 August 2019 (the date that management comments to the findings were
received from the former Manager Finance).
It should be noted that confirmation was obtained that the high-risk findings within the
Findings Implementation Planning Sheet (Attachment 8.6B) have already been implemented.
The status of findings within this sheet will be reported to the next Audit and Risk Committee
meeting (to be scheduled in February 2020) as part of the Outstanding Audit Items Report.

Financial Implications:
There are no financial implications related to this report.

Comments:
Confirmation was obtained from the Risk Management Coordinator that the Risk and Audit
Response Matrix (Attachment 8.6C), as approved by the Audit and Risk Committee at its
meeting held 20 May 2019, is to apply to the findings of reviews carried out by external parties.

ATTACHMENT 8.6A
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Findings Implementation Planning Sheet
Note: A baseline date of 28 August 2019 has been used in determining a timeframe for the completion of action to address the findings below from the
Moore Stephens Financial Management Review. This is the date that management comments to the findings were received from the former Manager
Finance.
Finding
4.3 Receipts and Receivables
More frequent banking for Citiplace
No evidence of review on the month end reconciliations
No centralised debtors’ ledger
4.4 Rates
No evidence of review on the manual rates reconciliations
No evidence of review on the month end reconciliations
4.5 Fees and charges
Lease invoices are not checked prior to their issuance
4.6 Purchases, Payments and Payables
Instances noted where requisitions and quotes not attached to
purchase orders
Authorisation limits in the purchasing software are not activated
Access to creditors master files not adequately restricted
No evidence of review on the month end reconciliations
4.8 Credit Card Procedures
Regular reconciliations not being performed
Invoices are not always scanned in the credit card software
Credit card payments are not included in the list of payments
presented to Council every month
4.9 Fixed Assets
Fixed assets register is not updated in a timely manner
4.10 Cost and Administration Allocations
Allocation rates not regularly reviewed
4.15 Long Term Financial Plan
Content requires review
4.21 Variable Outgoings Audits
Not up to date

Moore
Stephens Risk
Rating

Equivalent City of
Perth (COP) Risk
Rating

Timeframe for completion of action as
per COP Risk and Audit Response Matrix

Minor
Moderate
Minor

Low
Medium
Low

Within 6 months (prior to 28 February 2020)
Within 6 months (prior to 28 February 2020)
Within 6 months (prior to 28 February 2020)

Moderate
Moderate

Medium
Medium

Within 6 months (prior to 28 February 2020)
Within 6 months (prior to 28 February 2020)

Minor

Low

Within 6 months (prior to 28 February 2020)

Moderate

Medium

Within 6 months (prior to 28 February 2020)

Minor
Significant
Moderate

Low
High
Medium

Within 6 months (prior to 28 February 2020)
Within 3 months (prior to 28 November 2019)
Within 6 months (prior to 28 February 2020)

Significant
Significant
Non‐compliant

High
High
Nil

Within 3 months (prior to 28 November 2019)
Within 3 months (prior to 28 November 2019)
Not covered in matrix

Moderate

Medium

Within 6 months (prior to 28 February 2020)

Moderate

Medium

Within 6 months (prior to 28 February 2020)

Moderate

Medium

Within 6 months (prior to 28 February 2020)

Moderate

Medium

Within 6 months (prior to 28 February 2020)

ATTACHMENT 8.6B
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ATTACHMENT 8.6C

RISK AND AUDIT RESPONSE MATRIX Page 176
RISK & AUDIT RESPONSE

Risk rating

Extreme

High

Medium

Low

Exceptions

Risk response *

Management MUST implement plans
immediately to address the risk, with
resultant actions implemented,
executed and revised risk being
accepted within 3 months from the
point of control breakdown, risk
environment changes or the risk is
identified and reported.

Management MUST implement plans
within 1 month to address the risk,
with resultant actions implemented,
executed and revised risk being
accepted within 9 months from the
point of control breakdown, risk
environment changes or the risk is
identified and reported.
Management is required to
DEMONSTRATE ASSURANCE that the
controls in place to keep the level of
risk at the medium level are
functioning adequately.
Management is required only to
DEMONSTRATE ASSURANCE that the
controls in place to keep the level of
risk at the low level are functioning
adequately.
Exceptions to the risk response and
acceptance can only be determined
by the Audit and Risk Committee,
through recommendation from the
Corporate OSH and Risk Management
Committee.

Audit response **
Management MUST implement plans immediately
to address the risk, with resultant actions
implemented, executed and revised risk being
accepted within 1 month from the point of control
breakdown.
Priority 1 action plan agreed with management to
immediately address control weakness and
implement improved control effectiveness within
1 month.
Management MUST implement plans within 1
month to address the risk, with resultant actions
implemented, executed and revised risk being
accepted within 3 months from the point of
control breakdown
Priority 2 action plan agreed with management
within 1 month to address control weakness and
implement improved control effectiveness within 3
months.
Priority 3 action plan agreed with management
within 1 month to address control weakness and
implement improved control effectiveness within 6
months.

Priority 4 action plan agreed with management
within 2 months for management to implement
improved control effectiveness within 6 months to
keep the level of risk at the medium/low or low
level.
Exceptions to the control breakdown response
protocol as well as subsequent risk acceptance
above can only be determined by the Audit and
Risk Committee, through recommendation from the
Corporate OSH and Risk Management Committee.

*Risk Response actions explain residual risk treatment actions along with applicable timeframes for resolution.
** The Audit Response actions explain how to address a risk rated audit finding based on a control weakness that has been identified
along with applicable timeframes to address the control weakness and bring the risk back into appetite.
The risk response timeframes provided above have been determined with consideration of operational budget planning processes.
The audit response timeframes in line with the City’s risk acceptance criteria.
Note: The above Matrix was approved by the Audit and Risk Committee at their meeting held on 20 May 2019. This Matrix is to
apply to all risk and audit items reported to this Committee from August 2019.

Report to the Audit and Risk Committee
Agenda
Item 8.7
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Internal Audit Plan 2019/20 – Cyber Security Review

Recommendation:
That Council APPROVES the Cyber Security Review carried out as part of the Internal
Audit Plan 2019/20.
FILE REFERENCE:
REPORTING OFFICER:
REPORTING UNIT:
RESPONSIBLE ALLIANCE:
REPORT AUTHOR DISCLOSURE OF INTEREST:
DATE:
ATTACHMENT/S:

P1026043-2
Mario Cheldi, Internal Auditor
CEO Alliance
CEO
Nil
28 October 2019
Confidential Attachment 8.7A – ISO
27001:2013 Review (Executive Summary and
Introduction)
Confidential Attachment 8.7B – Office 365
Connectivity and Performance (Report and
Recommendations)
Confidential Attachment 8.7C – Office 365
Security
Optimisation
Assessment
(Introduction, Executive Summary and Findings
Table)
Confidential attachments are distributed to
Committee Members under separate cover

Council Role:

☐

Advocacy

When the Council advocates on its own behalf or on behalf of its
community to another level of government/body/agency.

☒

Executive

☐
☐

Legislative

The substantial direction setting and oversight role of the Council e.g.
adopting plans and reports, accepting tenders, directing operations,
setting and amending budgets.
Includes adopting local laws, town planning schemes and policies

☐

Quasi-Judicial When the Council determines an application/matter that directly
affects a person’s right and interests. The judicial character arises from
the obligation to abide by the principles of natural justice. Examples of
Quasi-Judicial authority include town planning applications, building
licences, applications for other permits/licences (eg under Health Act,
Dog Act or Local Laws) and other decisions that may be appealable to
the State Administrative Tribunal.
Information
For the Committee to note.
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Legislation / Strategic Plan / Policy:
Legislation
City of Perth Act 2016

Integrated Planning and
Reporting Framework
Implications
Policy
Policy No and Name:

Regulation 17 of the Local Government (Audit) Regulations
1996
Objects of the City of Perth
8(1)(a) - to provide for the good government of persons in
the City of Perth, including residents, ratepayers and visitors
Strategic Community Plan
Strategic Priority - Leadership

19.1 – Risk Management
13 – End User ICT Information Security
14 – ICT Operational Security

Purpose and Background:
The purpose of this report is to seek approval of the Cyber Security Review completed as part
of the Internal Audit Plan 2019/20.
Cyber security is the practice of protecting systems, networks and programs from digital
attacks. These attacks are usually aimed at accessing, changing or destroying sensitive
information, extorting money from individuals, or interrupting normal business processes.
Effective cyber security reduces the risk of attacks and protects organisations and individuals
from the unauthorised exploitation of systems, networks and technologies.
The terms “cyber security” and “information security”, are often used interchangeably,
however, cyber security refers to protecting data and information from outside sources in
cyberspace or the internet. Information security, on the other hand, is a broader term which
relates to protection of data and information in general.
At its meeting held 5 November 2018, the Audit and Risk Committee requested that cyber
security be embedded in the Risk Plan and considered in the audit process.
In January and February 2019, meetings were held between the Internal Auditor, Risk
Management Coordinator, Manager Information Technology (IT) and Coordinator
Infrastructure IT in relation to cyber and information security within the City as well as a
proposal for Internal Audit to carry out a review in this area.
The inclusion of the Cyber Security Review as part of the Internal Audit Plan 2019/20 was later
raised by the Internal Auditor with the Independent Member of the Audit and Risk Committee
on 21 March 2019. The Independent Member agreed with the inclusion of this review within
this plan. A draft Internal Audit Plan 2019/20 including a Cyber Security Review was
subsequently approved by the Audit and Risk Committee and Council in May 2019.
The Cyber Security Review was scheduled within the Internal Audit Plan 2019/20 to be
undertaken during September and October 2019. During discussions held in August 2019 with
the abovementioned IT staff it was identified that the unit had recently engaged IT
consultancy firms to carry out a number of assessments which have provided findings and
recommendations to improve information security within the City. The assessments
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undertaken by the IT consultancies are summarised below. Discussions in relation to these
assessments including status of recommendations were held with the Coordinator
Infrastructure and Microsoft System Specialist, during September and October 2019. These
staff are members of the Infrastructure Team, which plays a key role in the maintenance of IT
technical security controls within the City.
Discussions in relation to cyber and information security were also held with the Manager ICT
(refer comment on new unit name below) in October 2019. As a result of these discussions it
was identified that the City has a number of existing controls in place to mitigate cyber and
information security risks. These controls are described below.
Overall conclusion on cyber and information security within the City, based on the findings of
this review, is provided in the “Comments” section of this report.
Finally, it should be noted that as part of the new alliance structure within the City, the IT Unit
is now known as the Information and Communication Technology (ICT) Services Unit and the
IT Manager was appointed as the ICT Services Unit Manager, effective 16 September 2019.

Details:
Information security assessments
The following information security assessments at the City have been undertaken by
independent IT consultancy firms during 2019.
ISO 27001: 2013 Review
In May 2019, IT engaged IT security specialist firm ES2 to undertake an ISO 27001:2013 Review
at the City. This involved a review of the effectiveness and maturity of information security
management processes across the City, utilising ISO 27001:2013 as the baseline standard for
comparison. ISO 27001:2013 is the international standard for the management of information
security and provides a holistic coverage of information security across the following 14
security domains:
•

Information Security Policies;

•

Organisation of Information Security;

•

Human Resource security;

•

Asset Management;

•

Access Control;

•

Cryptography;

•

Physical and Environmental Security;

•

Operations Security;

•

Communications Security;

•

Page 180
System Acquisition, Development and Maintenance;

•

Supplier Relationships;

•

Information Security Incident Management;

•

Information Security Aspects of Business Continuity Management; and

•

Compliance.

The report on the ISO 27001:2013 Review was completed by ES2 in June 2019. As stated within
the Executive Summary section of this report (Attachment 8.7A) “…while not planning to
achieve ISO 27001 certification in the near future, this assessment will aid the City of Perth in
understanding the Information Security effort required to bring the organisation in line with
good security practices, to aid with the remediation of any risks discovered during the
engagement, and to provide the building blocks to work towards alignment with ISO 27001.”
ES2 make mention within the Executive Summary of their report that the City has solid
information security foundations already in place. A number of positive attributes associated
with the City’s security practice has been highlighted by ES2 within the Executive Summary as
follows:
•

Strong technical and procedural controls particularly with respect to the server
infrastructure environment which has benefitted from the security uplift activities that
were required for PCI DSS compliance. (The Payment Card Industry Data Security
Standard (PCI DSS) is an information security standard for organisations that handle
branded credit cards from the major card schemes. This standard was created to
increase controls around cardholder data to reduce credit card fraud);

•

Network segmentation, end-point protection, vulnerability management, and incident
and event monitoring (provided by the Symantec Security Operations Centre) are in
place and providing good protection for the City of Perth’s information assets; and

•

The implementation of ITIL processes for operations and service management several
years ago have matured to help to control risks before they eventuate (e.g. change
management) as well as managing them post-incident (e.g. incident management). (ITIL,
formerly an acronym for Information Technology Infrastructure Library, is a set of
detailed practices for IT service management that focuses on aligning IT services with
the needs of the business. ITIL is the most widely accepted approach to IT service
management in the world).

The ES2 report highlights the top five recommendations from their review which upon
implementation will provide “…a considerable increase in the effectiveness and maturity levels
of information security across the business”. These top five recommendations have been
summarised from a number of different findings across the report and logically grouped to
assist the City better understand the work required to increase their security maturity, and
are as follows:
•

Develop an Information Security Governance Framework;

•

Drive an Information Security Culture Change program;

•

Page 181
Conduct an Information Classification Exercise;

•

Implement Technical Controls; and

•

Enhance the Security capability within the IT team.

Specific details under each of the above five recommendations are contained within the
Executive Summary section of the ES2 report on the ISO 27001:2013 Review (Attachment
8.7A).
The abovementioned recommendations were accepted by IT management following receipt
of the ES2 report in June 2019.
The ISO 27001:2013 Review is the first deliverable of an information security program being
undertaken by ES2. The second deliverable is a roadmap of key initiatives required to align
business and IT operations to the ISO 27001:2013 standard. IT were awaiting the appointment
of an ICT Services Unit Manager (refer Purpose and Background section above), prior to
inviting ES2 back into the City to develop the abovementioned roadmap. As at the date of this
report, ES2 consultants were scheduled to meet with key ICT staff to commence the
development of the roadmap in early November 2019.
The last deliverable of the ES2 program is the ISO 27001:2013 Final Audit. After remediation
of the identified gaps, ES2 will conduct a final audit of the City’s IT security environment and
report on the effectiveness of improvement actions and note any outstanding items.
Office 365 Connectivity and Performance Review
In June 2019, IT consultancy firm Dimension Data were engaged to investigate performance
issues relating to connecting to the City of Perth Microsoft Office 365 (O365) tenant. These
performance issues comprised extensive login times, followed by slow performance whilst
connecting both internally and externally to O365. Dimension Data were requested to
investigate the following items:
•

Investigate and identify any issues with connectivity from the internal network to O365
Services;

•

Investigate and identify any issues with connectivity from the external network to O365
Services;

•

Provide guidance and best practice recommendations to remediate any issues
identified; and

•

Provide a summary of findings and recommendations post investigation.

Dimension Data within their report on this review have made a number of IT technical findings
and recommendations in relation to user connectivity and authentication within Office 365
(refer Attachment 8.7B).
There are also a number of additional service findings and recommendations within the
Dimension Data report including reducing the number of global admin accounts (for Systems
Administrators) which were identified to be in place since implementation of Office 365
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in 2017. These accounts provide access to most management features and data across
Microsoft online services. As a result, multiple global admin accounts create a security risk.
The Microsoft System Specialist has advised that as at 28 October 2019, around 70% of the
recommendations highlighted within the Dimension Data report had been addressed with
work continuing on addressing the remaining recommendations.
Office 365 Security Optimisation Assessment
In July 2019, an Office 365 Security Optimisation Assessment was undertaken by Microsoft as
a value add service provided under the City’s agreement with Microsoft. This assessment was
planned separate from the abovementioned Office 365 Connectivity and Performance
Review. The City’s Microsoft System Specialist has advised that this assessment will be
undertaken again in 2020.
For this Office 365 Security Optimisation Assessment, the City had engaged Microsoft to
provide recommendations in order to optimise the security posture of their Office 365 tenant,
focussing on email security, identity, SharePoint Online, and Skype for Business Online.
A report on this assessment is dated 8 August 2019. Introduction, Executive Summary and
Findings Table sections of this report can be found within Attachment 8.7C. As per the
Introduction section the following was included within the scope of this assessment:
•

Conduct a full security assessment of the current configuration of the Office 365 tenant;

•

Highlight any remediation items that need to be completed to align with recommended
practices; and

•

Provide contextualised education and information on Office 365 security features.

The report contains a total of 65 security issue findings. The Executive Summary section of the
report (Attachment 8.7C) highlights items identified by Microsoft to be high risk or in
contradiction with the City’s security policies.
The security issue findings for this assessment have been classified by Microsoft based on their
recommendations. Recommendation classifications are colour-coded and described below.
Microsoft recommendation classification
Change Strongly Recommended
Items within this rating are likely to have a significant
risk exposure on the security of your organisation’s
tenant, therefore, change is strongly recommended.
Change Recommended
Items within this rating are likely to have some
impact towards your organisation’s security posture.
Review against your organisation’s policies
Your organisation may have security policies in place
which the current configuration may impact. Review
the configuration item to determine if it fits in line
with your organisation’s security policies.
Total

Number for City of
Perth assessment
25

28
12

65

Page 183
The 25 security issue findings classified by Microsoft as “Change Strongly Recommended”
have been listed on a Remediation Planning Spreadsheet. As a result of discussions with the
City’s Microsoft System Specialist, it was determined that as at 28 October 2019, 13 out of 25
of these security issue findings have been addressed with work carrying out on a continual
basis for addressing the remaining findings. It was confirmed by the Microsoft System
Specialist that it is planned to address the remaining security issue findings (those classified
as “Change Recommended” or “Review against your organisation’s policies”), following the
City addressing all items classified as “Change Strongly Recommended”.
As advised by the Coordinator Infrastructure, the recommendations from the Office 365
Security Optimisation Assessment provide the details around the required IT security controls
highlighted within the ISO 27001:2013 Review carried out by ES2 (refer above).
Microsoft have applied one of the following “Cybersecurity Functions” to each of the 65
classified recommendations:
•

Protect – Use preventative measures to harden the organisation from security threats;

•

Detect – Process information and signals when security incidents have occurred; or

•

Respond – Remediate issues uncovered as part of a security incident.

According to the Coordinator Infrastructure, during their review Microsoft tested the integrity
of the City’s network and found no indication of suspicious activity.
It should be noted that there is duplication in the recommendations of the Office 365 Security
Optimisation Assessment and the Office 365 Connectivity and Performance Review. However,
as confirmed by the Coordinator Infrastructure, the Office 365 Security Optimisation
Assessment is the current key document for the improvement of IT security controls within
the City.
Existing information security controls
Payment Card Industry Data Security Standard
The City’s IT security controls have been audited by Qualified Security Assessors and assessed
to be compliant in 2017, 2018 and 2019 (evidence sighted) with the Payment Card Industry
Data Security Standard (PCI DSS). This standard is a comprehensive set of controls designed
to protect credit card data while in the hands of merchants. The City has leveraged the
technologies, processes and governance required under the PCI DSS to maintain a high level
of security across all critical systems.
The comprehensive controls required under PCI DSS encompass many IT security domains
including:
•

Secure administration and system configuration;

•

Change, vulnerability, threat and incident management;

•

Threat detection capabilities, antimalware, intrusion detection, event logging and
monitoring;

•
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Policy enforcement, user awareness and training;

•

On-boarding/off-boarding processes and access control;

•

Encryption and key management; and

•

Annual security (penetration) testing for applications, servers and network.

ES2 identified from their ISO 27001:2013 Review (Attachment 8.7A) that the City has “…strong
technical and procedural controls particularly with respect to the server infrastructure
environment which has benefitted from the security uplift activities that were required for PCI
DSS compliance.”
Information Technology Infrastructure Library (ITIL) processes
As previously mentioned, Information Technology Infrastructure Library (ITIL) is a set of
detailed practices for IT service management that focuses on aligning IT services with the
needs of the business.
ITIL processes allow the management of IT incidents whether security related or not in a
quality practiced manner to reduce the impact to the City’s operations and mitigate future
threats from lessons learned.
During the ISO 27001:2013 Review, ES2 noted (Attachment 8.7A) that “…the implementation
of ITIL processes for operations and service management several years ago have matured to
help to control risks before they eventuate (eg change management) as well as managing them
post-incident (eg. incident management).”
Strategic relationships with IT security companies
The ICT Unit maintains strategic relationships with a number of IT security companies. These
companies are engaged to provide specialist services such as threat feeds and alerts,
computer forensic services and technology specific advice on an as needed basis.
Policies, plans and training
Two organisational policies relating to information security are in place: 13 – End User ICT
Information Security Policy; and 14 – ICT Operational Security Policy.
An IT Strategic Plan 2018 to 2022 has been established with Cyber Security listed as a strategic
objective for 2019. This strategic plan is to be succeeded by an ICT Strategy with ICT security
across the organisation as an objective of this new strategy.
An Information Governance project is underway within the organisation. This project has two
parts – an Information Governance Framework and Information Governance Policy. The
Information Governance Framework is being managed by the ICT unit and is currently at a
proof of concept stage. This framework will result in the implementation of a new cyber
security governance framework and update of existing information security policies.
An Information Governance Policy is to be developed by the Information Management section
of the Governance Unit.
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Finally, staff must complete IT Security Awareness training via the City Learn system as part of
the induction process and the annual staff refresher training programme.
Risk management
The City’s Risk Management Team undertake business unit operational risk assessment
workshops involving key unit staff. Risks are identified from these workshops, documented
and assessed by the team.
During an IT risk assessment workshop undertaken in October 2018, the following risk in
relation to IT security was identified:
•

Failure to provide Information Technology security which adequately protects the City’s
IT systems and data against breaches, viruses, malware and intrusions.

Controls effectiveness for the above risk identified in October 2018 was assessed as adequate
and a risk rating of medium was assigned to this risk by the Risk Management Team.
The above risk was reassessed in June 2019 via a workshop facilitated by the Risk Management
Team with key IT staff. This reassessment also resulted in the team arriving at a controls
effectiveness rating of adequate and risk rating of medium for this risk.
As sighted, the above risk is included within the latest IT Unit Business Plan 2018/19 with an
action description of semi-annual review, which is in line with the City’s Risk Acceptance
Criteria for a risk with a medium risk rating.

Financial Implications:
There are no financial implications related to this report.

Comments:
The abovementioned information security assessments carried out in 2019 have provided ICT
with a firm understanding of where the City is positioned with its information security and
what is needed to be put into place to improve this security.
A high priority has been assigned by ICT to implementing the recommendations to improve
technical information security controls as outlined within the Dimension Data and Microsoft
information security assessment reports. ICT has demonstrated that it is well advanced in
implementing these recommendations.
The ES2 review to benchmark the City against ISO 27001 has resulted in five key
recommendations to improve information security maturity. These recommendations have
been accepted by ICT management. Development of a roadmap towards ISO 27001
certification has commenced with ES2.
The overall conclusion from this review is that the City already has solid information security
foundations in place (as confirmed by ES2 and in discussions with ICT staff as mentioned
above), however is demonstrating a willingness to improve on this security by implementing
the recommendations made from the abovementioned information security assessments. In
addition, the City has made a commitment to increasing its information security maturity by
taking the first steps towards certification with ISO 27001.

Page 186
The cooperation and assistance received from the Coordinator Infrastructure, Microsoft
System Specialist and Manager ICT to enable the completion of this review is appreciated.
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CONFIDENTIAL ATTACHMENTS 8.7A, 8.7B AND 8.7C
ITEM 8.7 – INTERNAL AUDIT PLAN 2019/20 – CYBER SECURITY
REVIEW
FOR THE AUDIT AND RISK COMMITTEE MEETING
19 NOVEMBER 2019
DISTRIBUTED TO COMMITTEE MEMBERS UNDER SEPARATE COVER

Report to the Audit and Risk Committee
Agenda
Item 8.8
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Internal Audit 2019/20 – Investments Audit

Recommendation:
That Council APPROVES the Investments Audit October 2019 as part of the Internal
Audit Plan 2019/20, as detailed in Attachment 8.8A.
FILE REFERENCE:
REPORTING OFFICER:
REPORTING UNIT:
RESPONSIBLE ALLIANCE:
REPORT AUTHOR DISCLOSURE OF INTEREST:
DATE:
ATTACHMENT/S:

P1026043-2
Niloha Mendoza, Assistant Internal Auditor
CEO Alliance
CEO
Nil
24 October 2019
Attachment 8.8A – Investments Audit Report
October 2019

Council Role:

☐

Advocacy

☒

Executive

When the Council advocates on its own behalf or on behalf of its
community to another level of government/body/agency.
The substantial direction setting and oversight role of the Council e.g.
adopting plans and reports, accepting tenders, directing operations,
setting and amending budgets.

☐
☐

Legislative

Includes adopting local laws, town planning schemes and policies

☐

Information

Quasi-Judicial When the Council determines an application/matter that directly
affects a person’s right and interests. The judicial character arises
from the obligation to abide by the principles of natural justice.
Examples of Quasi-Judicial authority include town planning
applications, building licences, applications for other permits/licences
(eg under Health Act, Dog Act or Local Laws) and other decisions that
may be appealable to the State Administrative Tribunal.
For the Committee to note.
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Legislation / Strategic Plan / Policy:
Legislation

Local Government (Audit) Regulations 1996

City of Perth Act 2016

Objects of the City of Perth
8(1)(a) - to provide for the good government of persons in
the City of Perth, including residents, ratepayers and
visitors

Integrated Planning and
Reporting Framework
Implications

Strategic Community Plan
Strategic Priority - Economic

Policy
Policy No and Name:

19.1 – Risk Management

Purpose and Background:
Approval of the Investments Audit completed in accordance with the Internal Audit Plan
2019/20.

Details:
The results of this review are detailed in Attachment 8.8A.

Financial Implications:
There are no financial implications related to this report.

Comments:
Nil.

ATTACHMENT 8.8A
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Investments Audit October 2019

FINAL REPORT

Review Undertaken Niloha Mendoza
By:
Assistant Internal Auditor
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Investments Audit – October 2019
Controls over the management of the City’s financial investments.
Areas for
review
Period of
Audit Field
Work

September/October 2019.

Background

The City has a significant financial investment portfolio with a market value of just
over $150 million as at 31 August 2019 (Investment Report as at 31 August 2019
produced for the Financial Management Taskforce). A majority of this portfolio is
held in bank term deposits (around 90% as at 31 August 2019) with the remainder
held in bank call accounts, mortgage backed securities and a share index fund.
Daily management of the City’s financial investment portfolio is undertaken by the
Funds Management Officer based within the Finance Unit. The City’s financial
investments is governed by various legislation, particularly sections 19 and 19C of
the Local Government (Financial Management) Regulations 1996. An independent
investment advisor has been engaged by the City to provide advice to facilitate the
effective management of the City’s financial investments within the parameters of
the legislative requirements.
The abovementioned investments present a large inherent financial risk for the
City. An audit of the City’s financial investments as part of the Internal Audit Plan
2019/20 was raised by the Internal Auditor with the Independent Member of the
Audit and Risk Committee on 21 March 2019. The Independent Member agreed
with the inclusion of this audit within the plan. A draft Internal Audit Plan 2019/20
including an Investments Audit was subsequently approved by the Audit and Risk
Committee and Council in May 2019. An audit on the management of the City’s
financial investments has not previously been undertaken by Internal Audit and is
therefore considered timely.

Objective

The objective of this audit is to obtain evidence to provide assurance that controls
over the management of the City’s financial investments are adequate.

Scope

The following areas were reviewed as part of this Investments Audit.








Recording and reconciliation of investments;
Compliance of investments with legislation;
Investment Policy and procedures;
Investment transactions;
Management reporting;
Investment Advisor; and
Investment performance.

Key controls within each of the above areas were examined.
As highlighted above, this audit covers the City’s financial investments only.

© City of Perth, 2019
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Investments Audit – October 2019
Approach
The following steps were undertaken in completing this audit:










A preliminary review of key controls over financial investments was undertaken
as well as a risk assessment.
An audit entry interview was held with key Finance Unit staff to confirm areas
for review.
An audit program was developed to test the adequacy of key controls within
each of the selected areas for review.
Testing was undertaken via discussions with relevant staff, review of applicable
documentation and sample testing as appropriate.
Results of testing were documented within audit working papers.
A number of findings were identified from testing and these were discussed
and agreed with key Finance Unit staff.
Formal responses from relevant management to the recommendations of
these findings were obtained.
A report (this report) was then drafted summarising the results of the audit and
provided to key Finance Unit staff for feedback.
The final report will be presented to the Audit and Risk Committee Meeting to
be held on 19 November 2019.

Conclusion

Testing has provided evidence to provide assurance that a number of controls over
the management of the City’s financial investments are adequate. However,
controls over investments reconciliations, policy, procedures and reporting on
investment performance are in need of improvement as described below.

Areas
reviewed

This section provides a summary of tests undertaken and results of this testing for
each area reviewed.
Recording and reconciliation of investments
For this area of review, testing was undertaken to confirm that the City is
maintaining an adequate register of investments to enable compliance with
regulation 19 of the Local Government (Financial Management) Regulations 1996 as
well as appropriate reconciliations of investments are taking place.
The City was found to be maintaining an adequate register of investments as per
regulation 19. Investment balances, as recorded within the investment register for
sampled months of June and July 2019, were agreed to relevant supporting
documentation from banks and institutions e.g. statements, certificates.
It was confirmed that a monthly reconciliation of investment register to the general
ledger and bank statement are being undertaken by the Funds Management Officer
for the various types of investments held. However, these reconciliations are not
being reviewed by an officer independent from the processing of investments (refer
Findings and Recommendations section below).
Compliance of investments with legislation
As per section 6.14 of the Local Government Act 1995, financial investments
undertaken by local governments are required to comply with regulation 19 and 19C
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of the Local Government (Financial Management) Regulations 1996.
Regulation 19 requires internal control procedures for financial investments. The
City was found to be compliant with this regulation by establishing a policy,
procedure and maintaining an investment register.
Since its insertion on 20 April 2012, regulation 19C has provided the parameters for
making these investments. On the 20 May 2017, the timeframes for making
investments under regulation 19C were amended from 12 months to 3 years.
Current parameters for making financial investments under regulation 19C are as
follows:
Interest bearing deposits with authorised deposit‐taking institutions (ADIs –
Australian banks, building societies and credit unions) or the Western Australian
Treasury Corporation (WATC) for a term not exceeding 3 years.
Bonds guaranteed by the Commonwealth Government or State or Territory
government for a term not exceeding 3 years.
Investments must be in Australian currency only.





Clause 44 (Local Government Act 1995, Transitional provisions, Provisions for the
Local Government Amendment Act 2012, Schedule 9.3, Division 2) was inserted on 4
April 2012 to allow local governments to continue to hold any existing investments
made prior to insertion of abovementioned regulation 19C under grandfathering
arrangements but it does not allow reinvestment in these existing investments.
The City’s investment portfolio was reviewed for compliance with the requirements
of the abovementioned regulation 19C. This portfolio is comprised of the following
types of investments (as at 31 August 2019):
Type of investment
Call accounts
Term deposits
Managed funds
Mortgage backed securities
Total

Market Value ($)
8,983,619
132,750,000
5,961,798
2,447,660
150,143,077

The call accounts and term deposits are interest bearing deposits held with
authorised deposit‐taking institutions i.e. Australian banks. Call accounts do not
have a maturity date. The City’s term deposits are being held for less than one year.
As a result, call accounts and term deposits, as part of the City’s investment
portfolio, are complying with regulation 19C.
In 2008, the City invested in managed funds via Colonial First State (confirmed non‐
ADI) Share Index Fund. Investments in mortgage backed securities held with
Barclays Bank (confirmed ADI) were made in 2007 and 2011. These two types of
investments are not prescribed investment pursuant to regulation 19C above.
However, under abovementioned Clause 44, the City is allowed to continue to hold
these investments.
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Investment Policy and procedures

The City’s investment policy and procedures were reviewed to determine their
adequacy as a form of control.
Policy
As previously mentioned the City has established an investment policy, Council
Policy 9.3 Management of Investments. This policy was reviewed and was found to
contain outdated information in a number of instances as follows:




Investments in interest bearing deposits are limited in the policy to a term not
exceeding 12 months (this term is for no more than 3 years under current
regulation 19C).
Benchmark rate within the policy for measuring performance of investment
portfolio is the UBS Warburg 90 Day Bank Bill Index (the City currently uses the
AusBond Bank Bill Index as the benchmark rate).
The policy states that a monthly report will be provided to the Finance and
Budget Committee in support of investment activity (this committee is no
longer in place).

Evidence was obtained that the Council Policy 9.3 was last reviewed on 25 June
2013.
The abovementioned issues with Council Policy 9.3 are summarized within the
Findings and Recommendations section below.
Council Policy 9.3 Management of Investments provides credit guidelines to limit
the overall credit exposure of the portfolio (Global Credit Framework) and exposure
to individual ADIs and government (Institution Credit Framework). These credit
guidelines are based on Standard and Poors (S&P) global ratings system criteria for
financial institutions. An S&P credit rating is an opinion of the general
creditworthiness of an institution with respect to particular debt security or other
financial obligation as based on relevant risk factors.
In addition, Council Policy 9.3 has established a Term to Maturity Framework for the
City’s investment portfolio.
Testing for the months of June, July and August 2019 has confirmed that the City’s
overall credit exposure of the portfolio as well as of individual ADIs is within
maximum limits allowed as per policy. The City’s investment portfolio is also
maintained in accordance the abovementioned Term to Maturity Framework.
Procedure
The City’s Investment Procedures (PR0894) was reviewed and found to also contain
outdated information in a number of instances. Outdated information within this
procedure includes the following:
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current regulation 19C i.e. managed funds and structured instruments
(introduction of regulation 19C in April 2012 has restricted types of investments
to interest bearing deposits and bonds as described above).
 Investment advisor company and responsibility information within PR0894
(procedure refers to previous company and responsibility).
 PR0894 states that a monthly report will be provided to the Finance and Budget
Committee in support of investment activity (this committee is no longer in
place).
In addition, PR0894 does not make reference to Delegated Authority 1.2.13 Power
to Invest and Manage Investments; is not in line with current legislation; not linked
to Policy 9.3; and does not adequately describe all current processes for the
management of investments.
Evidence was obtained on Content Manager that a review of this procedure was last
completed on 18 August 2017 by the former Manager Finance. However, as
confirmed with the City Records section, no changes have been made from the
original procedure created on 18 March 2008.
The abovementioned issues with PR0894 are summarized within the Findings and
Recommendations section below.
Investment transactions
For this area of review, a sample of investment/interest transactions i.e.
withdrawals, deposits and transfers were traced to supporting documentation in
order to verify that transactions are being correctly:





Initiated;
Authorized;
Recorded/processed; and
Reported.

Supporting documentation examined included the following:







Investments Register;
General Ledger/transaction records within Finance 1;
Approvals undertaken as per Delegated Authority 1.2.13 Power to Invest and
Manage Investments.
Instructions given to the Banks by the City;
Bank confirmations/certificates; and
Bank statements.

Sample testing of investment transactions has provided evidence to verify that
these transactions are being correctly initiated, authorized, recorded/processed and
reported.
Management reporting
The Finance Unit reports on investment activity to the Financial Management
© City of Perth, 2019
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Taskforce and Council. This reporting is summarised below. A review of the accuracy
and timeliness of this reporting was undertaken.
 Investment monthly reports provided to the Financial Management Taskforce
(FMTF) include information on market value of investments within the
portfolio, investment income compared to budget and performance against
investment benchmarks.
 Information on the City’s investments is included within the Financial
Statements and Financial Activity Statement Report presented at monthly
Council meetings. This information includes investment balances and income
compared to budget.
 Information on investment earnings compared to budget, performance against
benchmarks as well as information on the City’s exposure to investment
institutions as per Policy 9.3 are all included within the monthly Investments
and Investment Return Report provided to Commissioners (Council) via the
Council Hub facility.
Investment information within the abovementioned reports were sample tested
for accuracy. This sample testing comprised verifying investment figures on the
June and July 2019 reports to relevant supporting records. Investment figures were
verified and as a result information within the above reports were found to be
accurate.
Abovementioned reports were also found to be provided in a timely manner except
for the Investments and Investment Return Report. The issue of the lack of
timeliness of providing this report is described within the Findings and
Recommendations section below.
Investment Advisor
The City has engaged via a quotation process an investment advisor, CPG Research
and Advisory Pty Ltd, to provide independent investment advisory services. CPG
has been engaged for the period 1 January 2017 to 31 December 2019.
For this area of the audit, evidence was sought that the investment advisor is
meeting obligations under its arrangement with the City.
As part of this arrangement, CPG is expected to provide the following deliverables:



A monthly investment report; and
Regular market update information.

Evidence was obtained that CPG is providing monthly investment reports on the
City’s investments for each of the following fund categories:
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CPG monthly investment reports for April and August 2019 were reviewed. This
review has determined that adequate market update information was found to be
incorporated within the above investment reports.
Page 2 of the quotation specification provides the following scope of work for the
investment advisor:
Provide investment advice to enable the effective management of the City’s
investments within the parameters of the compliance background;
Provide a monthly investment report to the City including valuations of the
City’s investments;
Provide advice on general economic and interest rate trends;
Monitoring of existing credit ratings of investments and institutions existing or
proposed; and
Attendance at taskforce, committee or Council meetings if required. This would
normally be limited to a maximum of one per annum.







CPG monthly investment reports for April and August 2019 were reviewed to
confirm that these reports are covering the abovementioned items. As a result of
this review, it is evident that CPG is providing within their monthly reports
appropriate investment advice, valuations, general economic and interest rate
trends as well as monitoring of existing credit ratings of investments and
institutions in accordance with the outlined scope of work.
Investment performance
Investment performance for the City’s portfolio was reviewed using the monthly
Investments and Investment Return Reports for the 2019 calendar year.
Interest earnings against budget
An analysis of investment earnings against budget from January to August 2019 is
provided within the table below.
Month
January 19
February 19
March 19
April 19
May 19
June 19
July 19
August 19

Actual interest $
Budget interest $ Variation $
598,965
373,287
225,678
676,383
369,673
306,710
434,748
347,077
87,671
491,138
329,014
162,124
447,029
309,383
137,646
522,422
263,165
259,257
444,883
260,576
184,307
92,180
411,082
(318,902)

The above table shows that actual interest exceeded budget in each month apart
from August 2019. Major determinant for exceeding budget in the months of
January, February, April, May, June and July 2019 was positive share market
performance (ASX 200 Index) resulting in good returns for the Colonial Share Index
Balanced Fund followed by interest earned on term deposits. For the month of
March 2019, interest earned on term deposits was the main factor for exceeding
© City of Perth, 2019
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budget followed by returns from the Colonial Share Index Balanced Fund.
The ASX 200 Index fell by 3.1% in August 2019 which resulted in a negative return
for the Colonial Share Index Balanced Fund. In addition, interest earnings on term
deposit investments was lowest in August 2019. These two factors contributed to
interest earnings being under budget by $318,902 for this month as shown within
the above table.
Average rates of investment portfolio compared to benchmark rates
Monthly Investments and Investment Returns reports for 2019 provide the average
rate for the City’s investment portfolio, benchmark rate (AusBond Bank Bill Index),
and the RBA cash rate.
The following table compares the average rate for the portfolio to the benchmark
rate and the RBA cash rate for each month in 2019.
Average
Rate
Benchmark
Rate
RBA Cash
Rate

Jan 19
3.91%

Feb 19
4.42%

Mar 19
2.89%

Apr 19
3.41%

May 19
3.21%

June 19
3.91%

July 19
3.63%

Aug 19
0.80%

2.14%

2.28%

1.97%

2.01%

1.79%

1.62%

1.42%

0.99%

1.50%

1.50%

1.50%

1.50%

1.50%

1.25%

1.01%

1.00%

As can be seen from the above table, average rate for the portfolio had exceeded
both the benchmark rate and the RBA cash rate for each month in 2019 except for
August 2019. The result for August 2019 is linked to the ASX 200 Index falling by
3.1% and low interest earnings for term deposits as previously mentioned.
The above tables demonstrate that, overall, monthly investment performance
objectives of exceeding budget interest earnings and benchmark rates are being
met.

Acknowledge The cooperation and assistance received from the Funds Management Officer
ments
and Acting Manager Finance to enable the completion of this review is
appreciated.

Sign off

______________________
Niloha Mendoza
Assistant Internal Auditor
22 October 2019
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Risk ratings applied to findings are based on the City of Perth Risk Management Framework (i.e.
extreme, high, medium, low).
The risk rating applied to each finding has been arrived at by following the methodology described
in the abovementioned framework i.e. identification of existing controls, consideration of risk
consequence and likelihood.
The timing of proposed action to address a finding is linked to the Risk and Audit Response Matrix
(refer last page of this report). This matrix was approved at the Audit and Risk Committee meeting
held in May 2019.
SUMMARY OF FINDINGS
The tables below summarise the findings of this review.
Extreme

High

Medium

Low

0

0

4

0

Risk rating

Finding
number

Summary of findings

Medium

1

Investment reconciliations are not being independently reviewed.

Medium

2

Medium

3

Medium

4

Council Policy 9.3 Management of Investments was found to contain
outdated information.
Investment Procedures PR0894 found to be out of date and
incomplete.
Monthly Investments and Investment Return Report not being
uploaded on the Council Hub in a timely manner.

Specific details of findings and recommendations are included in the next section.

© City of Perth, 2019

Page 10

Investments Audit – October 2019
FINDINGS AND RECOMMENDATIONS

Page 200

1. Investments Reconciliations

Risk Rating:

Medium

Issue
Monthly reconciliation of Investment Register, General Ledger and bank statements are being
undertaken by the Funds Management Officer for the various types of investments held. However,
these reconciliations are not being reviewed by an officer independent from the processing of
investments.
Implications
Absence of an independent review of investments reconciliations increases the risk of fraud,
errors and financial loss going undetected.
There is a lack of assurance that investment balances being provided within reports are reliable
and complete.
Independent review of investments reconciliations as recommended within the WA local
government accounting manual section 07 (Internal Control Framework) is not being followed.
Recommendations
Monthly investments reconciliations to be reviewed by an officer independent from the
processing of investments. This officer should sign and date the review.
Management response (Acting Manager Finance Unit as at 24 October 2019)
We acknowledge that there is no formal review and sign off of monthly investments
reconciliations.
Action Plan
The Budget and Capital Accountant to review and sign off on monthly investment reconciliations.
Person(s) responsible for implementing the actions
Funds Management Officer
Budget and Capital Accountant
Target Date
Immediately

© City of Perth, 2019
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2. Council Policy 9.3 Management of Investments

Risk Rating:

Medium

Issue
Council Policy 9.3 Management of Investments was found to contain outdated information
relating to allowed investments (as per legislation), benchmarking, reporting and review
requirements.
In relation to approved investments, Policy 9.3 restricts interest bearing deposits to a term not
exceeding 12 months. This is contrary to current regulation 19C of the Local Government (Financial
Management) Regulations 1996 which allows deposits for a term not exceeding 3 years (as from
12 May 2017).
Evidence was obtained that Council Policy 9.3 Management of Investments was last reviewed on
25 June 2013.
Implications
Council Policy 9.3 is not providing valid guidelines for the management of the City’s investments.
Policy 9.3 is not consistent and integrated with legislation.
Reliance on an outdated policy may result in the City not achieving its objectives in relation to
investments e.g. maximizing returns on investments.
Recommendations
Council Policy 9.3 to be reviewed and updated in line with current legislation and requirements for
management of investments.
Management response (Acting Manager Finance Unit as at 24 October 2019)
We acknowledge that Council Policy 9.3 requires reviewing and updating.
Action Plan
The Council Policy 9.3 will be reviewed and updated in line with current legislation and submitted
through Governance for approval at a Council Meeting.
Person(s) responsible for implementing the actions
Funds Management Officer
Acting Senior Management Accountant
Acting Manager Finance
Target Date
24 April 2020
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3. Investment Procedures
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Risk Rating:

Medium

Issue
Investment Procedures PR0894 was found to contain outdated information including types of
financial investments, investment advisor company and role, reporting arrangements on
investments as well as not making reference to relevant Delegation of Authority (Power to Invest
and Manage Investments) or adequately describing current processes for the management of
investments.
Evidence was obtained on Content Manager that a review of this procedure was last completed on
18 August 2017 by the former Manager Finance. However, as confirmed with the City Records
section, no changes have been made from the original procedure created on 18 March 2008.
Implications
Investment Procedures PR0894 is not supporting compliance with current legislative requirements
for investments, relevant policy, delegation of authority and current processes.
Outdated procedures do not promote clarity and continuity of operations for the management of
investments.
Accomplishment of established objectives and goals for investment operations may be
compromised due to inadequate procedures.

Recommendations
Investment Procedures PR0894 to be reviewed and updated to address the issues as described
above.
Management response (Acting Manager Finance Unit as at 24 October 2019)
We acknowledge that the Investment Procedures need to be reviewed and updated.
Action Plan
Investment Procedures will be reviewed and updated for approval by the Director.
Person(s) responsible for implementing the actions
Funds Management Officer
Acting Senior Management Accountant
Acting Manager Finance
Target Date
24 April 2020
© City of Perth, 2019
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Investments Audit – October 2019
4. Investments and Investment Returns Report

Risk Rating:

Medium

Issue
Specific information on financial investments and performance is produced monthly via the
Investments and Investment Return Report by the Finance Unit. This report shows earnings from
financial investments compared to budget and explanations for variances. In addition, it includes a
monthly average rate for the portfolio compared to benchmark rate and the RBA cash rate as well
as information on the City’s exposure to investment institutions in accordance with Policy 9.3.
The abovementioned report was previously provided as a Council report. However, since March
2018, following advice from the Governance Unit, this report is now to be provided by the Finance
Unit to the Commissioners via the Council Hub facility.
A check of the Council Hub on 5 September 2019 identified that the latest monthly Investments
and Investment Returns report uploaded on the hub was for August 2018. This matter was raised
with the former Manager Finance who admitted responsibility for not updating the Council Hub
with these monthly reports.
Monthly Investments and Investment Returns reports from September 2018 to June 2019 were
subsequently uploaded on the Council Hub on 6 September 2019 and July and Aug 2019 reports
on 10 September 2019 by the former Manager Finance.
Implications
Council is not being kept informed in a timely manner on financial investments and performance
including any significant budget variances in investment income and explanations for these
variances.
Good practice control of regular monitoring by Council of investment performance is not being
carried out on a consistent basis.
Recommendations
Monthly Investments and Investment Return Reports to be uploaded on the Council Hub on a
timely basis.
Management response (Acting Manager Finance Unit as at 24 October 2019)
We acknowledge that there have been delays in uploading the Monthly Investments and
Investment Return Reports on the Council Hub under the previous management.
Action Plan
The September reports were uploaded in a timely manner on the Council Hub. Management will
ensure that going forward, these reports are available on Council Hub by the end of the 3rd week
following the month to which these reports pertain to.

© City of Perth, 2019
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Person(s) responsible for implementing the actions
Acting Manager Finance
Target Date
Immediately.
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RISK AND AUDIT RESPONSE MATRIX
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RISK & AUDIT RESPONSE

Risk rating

Extreme

High

Medium

Low

Exceptions

Risk response *

Management MUST implement plans
immediately to address the risk, with
resultant actions implemented,
executed and revised risk being
accepted within 3 months from the
point of control breakdown, risk
environment changes or the risk is
identified and reported.

Management MUST implement plans
within 1 month to address the risk,
with resultant actions implemented,
executed and revised risk being
accepted within 9 months from the
point of control breakdown, risk
environment changes or the risk is
identified and reported.
Management is required to
DEMONSTRATE ASSURANCE that the
controls in place to keep the level of
risk at the medium level are
functioning adequately.
Management is required only to
DEMONSTRATE ASSURANCE that the
controls in place to keep the level of
risk at the low level are functioning
adequately.
Exceptions to the risk response and
acceptance can only be determined
by the Audit and Risk Committee,
through recommendation from the
Corporate OSH and Risk Management
Committee.

Audit response **
Management MUST implement plans immediately
to address the risk, with resultant actions
implemented, executed and revised risk being
accepted within 1 month from the point of control
breakdown.
Priority 1 action plan agreed with management to
immediately address control weakness and
implement improved control effectiveness within
1 month.
Management MUST implement plans within 1
month to address the risk, with resultant actions
implemented, executed and revised risk being
accepted within 3 months from the point of
control breakdown
Priority 2 action plan agreed with management
within 1 month to address control weakness and
implement improved control effectiveness within 3
months.
Priority 3 action plan agreed with management
within 1 month to address control weakness and
implement improved control effectiveness within 6
months.

Priority 4 action plan agreed with management
within 2 months for management to implement
improved control effectiveness within 6 months to
keep the level of risk at the medium/low or low
level.
Exceptions to the control breakdown response
protocol as well as subsequent risk acceptance
above can only be determined by the Audit and
Risk Committee, through recommendation from
the Corporate OSH and Risk Management
Committee.

*Risk Response actions explain residual risk treatment actions along with applicable timeframes for resolution.
** The Audit Response actions explain how to address a risk rated audit finding based on a control weakness that has been
identified along with applicable timeframes to address the control weakness and bring the risk back into appetite.
The risk response timeframes provided above have been determined with consideration of operational budget
planning processes. The audit response timeframes in line with the City’s risk acceptance criteria.
Note: The above Matrix was approved by the Audit and Risk Committee at their meeting held on 20 May 2019. This Matrix is to
apply to all risk and audit items reported to this Committee from August 2019.
© City of Perth, 2019
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Report to the Audit and Risk Committee
Agenda
Item 8.9
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Outstanding Audit Items – October 2019

Recommendation:
That the Audit and Risk Committee;
1. RECEIVES the report Outstanding Audit Items – October 2019; and
2. ACCEPTS the revised date for completion of actions to address the remaining issue
from the Compliance Audit Return Controls Review.
FILE REFERENCE:
REPORTING OFFICER:
REPORTING UNIT:
RESPONSIBLE ALLIANCE:
REPORT AUTHOR DISCLOSURE OF INTEREST:
DATE:
ATTACHMENT/S:

P1026043-2
Mario Cheldi, Internal Auditor
CEO Alliance
CEO
Nil
31 October 2019
Attachment 8.9A – Status of the implementation
of internal audit and other report
recommendations as at 31 October 2019
Attachment 8.9B – Risk and Audit Response
Matrix

Council Role:

☐

Advocacy

When the Council advocates on its own behalf or on behalf of its community
to another level of government/body/agency.

☒

Executive

☐
☐

Legislative

The substantial direction setting and oversight role of the Council e.g.
adopting plans and reports, accepting tenders, directing operations, setting
and amending budgets.
Includes adopting local laws, town planning schemes and policies

☐

Information

Quasi-Judicial When the Council determines an application/matter that directly affects a
person’s right and interests. The judicial character arises from the obligation
to abide by the principles of natural justice. Examples of Quasi-Judicial
authority include town planning applications, building licences, applications
for other permits/licences (eg under Health Act, Dog Act or Local Laws) and
other decisions that may be appealable to the State Administrative Tribunal.
For the Committee to note.
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Legislation / Strategic Plan / Policy:
Legislation
City of Perth Act 2016

Integrated Planning and
Reporting Framework
Implications
Policy
Policy No and Name:

Regulation 17 of the Local Government (Audit) Regulations
1996
Objects of the City of Perth
8(1)(a) - to provide for the good government of persons in
the City of Perth, including residents, ratepayers and visitors
Strategic Community Plan
Strategic Priority - Leadership

19.1 – Risk Management

Purpose and Background:
Provide a summary of the status of outstanding audit items as at 31 October 2019 to the Audit
and Risk Committee. This report is a standard item on the agenda for the Audit and Risk
Committee meeting.
Risk and Audit Response Matrix
A Risk and Audit Response Matrix was approved by the Audit and Risk Committee at their
meeting held on 20 May 2019. The Matrix (Attachment 8.9B) includes guidelines in relation to
addressing risk and audit items. Based on the risk rating assigned to these items, the Matrix
provides a timeframe for management to implement an action plan to address the items
arising from the risk and audit reviews carried out.
The report on the Risk and Audit Response Matrix considered by the Audit and Risk Committee
at its meeting held 20 May 2019 required that following its approval, the Risk Management
and Internal Audit Teams would apply the requirements of the Matrix to all risks and internal
audits reported to the Committee from August 2019.

Details:
Contract Management Review April 2018
Two internal audit recommendations remain outstanding for this review as at 31 October
2019.
The outstanding recommendations relate to contractor performance reviews and contract
variations (Attachment 8.9A).
These outstanding recommendations will now be addressed via the procurement
transformation process underway at the City. This process includes review and improvement
of the City’s procurement policies, procedures and processes. Procurement related functions
of purchasing, tendering and contract management are part of the scope of this review.
As a result of the significant work involved in the procurement transformation process, the
recently appointed Strategic Procurement Lead has confirmed that the timeframe for
addressing the outstanding recommendations from this review will be 30 April 2020. This
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timeframe was previously reported on the Outstanding Audit Items – April 2019 report
presented and accepted at the 20 May 2019 Audit and Risk Committee meeting.
A risk rating of high was assigned to the findings of the outstanding recommendations from
the Contract Management Review, which requires a three-month response (priority 2) as per
the Risk and Audit Matrix (Attachment 8.9B). However, the 30 April 2020 timeframe for
addressing these outstanding recommendations represent an exception under the Matrix due
to the abovementioned procurement transformation process.
Compliance Audit Return Controls Review July 2018
This review has led to a number of control improvements for facilitating compliance with key
legislative requirements under the Local Government Act 1995 (the “Act”) and Regulations, as
contained within the annual Compliance Audit Return.
The implementation of these control improvements has been followed up with various
relevant staff within the organisation. As at 31 October 2019, one control improvement has
yet to be implemented and remains outstanding (Attachment 8.9A). This control improvement
relates to the following:
•

Amend asset management policy guidelines to achieve alignment with the requirements
of section 3.58 (Disposal of property) of the Act.

The implementation of this control improvement has experienced several delays since original
agreed completion date of 31 August 2018.
A risk rating of high has been assigned to the issue of the above control improvement,
requiring a three-month response (priority 2) as per the new Risk and Audit Matrix (refer
Attachment 8.9B). The three-month response period has now elapsed.
However, a revised date of 30 November 2019 for completion of this control improvement
was considered by the Corporate OSH and Risk Management Committee at its meeting held 5
November 2019, and a request for acceptance of this revised date is now sought from the
Audit and Risk Committee.
Tender Process Review April 2019
A number of improvements to the City’s tender process were identified from this review
(Attachment 8.9A).
The management comments contained within the report on this review, which was presented
at the Audit and Risk Committee at its meeting held 20 May 2019, state that these tender
process improvements will be addressed as part of the procurement transformation process
(refer above) underway at the City. An estimated timeframe of 30 April 2020 for addressing
these tender process improvements as part of the procurement transformation process was
also specified within these management comments.
A risk rating has been applied to each of the tender process issues identified from this review.
Most of these tender process issues were given a high-risk rating with one assessed as medium
risk (Attachment 8.9A). In terms of the new Risk and Audit Matrix (Attachment 8.9B), the 30
April 2020 timeframe for addressing these process improvements represents an exception to
the outlined audit response timeframe within the matrix for addressing a finding with a high
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or medium risk rating (three months or six months). This exception was approved at the May
2019 Audit and Risk Committee meeting.

Financial Implications:
There are no financial implications related to this report.

Comments:
Provision of this report facilitates the monitoring of progress of action to implement the
outstanding audit items from prior audits carried out.
The format of Attachment 8.9A is based on an Australian National Audit Office template used
for the follow up of outstanding audit recommendations.

ATTACHMENT 8.9A
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Status of the implementation of internal audit and other report recommendations as at 31 October 2019
Progress status legend
Red: behind schedule
Orange: on track
Green: completed

Report title and date
considered by Audit
and Risk Committee
Contract
Management Review
May 2018

Compliance Audit
Return Controls
Review
August 2018
© City of Perth, 2019

Issue/ Recommendation
Contractor Performance Reviews.
a) Develop and disseminate a
standard template and guidelines
to assist Project Officers in
carrying out contractor
performance reviews.
b) The Contracts Section to develop
a procedure to capture and
monitor contractor performance
reviews undertaken by Project
Officers.
Contract Variations.
a) A procedure to report and
capture contract variations within
the Contracts Register to be
developed and communicated
within the organisation. This
procedure should align with Policy
9.8 Contract Variations ‐ Authority
to Incur a Liability.
b) Contract variations once captured
within the Contract Register to be
reviewed and monitored by the
Contracts Section.
Disclosures of Interest on Primary and
Annual Returns.

Progress
status

Finding
Risk
Rating
High

Staff
responsible for
implementation
Manager
Finance

Original
completion
date
31 July
2018

Revised
completion
date
30 April
20201

Strategic
Procurement
Lead

High

Comment
As reported at the May 2019 Audit and
Risk Committee the timeframe of 30 April
2020 to address these issues is due to the
“procurement transformation” process
underway at the City. This process is being
led by the Strategic Procurement Lead and
includes review/improvement of the City’s
procurement policies, procedures and
processes. Procurement related functions
of purchasing, tendering and contract
management are part of the scope of this
review.
As a result of this process, tender and
contract management functions may be
carried out by a Procurement/Contracts
Team within the Finance Unit.
Discussions were held on 26 September
and 18 October 2019 with the Strategic
Procurement Lead. This officer has
confirmed that these issues as well as the
Tender Process Review issues as outlined
below will be addressed by 30 April 2020.

High

Governance
Coordinator

2018/19
f/year

1 July 2019

Page 1

Attain software was successfully
implemented and is being used by the
Governance Unit. Confirmed on 1 July
2019.
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Status of the implementation of internal audit and other report recommendations as at 31 October 2019
Report title and date
considered by Audit
and Risk Committee

Issue/ Recommendation
a)

Implementation of a software tool
for managing gifts and Primary and
Annual Returns.
b) HRIS information on employee
movements to identify employees
with a delegated authority required
to complete a Primary or Annual
Return.
Disposal of Property ‐ Local Public Notice
a) Amend relevant policy guidelines
to achieve alignment with section
3.58 (Disposal of property) of the
Act.

b) Amend relevant procedure and
form to achieve alignment with
section 3.58 of the Act.
Tender Process
Review
May 2019
(continued below)

© City of Perth, 2019

Tender Public Notice (advertisement)
a) Relevant procedures (PR0286 –
Procedure for Tender/Expressions
of Interest Advertisement) should
be updated to require the capture
within Content Manager of all
advertisements relating to a
tender.

Progress
status

Finding
Risk
Rating

Staff
responsible for
implementation

High

Project Manager
of HRIS project

High

Manager Asset
Management
(now Manager
Infrastructure &
Assets)

Original
completion
date

31 August
2018

High

Medium

Revised
completion
date

Comment

October
2019

New HRIS payroll system is in place since
July 2019. Monthly HRIS report on all staff
movements has commenced from
September 2019. Confirmed on 8 October
2019.
As advised by Manager Infrastructure &
Assets, policy guidelines relating to
meeting the requirements of section 3.58
of the Act will be provided via the Asset
Management Framework.

30
November
20192

September
2019

Strategic
Procurement
Lead

30 April
20201

Contracts
Administrator

Page 2

Manager Infrastructure & Assets has
confirmed on 11 October 2019 that the
Asset Management Framework is
complete. However, references and titles
within the framework need to be updated
to reflect the new structure of the City.
General Manager approval of the
framework will be sought thereafter in
November 2019.
Acting Director Corporate Services has
confirmed that he has now approved the
Disposal of Assets Procedure and Form
which are now published on the Intranet.
Confirmed on 5 September 2019.
This issue is being addressed via the
Procurement transformation process.
Refer comments above under Contract
Management Review.
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Status of the implementation of internal audit and other report recommendations as at 31 October 2019
Report title and date
considered by Audit
and Risk Committee
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Issue/ Recommendation
b) All advertisements relating to a
tender to be captured within
Content Manager to evidence
compliance with legislation.
Conflicts of interest declarations
Panel member disclosures of interest.
a) The General Disclosure of Interest
Form to be amended to have
provision for recording “no
disclosure of interests”.
b) The Evaluation Workbook to be
amended to require all panel
members (and technical/specialist
advisors to the evaluation panel if
applicable) to complete a General
Disclosure of Interest Form
regardless of whether a conflict of
interest exists or not.
Tenderer disclosures of interest.
c) Update the Tender Evaluation
Workbook and relevant procedures
to cover how a disclosure of
interest within a tender submission
is to be dealt with.
Disclosures of interest from
tenderers should be assessed by
Governance.
Declaration of Confidentiality.
The Tender Evaluation Workbook to be
amended to require Technical and
Specialist Advisors to the Evaluation Panel
to complete a Declaration of
Confidentiality Form.

Progress
status

Finding
Risk
Rating

Staff
responsible for
implementation

Original
completion
date

High

Governance
Coordinator

30 April
20201

Revised
completion
date

Contracts
Administrator

Strategic
Procurement
Lead

This issue is being addressed via the
Procurement transformation process.
Refer comments above under Contract
Management Review.
The General Disclosure of Interest Form
updated on 21 May 2019.

This issue is being addressed via the
Procurement transformation process.
Refer comments above under Contract
Management Review.

Strategic
Procurement
Lead

High

Comment

30 April
20201

This issue is being addressed via the
Procurement transformation process.
Refer comments above under Contract
Management Review.

30 April
20201

This issue is being addressed via the
Procurement transformation process.
Refer comments above under Contract
Management Review.

Contracts
Administrator
Governance
Coordinator
High

Strategic
Procurement
Lead
Contracts
Administrator
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Status of the implementation of internal audit and other report recommendations as at 31 October 2019
Report title and date
considered by Audit
and Risk Committee

Issue/ Recommendation
Tender Evaluation Panel
The Evaluation Tender Workbook and
relevant tender procedures to be updated
to include a process for authorizing the
changing of tender evaluation panel
members.
Authority to change tender panel
members to be confirmed with
Governance Coordinator to ensure that
regulatory requirements are being met
and aligned to Delegation of Authority
1.2.9 Expressions of Interest and Tenders.
Seeking clarifications from tenderers
Tender Evaluation Workbook and relevant
tender procedures should be updated to
require that the seeking of clarifications
from tenderers by the City in relation to
information contained in their tender
submissions be undertaken by relevant
authority only as per Delegated Authority
1.2.9.
Tender documentation
A checklist of all relevant tender
documentation to be developed and
included within the Tender Evaluation
Workbook for relevant Project Officer to
complete for each tender.

Progress
status

Finding
Risk
Rating
High

Staff
responsible for
implementation
Strategic
Procurement
Lead

Original
completion
date
30 April
20201

Revised
completion
date

Contracts
Administrator

High

Strategic
Procurement
Lead

Strategic
Procurement
Lead

This issue is being addressed via the
Procurement transformation process.
Refer comments above under Contract
Management Review.

30 April
20201

This issue is being addressed via the
Procurement transformation process.
Refer comments above under Contract
Management Review.

30 April
20201

This issue is being addressed via the
Procurement transformation process.
Refer comments above under Contract
Management Review.

Contracts
Administrator

High

Comment

Contracts
Administrator

Notes
The timeframe of 30 April 2020 for addressing the issues within the Contract Management Review and Tender Process Review is considered an exception under the Risk and Audit
Response Matrix (see attachment). This exception was accepted by the Audit and Risk Committee on 20 May 2019.
1

2

Revised date of 30 November 2019 for the consideration of the Corporate OSH and Risk Management Committee and to be accepted by the Audit and Risk Committee.
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ATTACHMENT 8.9B

RISK AND AUDIT RESPONSE MATRIX Page 214
RISK & AUDIT RESPONSE

Risk rating

Extreme

High

Medium

Low

Exceptions

Risk response *

Management MUST implement plans
immediately to address the risk, with
resultant actions implemented,
executed and revised risk being
accepted within 3 months from the
point of control breakdown, risk
environment changes or the risk is
identified and reported.

Management MUST implement plans
within 1 month to address the risk,
with resultant actions implemented,
executed and revised risk being
accepted within 9 months from the
point of control breakdown, risk
environment changes or the risk is
identified and reported.
Management is required to
DEMONSTRATE ASSURANCE that the
controls in place to keep the level of
risk at the medium level are
functioning adequately.
Management is required only to
DEMONSTRATE ASSURANCE that the
controls in place to keep the level of
risk at the low level are functioning
adequately.
Exceptions to the risk response and
acceptance can only be determined
by the Audit and Risk Committee,
through recommendation from the
Corporate OSH and Risk Management
Committee.

Audit response **
Management MUST implement plans immediately
to address the risk, with resultant actions
implemented, executed and revised risk being
accepted within 1 month from the point of control
breakdown.
Priority 1 action plan agreed with management to
immediately address control weakness and
implement improved control effectiveness within
1 month.
Management MUST implement plans within 1
month to address the risk, with resultant actions
implemented, executed and revised risk being
accepted within 3 months from the point of
control breakdown
Priority 2 action plan agreed with management
within 1 month to address control weakness and
implement improved control effectiveness within 3
months.
Priority 3 action plan agreed with management
within 1 month to address control weakness and
implement improved control effectiveness within 6
months.

Priority 4 action plan agreed with management
within 2 months for management to implement
improved control effectiveness within 6 months to
keep the level of risk at the medium/low or low
level.
Exceptions to the control breakdown response
protocol as well as subsequent risk acceptance
above can only be determined by the Audit and
Risk Committee, through recommendation from the
Corporate OSH and Risk Management Committee.

*Risk Response actions explain residual risk treatment actions along with applicable timeframes for resolution.
** The Audit Response actions explain how to address a risk rated audit finding based on a control weakness that has been identified
along with applicable timeframes to address the control weakness and bring the risk back into appetite.
The risk response timeframes provided above have been determined with consideration of operational budget planning processes.
The audit response timeframes in line with the City’s risk acceptance criteria.
Note: The above Matrix was approved by the Audit and Risk Committee at their meeting held on 20 May 2019. This Matrix is to
apply to all risk and audit items reported to this Committee from August 2019.

