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Notice of Meeting
27 February 2017
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Committee Room 1
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27 St Georges Terrace, Perth

Agenda
ORDER OF BUSINESS AND INDEX
1

Declaration of Opening

2

Apologies and Members on Leave of Absence

3

Question Time for the Public

4

Confirmation of minutes – 31 October 2016 and 22 November 2016

5

Correspondence

6

Disclosure of Members’ interests

7

Matters for which the meeting may be closed
In accordance with Section 5.23(2) of the Local Government Act 1995, the meeting will be
required to be closed to the public prior to discussion of the following:
Item No.
Confidential
Item 8.2 and
Confidential
Attachment
8.2A
Confidential
Item 8.3 and
Attachment
8.3A
Confidential
Item 8.4 and
Confidential
Attachment
8.4A

Item Title
Appointment of External Member – Audit and Risk
Committee

Reason
s5.23(2)(e)(iii)

2016 Compliance Audit Return

s5.23(2)(e)(iii)

Outstanding Internal Audit Recommendations –
February 2017

s5.23(2)(a)

In accordance with Section 5.23(2) of the Local Government Act 1995, should an Elected
Member wish to discuss the content of the confidential attachments listed below, it is
recommended that Council resolve to close the meeting to the public prior to discussion of
the following:

Please convey apologies to Governance on 9461 3250
or email governance@cityofperth.wa.gov.au
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Item No. and Title
No.
Confidential
Item 8.1 – Risk Management, and Crisis and Business
Attachments Continuity Management Framework
8.1C and 8.1D
Confidential
Attachment
8.5A
8

Item 8.5 – Internal Audit 2016/17 – Contract
Payment Review

Reason
s5.23(2)(e)(iii)

s5.23(2)(e)(iii)

Reports
8.1 ‐ Risk Management, and Crisis and Business Continuity Management Framework
8.2 ‐ Appointment of External Member – Audit and Risk Committee
8.3 ‐ 2016 Compliance Audit Return
8.4 ‐ Outstanding Internal Audit Recommendations – February 2017
8.5 ‐ Internal Audit 2016/17 – Contract Payment Review

9

Motions of which Previous Notice has been given

10

General Business
10.1 ‐ Responses to General Business from a Previous Meeting ‐ Nil
10.2 ‐ New General Business

11

Items for consideration at a future meeting
Outstanding Reports: Nil

12

Closure

ROBERT MIANICH
DIRECTOR CORPORATE SERVICES
23 February 2017
This meeting is open to members of the public

Please convey apologies to Governance on 9461 3250
or email governance@cityofperth.wa.gov.au
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October 2017

TERMS OF REFERENCE:
1.

[Adopted OCM 24/11/15]

The Audit and Risk Committee’s role, in accordance with Regulation 16 of the Local Government (Audit)
Regulations 1996, is to provide guidance and assistance to the local government regarding:
a.

the matters to be audited;

b.

the scope of audits; and

c.

financial, risk and compliance management functions as prescribed in the Local Government Act 1995;
as well as

d.

other matters specified in these Terms of Reference.

2.

The Committee may resolve to request the Chief Executive Officer (CEO) to provide any information or make
arrangements to provide independent expert advice, as appropriate and required by the Committee in order
to fulfil its duties and responsibilities.

3.

The Committee is to review and make recommendations to the Council regarding:
a.

b.

c.

Financial Management
i.

the annual Financial Statements with a view to being satisfied as to their accuracy and timeliness
and the inclusion of prescribed disclosures and information;

ii.

changes in accounting practices, policies and material changes in accounting treatment, providing
advice on the appropriateness of implementation strategies; and

iii.

the City’s financial status and performance.

Risk Management
i.

the City’s risk management strategies and policies;

ii.

the adequacy of the City’s risk management systems and practices; and

iii.

the management of strategic risks, identifying as appropriate, specific risks for more detailed
review and response.

Internal Controls
i.

the standard and effectiveness of the City’s corporate governance and ethical considerations;

(Cont’d)

ii.

iii.
d.

e.

the integrity, adequacy and effectiveness of the City’s financial and administration policies,
systems and controls in providing financial and governance information which:


is accurate and reliable;



complies with legislative obligations and requirements;



minimises the risk of error, fraud, misconduct or corruption; and

the efficiency and effectiveness on achievement of objectives.

Legislative Compliance
i.

the integrity, adequacy and effectiveness of the City’s systems and controls for legislative
compliance;

ii.

the level of compliance with legislative obligations as well as the City’s policies;

iii.

the CEO’s report on the review of the City’s legislative Compliance systems, at least once
biennially; and

iv.

the annual statutory Compliance Audit.

Internal and External Audit Planning and Reporting
i.

the process to select and the appointment of an External Auditor;

ii.

the integrity, adequacy and effectiveness of the City’s Internal Audit Plan and External Audit Plan;

iii.

reports, findings and recommendations arising from Internal and External Audits;

iv.

the audit of the City’s Annual financial statements;

v.

the integrity, adequacy and effectiveness of the management response and any actions proposed
to be taken to address issues raised by the Internal or External Auditor; and

vi.

the oversight and monitoring of implementation of agreed actions.

Delegated Authority 1.1.3 – Audit and Risk Committee provides authority for the Committee to fulfil the
duty of the Council to meet with the City’s External Auditor at least once per year [s.7.12A(2)].

INFORMATION FOR THE PUBLIC ATTENDING COMMITTEE MEETINGS
Question Time for the Public


An opportunity is available at all Committee meetings open to members of the public to ask a question about
any issue relating to the City. This time is available only for asking questions and not for making statements.
Complex questions requiring research should be submitted as early as possible in order to allow the City
sufficient time to prepare a response.



The Presiding Person may nominate a Member or officer to answer the question, and may also determine that
any complex question requiring research be answered in writing. No debate or discussion is allowed to take
place on any question or answer.



To ask a question please write it on the white Question Sheet provided at the entrance to the Council Chamber
and hand it to a staff member at least an hour before the meeting begins. Alternatively, questions can be
forwarded to the City of Perth prior to the meeting, by:





Letter: Addressed to GPO Box C120, Perth, 6839;



Email: governance@cityofperth.wa.gov.au.

Question Sheets are also available on the City’s web site: www.perth.wa.gov.au.

Deputations
A deputation wishing to be received by a Committee is to apply in writing to the CEO who will forward the written
request to the Presiding Member. The Presiding Member may either approve the request or may instruct the CEO to
refer the request to the Committee to decide whether or not to receive the deputation. If the Presiding Member
approves the request, the CEO will invite the deputation to attend the meeting.
Please refer to the ‘Deputation to Committee’ form provided at the entrance to the Council Chamber for further
information on the procedures for deputations. These forms are also available on the City’s web site:
www.perth.wa.gov.au.

Disclaimer
Members of the public should note that in any discussion regarding any planning or other application that any
statement or intimation of approval made by any Member or officer of the City during the course of any meeting is
not intended to be and is not to be taken as notice of approval from the City. No action should be taken on any item
discussed at a Committee meeting prior to written advice on the resolution of the Council being received.

Any plans or documents contained in this agenda may be subject to copyright law provisions (Copyright Act 1968, as
amended) and the express permission of the copyright owner(s) should be sought prior to their reproduction.

EMERGENCY GUIDE
Council House, 27 St Georges Terrace, Perth

The City of Perth values the health and safety of its employees, tenants, contractors and visitors. The
guide is designed for all occupants to be aware of the emergency procedures in place to help make an
evacuation of the building safe and easy.

BUILDING ALARMS
KNOW
YOUR EXITS

Alert Alarm and Evacuation Alarm.

ALERT ALARM

beep beep beep
All Wardens to respond.
Other staff and visitors should remain where they are.

EVACUATION ALARM / PROCEDURES

whoop whoop whoop
On hearing the Evacuation Alarm or on being instructed to evacuate:
1.

Move to the floor assembly area as directed by your Warden.

2.

People with impaired mobility (those who cannot use the stairs unaided)
should report to the Floor Warden who will arrange for their safe
evacuation.
When instructed to evacuate leave by the emergency exits. Do not use the lifts.

3.
4.

Remain calm. Move quietly and calmly to the assembly area in Stirling Gardens
as shown on the map below. Visitors must remain in the company of City of
Perth staff members at all times.

5.

After hours, evacuate by the nearest emergency exit. Do not use the lifts.
EVACUATION ASSEMBLY AREA
STIRLING
GARDENS

A

Assembly Area

A
COUNCIL

AA

BARRACK ST

STIRLING
GARDENS

PIER ST

CATHEDRAL AVE

ST GEORGES TCE

AA

A

AA

Alternate Assembly Area
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Report to the Audit and Risk Committee
Agenda
Item 8.1

Risk Management, and Crisis and Business Continuity
Management Framework

Recommendation:
That Council:
1.

approves the amended Risk Management Framework detailed in Attachment
8.1B;

2.

approves the Crisis and Business Continuity Management Framework detailed
in Confidential Attachment 8.1C; and

3.

notes the update on High and Extreme Risks detailed in Confidential
Attachment 8.1D.

FILE REFERENCE:
REPORTING UNIT:
RESPONSIBLE DIRECTORATE:
DATE:
ATTACHMENT/S:

P1013822‐3
Governance
Corporate Services
9 February 2017
Attachment 8.1A – Current Enterprise Risk Management
Framework
Attachment 8.1B – Amended Risk Management Framework
Confidential Attachment 8.1C – Crisis and Business
Continuity Management Framework
Confidential Attachment 8.1D – Update on High and
Extreme Risks
(Confidential Attachments distributed to Elected Members
under separate cover)

Legislation / Strategic Plan / Policy:
Legislation

Local Government Act 1995
Regulation 17 of the Local Government (Audit) Regulations
1996

Integrated
Planning
and Strategic Community Plan
Reporting
Framework Council Four Year Priorities: Capable and Responsive
Implications
Organisation
A capable, flexible and sustainable organisation with a
strong and effective governance system to provide
leadership as a capital city and deliver efficient and
effective community centred services
Policy
Policy No and Name:

19.1 – Enterprise Risk Management
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Financial Implications:
ACCOUNT NO:
BUDGET ITEM:
BUDGETED AMOUNT:
AMOUNT SPENT TO DATE:
PROPOSED COST:
BALANCE REMAINING:
ANNUAL MAINTENANCE:
ESTIMATED WHOLE OF LIFE
COST:

75B21000‐7230
Risk Management
$5,000
$0
$2,400
$2,600
N/A
$5,000

All figures quoted in this report are exclusive of GST.

Purpose and Background:
The City of Perth is progressing in implementing the recommendations from the maturity
assessment in line with the road map. This report provides an update on the milestones
achieved in the last three months following the Council meeting held on 22 November 2016.
The amended Risk Management and Crisis and Business Continuity Framework documents
are included in this report for endorsement by Council.

Details:
RISK MANAGEMENT UPDATE
The following table is a representation of the “road map” from the maturity assessment and
outlines the next 12 months of the program.

Stage 4

Stage 1

Stage 2

Mandate and
Commitment

Stage 3

Manage Risks

Policy, Appetite
and Framework

Endorsement from
Council for
implementation and
ongoing
commitment of risk
program

Roles and
Responsibilities

Adopted Risk Policy,
Appetite Statement,
Assessment Criteria
and Framework

Defined roles and
responsibilities,
awareness of Risk
Management Policy,
Appetite and
Framework

Developed
Organisational Risk
Themes.

Completed

Completed
In progress

Rationalise and
refine strategic,
operational, hazard
and project risk
registers and
integrate and align
with planning
framework
In progress

Stage 5
Implement
Assurance
Assurance plan
implemented to
ensure effectiveness
of risk management
processes. Controls
and treatments are
in place
Pending
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In line with the road map, the below milestones have been achieved:
1.

Stage 1 – Mandate and Commitment (Complete)

A briefing was conducted with the Executive Leadership Group (ELG) and Audit and Risk
Committee on the findings, recommendations and road map. The road map was endorsed
for implementation, with an agreement for updates to be provided to the Audit and Risk
Committee every quarter on how the City was progressing in implementing the road map.
2.

Stage 2 (partial) – Risk Management Policy (Complete)

The Enterprise Risk Management Policy has also been amended in line with the
recommendations in the risk maturity report. The changes include:






Removal of the word “Enterprise” in the policy title;
Additional objective to outline the commitment to achieve best practice in line with
the risk management standard ‐ AS/NZS ISO 31000 2009 Risk Management: Principles
and Guidelines;
Inclusion of Business Continuity Management in the policy; and
Formatting of the policy in line with the City’s new policy template.

The amended Council Policy 19.1 was endorsed by Council at its meeting held on
22 November 2016.
3.

Stage 2 (partial) – Risk Appetite Statement and Risk Assessment Criteria (Complete)

Facilitated workshops have been held with the ELG to review the City’s existing Risk Policy,
Appetite and Risk Assessment Criteria. The Risk Appetite Statement guides the City’s
decision making processes in regards to defining the acceptable level of risk the City is willing
to take, as well as, the amount of risk which the City is prepared to be exposed to before
necessary action is required.
The Risk Assessment Criteria defines the City’s criteria for assessing risks in line with the
Appetite set by ELG and will help guide decision making when it comes to management of
risks. The Risk Assessment Criteria has been amended in line with the recommendations in
the risk maturity report. The changes include;








Changes to the format of the consequence table for ease of use;
Changes to the people and financial categories in the consequence table to align with
the Risk Appetite Statement;
Changes to service delivery / strategic objectives category within the consequence
table to align with the Business Continuity provisions of service disruption times;
Change from moderate to possible in the likelihood table;
Risk acceptance criteria included in line with the maturity assessment
recommendations this determines the frequency to which risks are reviewed and
monitored; and
Criteria included to be used for measuring existing controls in relation to effectiveness.
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The Risk Appetite Statement and amended Assessment Criteria was endorsed by Council at
its meeting held on 22 November 2016.
As reported to the Audit and Risk Committee in October 2016, the Risk Policy, Appetite and
Criteria have been included in the amended Risk Management Framework, in line with the
recommendations of the risk maturity assessment.
4.

Stage 3 – Risk Management Framework, including roles and responsibilities

The Enterprise Risk Management Framework has been amended in line with the
recommendations in the risk maturity report. The changes include:











Removal of the work ‘enterprise’ from the title;
Inclusion of the reviewed Risk Management Policy 19.1, Risk Appetite and Assessment
Tables;
Incorporation of the Three Lines of Defence Governance Model;
Further aligning of risk management framework and practices with organisational
context and objectives, being the Integrated Planning and Reporting Framework;
Recognition of other existing City policies, standards and frameworks that address
organisational risks, these include Governance, Asset Management, Finance, Human
Resources, Occupational Safety and Health, Finance and Procurement Frameworks.
Review and customisation of roles and responsibilities within the risk management
framework;
Confirmation of Director Corporate Services as the Executive Sponsor for Risk
Management;
Clarification of the reporting and escalation of strategic, operational, hazards and
project risks; and
Provision of ongoing risk management training and awareness.

The amended Risk Management Framework is included in this report as Attachment 8.1B for
endorsement by the Audit and Risk Committee and Council.
5.

Stage 4 – Manage Risks

Operational Risks
Operational risk reviews for the City’s 30 business units have commenced. The risk reviews
are being done against the operational deliverables outlined in the unit business plans for
the 2017/18 financial year. The reviews align with the changes to the policy, framework and
are within the scope of the new risk appetite.
The reviewed operational risks will be reported through the City’s Corporate OSH and Risk
Management, and the Audit and Risk Committee once this process is complete. The risks will
then be subject to monitoring and reporting in line with the risk acceptance criteria on an
ongoing basis.
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Strategic Risk
Currently the City is reviewing the Strategic Community Plan using philosophies from Open
Government and Deliberative Democracy Approaches. A strategic risk analysis will be
conducted to feed into this process. This will be done in three parts as follows:




Post community feedback following the community engagement process;
During the development of community aspirations, goals and performance measures;
and
Upon finalisation of the Strategic Community Plan.

It is anticipated this analysis will commence in early May 2017, with the outcomes of this
process will be reported through the Audit and Risk Committee. Once finalised, the strategic
risks will also be subject to monitoring and reporting in line with the risk acceptance criteria.
6. Stage 5 – Implement Risk Assurance
Risk assurance activities are included the City’s Internal Audit Plan. A validation of critical
and major risk mitigation strategies is planned to take place in June 2017. The reviewed risk
registers will be included as part of this validation, with the outcomes reported through to
the Audit and Risk Committee by the Internal Auditor.
Recommendations from the risk maturity assessment report which relate to risk assurance
have been incorporated into the Risk Management Framework.
CRISIS AND BUSINESS CONTINUITY MANAGEMENT UPDATE
The City’s Crisis Management and Business Continuity Framework document has been
finalised and is included in this report for endorsement (refer to Confidential Attachment
8.1C).
The framework provides the process by which the City mitigates business disruption risks
and affirms the City’s commitment to ensuring the continuity of priority services to rate
payers, the community and other stakeholders.
The framework has been developed to ensure it meets the below objectives:





Safeguard the safety of employees, contractors and visitors during a disruptive event;
Establishes and formalises a structured process that will enable the City to manage and
respond to any anticipated or unanticipated incidents as effectively and efficiently as
possible, to mininise impacts of service disruptions on rate payers, the community and
other stakeholders; and
Ensures the City complies with the Local Government Operational Guideline No. 09
(2013).

Work is ongoing to embed the City’s Crisis and Business Continuity plans and procedures
with the below initiatives planned for the remainder of the current financial year;
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Crisis Exercises to be conducted with both the Crisis Management Team and the
Critical Incident Control Team, to test the effectiveness of the plans and familiarise
relevant staff with their roles and responsibilities;
Briefing sessions on the City’s Crisis and Business Continuity Framework will be held
with relevant staff to further raise awareness and build resilience into the City’s crisis
and business continuity planning; and
Testing of Citiplace as the alternate location for Council House.

UPDATE ON HIGH AND EXTREME RISKS
The update on high and extreme risks is provided in Confidential Attachment 8.1D of this
report.

Comments:
A summary of the review of operational risks will be provided to the Audit and Risk
Committee once completed. The outcomes of the crisis exercises will also be reported
through the Audit and Risk Committee at its next meeting.

ATTACHMENT 8.1A
City of Perth
Enterprise Risk Management Handbook
Version 3
------------------------------------------------------------------------------------------------------------------------------------------------------
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1.

Introduction

Regardless of your unit or directorate, any activity you are undertaking will have an objective. The
City of Perth may be exposed to a number of internal and external factors that make it uncertain
whether, when and the extent to which the City will achieve those objectives. Risk is the effect of
uncertainty on the achievement of an objective. The goal of risk management is to either minimise
risks or maximise opportunities through the application of defined processes.
This Risk Management Handbook has been developed to assist all staff in conducting a risk
assessment on a particular activity. This handbook replaces the Risk Management Handbook 2008.
All the matrices and templates required to manage risks have been included along with guidelines
for their use.
The City of Perth uses the RMSS software system to manage existing risks. This handbook explains
the processes for identifying new risks using the excel template. Any new risks are entered into excel
spread sheets which are stored within TRIM file P1029155 Risk Management – Registration –
Register. From here the Risk Management Coordinator will review the risks and then upload them
to RMSS.
A risk register template is appended for information but the information is to be entered straight
into the excel sheets. Refer to RMSS user guides for the risk management process of existing risks
using RMSS.
If additional assistance is required in the completion of a risk assessment, the Risk Management
Coordinator is available.

2.

Identifying and reporting risk

Regardless of your job, there are two key things that every staff member must know about risk
management; how to identify and risk and what to do once it’s identified.
Risk identification may be undertaken as part of a workshop which follows the steps outlined in this
handbook. Risks may also be identified whilst undertaking day-to-day duties. This may be something
like an occupational health and safety hazard or a process you are following that has a clear gap in it.
Whatever the risk may be, identifying it in the field is just as valid a way to identify a risk as
undertaking a risk workshop. The major difference here however, is that you need to make sure
something is done about it.
The second part of the process after identification is reporting. No matter how big or how small the
risk is, if you identify it you cannot keep it to yourself. In some instances, like a safety hazard, you
may be able to rectify the situation on the spot. That is always the best course of action. However if
you cannot fix it yourself, immediately report it to your supervisor. Reporting risks is extremely
important.
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3.

Risk management process

The elements of the risk management process are outlined in the following diagram extracted from
AS/NZS ISO 31000:2009. The numbers within the diagram refer to sections of the standard. An
explanation of each of the steps in the process follows along with examples. For completeness the
relevant tables contained within the City of Perth Policy and Framework document are repeated
within this handbook.

3.1

Communication and consultation

Communication and consultation is not a one-off step. It is ongoing and undertaken throughout the
entire risk management process to ensure the validity, transparency and accountability of risks.
Effective risk management is entirely dependent on strong buy-in. By continuously undertaking
communication and consultation activities, particularly with those who will ultimately end up
approving and undertaking risk treatments, buy-in can be maintained at any given step of the
process.
Many different types of stakeholders are likely to be engaged in the process. Their engagement
provides the ability to maintain current knowledge in related areas to ensure that continual
improvement can be included in the process.
Desired outcomes for communication and consultation


Confirmed validity of risks and accountability for the risks and their treatment
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3.2

Establishing the context

Before commencing a risk assessment process, it is important to document a clear description of
what you are about to assess. In most cases, the risk assessment is likely to be conducted on a
service area, a process, a product or a project. If a clear definition of what is being assessed is not
stated up front, it can cause confusion and may distract the focus of stakeholders later on.
The first step is to develop an understanding of where the item being assessed fits within the City,
both internally and externally. An example of somewhere to find information that may assist you
with this is the strategic planning documents that the City has. Regardless of the type of item being
assessed, it will have at least one objective. It may be helpful to document any objectives for use
during risk identification.
Uncertainty can arise in many different forms. To develop a clear understanding of the context, it
may assist you to explore any internal or external factors that could lead to uncertainty. The risk
categories presented in the following table should be used to ‘trigger’ any potential factors for
consideration. Not all risk categories will be applicable to all risks; this is simply a tool to ensure that
a holistic picture is formed for each assessable item.
Risk Category

Definition

Budget / Financial

This includes cash flow, budgetary requirements, tax
obligations, creditor and debtor management,
remuneration and other general account management
issues.

Legal and Regulatory / Ethical

This category includes compliance with legal requirements
such as legislation regulations, standards, codes of practice
and contractual requirements. This also extends to include
compliance with policies, procedures etc. This also includes
risks associated with fraud and corruption

People

This includes the recruitment, retention and remuneration
of employees and workforce planning. This also includes
the safety of everyone associated with the City, both staff
and community.

Service delivery / Strategic
Objectives

This includes risks associated with delivering City of Perth
services, service disruption, customer complaints and
service failure. The areas of information and knowledge
(e.g. IT systems) and asset management would fit within
this category as they are all about delivering a service. This
also includes risks associated with meeting the strategic
goals and objectives of Council
Page 3
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Risk Category

Definition

Environment

This includes risk arising from management of environment
and environmental consequences of the City’s activities.

Reputation

This relates to the perception of the public and how the
City is portrayed in the media.

For each objective, determine if any internal or external factors may adversely affect it or create
benefits. Testing the objectives to see what drives its success or failure should highlight the areas of
uncertainty that will allow you to identify the risks.
Desired outcomes for establishing the context


A list of objectives for the assessable item



An understanding of what internal and external factors may lead to uncertainty (risk
category)

Recording required

3.3



Record the reference number. This will be sequential (1, 2, 3…) on each risk register.
(column 1 of template) The excel spreadsheets for new risks are stored in TRIM folder
P1029155.



Record the directorate, unit, team and location or project or event in which the risk
resides (columns 2, 3, 4 and 5 of template)



Record risk category (column 6 of template)



Record the date the risk was identified (column 7 of template)

Risk identification

Identifying risks is the most important part of the process. Accurately defining risks makes the rest of
the process much easier.
To identify, the best place to start is to break down all of the elements that will come into play.
These are; the objective, the risk statement (what can happen and what effect it will have), the
threat (cause), the consequence (or benefit) and the likelihood. Every risk will include all of these
things. The objective statement you should already have. The threat (cause) will come from your
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internal and external factors that were identified in the establishing the context step. The risk
statement can be created by following the process below. The consequences and likelihood will be
discussed in the analyse step.
To ensure a clear and accurately defined risk statement, start by looking at the objective or event.
Here is an example:
Objective: Work in partnership with the community to contribute to a safer community.
Using any findings from the “establish the context” step, start to identify the uncertainties. Examples
of areas of uncertainty for the above objective might include:


People (human resources);



Reputation (customer expectations); or



legislative requirements.

From these areas of uncertainty, you need to create risk statements. The risk statement is always
subjective; there is no specific formula for creating the perfect statement. However as a suggested
guide, a risk statement should include the cause and effect, linked together with “leads to”, “results
in” or “causes”.
So how do you word a risk statement? Following the aforementioned suggestion, an example of a
‘good’ risk statement around the uncertainty of resource availability could be:
Not meeting the required legislation for building standards results in poor community safety.
The above statement is short, clear and direct. Whilst there is no definitive ‘wrong’ way to write a
risk statement, a poorly constructed risk statement makes it hard for stakeholders to determine
what they are assessing.
If in doubt about your risk statement, contact the Risk Management Coordinator for assistance.
In identifying the risk you also need to identify in what directorate/s, unit/s and team/s that risk lies
and also either the location (e.g. Council house), the project (e.g. St Georges Terrace Stormwater
Upgrade) or the event (e.g. Hawkers market). The risk owner should also be identified. this is the
person with overall responsibility for the risk and may be a manager, director or the CEO depending
on where the risk lies. For example if the risk was a virus in Council systems resulting in a loss of data
then the risk owner would be Jon Stoates (as the Chief Information Officer). This is entered as a
person rather than a position as the RMSS software works with people not positions.
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Desired outcomes for risk identification


A list of identified risks/opportunities



An understanding of the causes of each risk/opportunity

Recording required

3.4



Record the risk statement (column 8 of template)



Record the risk causes (column 9 of template)



Record the risk owner (column 10 of the template)

Risk Analysis

Once risks have been identified they need to be analysed. The outcome of this step is a rating of the
risk. Risk analysis involves the consideration of the causes and sources of risk, their positive and
negative consequences, and the likelihood that those consequences can occur. The analysis is
completed for the controls that are currently in place.

3.4.1 Controls
There are a number of controls or treatments which may be applied in order to manage risks and
opportunities arising from particular events. They may be applied individually or in combination.


Avoid (eliminate)

Avoidance of a risk is to eliminate possible exposure to the City whilst engaged in local government
activities. Often this will involve not providing a service to the public and this may not be
acceptable. In this case, one of the options below may be used to reduce the risk rather than
eliminate it. Avoidance of a risk may also involve choosing a different way to do things.


Abate (reduce likelihood)

Abatement means reducing the likelihood or probability of an event occurring. An example of
reducing the likelihood is preventative maintenance as opposed to waiting for a breakdown or
crystallisation of a problem. This may range from ensuring that machinery is maintained according
to the manufacturers service schedules, employing competent service staff or contractors and
deploying back-up systems.
Risk may also be abated by instituting strong systems to reduce the chance of an event occurring.
An example of this may be internal control systems focussing on delegation of duties to reduce the
probability of fraud with a system of checks and balances.
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Mitigate (reduce consequences)

Mitigation means taking measures to decrease or eliminate its impact on society and the
environment when the event occurs.
Mitigation strategies act by lessening the hazard, reducing the vulnerability of a community to the
hazard, or changing the environment in which hazards and the community interact.
An example of mitigation of a risk is the changes which can be made to the land to avoid a flood.
Education strategies can also be classified as mitigation strategies


Transfer (insure/contract)

This includes actions which transfer responsibility for the risk to another person, organisation or
authority.
Mechanisms for transferring risk can include the development of contractual or legal relationships
with another party where specific risks are the responsibility of that party e.g. the company that
wins the tender for providing corporate hospitality at Skyworks is responsible for obtaining the
relevant liquor licensing permit. This avoids the risk of the City breaking the law, and passes
responsibility for the management of intoxicated persons to the caterer.
It can also include taking out insurance policies to cover the costs to the organisation should the risk
eventuate. E.g. vehicle insurance to cover the costs of vehicle accidents transfers the financial risk to
the insurance company.


Assume (accept)

Assume means to take on the responsibility for a risk. This action would only be taken following an
assessment of the risk, including consideration of controls such as:


avoidance



mitigation



abatement



transference

Many public events that the City undertakes involve the City accepting some risk, but these should
only be considered after a full assessment. However part of the City’s role is to provide events that
attract people to the city and to provide other services, avoidance is not usually a viable option. An
example is support for low-flying aircraft over the city for the Skyworks event.

3.4.2 Consequence
The consequence analyses the effect or impact of the risk event. To determine the consequence
rating for a risk, think about the consequences of not being able to achieve your objective if your
area of uncertainty got in the way.

Page 7

City of Perth
Enterprise Risk Management Handbook
Version 3
------------------------------------------------------------------------------------------------------------------------------------------------------

The consequence table on the following page provides guidance on the severity rating of a risk
should it occur. Though not a definitive list, the matrix includes possible categories which may
trigger some type of consequence for you.
It is not practical to give the risk different consequences and therefore the highest rating made
against the criteria should be used.
Using the example from the “risk identification” step, if you didn’t meet the legislation, what
negative impacts might that have. If the impact was serious injury resulting in medical treatment
the consequence would be moderate.
For Strategic and operational risks use the consequence table on the following page and for project
risks use the Project consequence table on page 11.
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Measures of Consequence
Rating

Insignificant
1

Minor
2

Moderate
3

Major
4

Catastrophic
5

People

Incident only, no medical
treatment required

Minor injuries treated by
first aid, routine industrial
issues

Serious injury requiring
medical treatment, staff
turnover slightly higher than
20%, one off industrial issues

Life threatening injury or
multiple serious injuries
requiring hospitalisation,
fatality, staff turnover well
above 20%, ongoing
industrial action

Multiple Fatalities, sustained
and serious industrial action,
loss of multiple staff at once

Financial
<100K recurrent reduction in
Council budget<$500K one
off loss
(<5% overrun of project
budget)

Service Delivery /
Strategic Objectives
Key services disrupted for up to
half a day, usual scheduled
interruptions.

Legal and Regulatory /
Ethical
Minor breach of contractual or
statutory obligations with request to
comply. One off minor legal matters.

Negligible impact on objectives

Minor opportunistic incident involving
a single person

$100K-$1M recurrent
reduction in Council budget
$500K-$2M one off loss

Key services disrupted for a full
day. Isolated customer complaints.
Isolated service standard failure.

(5-10% overrun of project
budget)

Minor setbacks that are easily
remedied.

Minor breach of contractual or
statutory obligations with request to
comply. The City sued or fined or
otherwise liable for up to $50K.

$1M-$2.5M recurrent
reduction in Council budget
$2M-10M one off loss
(10-15% overrun of project
budget)

$2.5M - $10M recurrent
reduction in Council budget
$10M - $25M one off loss
(15-20% overrun of project
budget)

>$10M recurrent reduction
in Council budget >$25M
one off loss
(20-25% overrun of project
budget)

Opportunistic incident involving
several people.

Breach of contractual or statutory
Key services disrupted up to 2 days.
obligations resulting in investigation,
Higher than normal level of one off
ongoing legal issues not easily
customer complaints. One off
addressed. The City sued or fined or
service standard failure affecting
otherwise liable for between $50K and
multiple people.
$250K.
Some of the organisation’s
Planned unethical action by one or
objectives cannot be met.
more staff.
Key services disrupted for between
2 and 5 days. High level of
customer complaints over
sustained period. Repeated service
standard failure or one that affects
multiple people.
Some important objectives of the
organisation cannot be met.
Key services disrupted for over 5
days. Systemic customer
complaints or serious complaints
relating to more than one
programmed area over a sustained
period.
Most of the organisation’s
objectives cannot be met.

Major breach of contractual or
statutory obligations resulting in
significant legal action. The city sued
or fined or otherwise liable for
between $250K and $1M.

Reputation and External
Stakeholders

Environmental

Insignificant public comment
or local media coverage.

Transient impact on
environment, no long term effect
or short term negative impact on
urban design, or loss of sense of
place for part of area.

Heighted concerns from a
narrow group of residents,
one off negative metro
media coverage.

Short term effects on
environment, no long term effect
or short term negative impact on
urban design, or loss of sense of
place for part of area.

Concerns from cross section
of public, ongoing negative
metro media coverage.

Medium term effects on
environment, long term recovery
or long term negative impact on
urban design, or loss of sense of
place for part of area.

Significant outcry from
public, significant negative
state level media coverage.

Major environmental impact,
long term negative impact on
urban design, or loss of sense of
place for the whole area.

Significant and widespread
public outcry, sustained
negative national media
coverage.

Irreversible environmental harm
or permanent negative impact on
urban design.

Major one off fraud or corruption by a
senior person.
Serious breach of contractual or
statutory obligations resulting in
significant prosecution and fines. The
city sued or fined or otherwise liable
for more than $1M.
Systemic fraud and corruption, major
external investigation with adverse
findings.
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Project Risk
Consequence
Moderate
Potential breach with
legal
rebuke/abatement
notice/restrictions
Major impact to
existing services

Legal and
regulatory

Insignificant
Potential breach
managed at a local
level

Minor
Potential breach with
letter from authority
requesting action

Business
Impact

Minimal impact to
existing services

Moderate impact to
existing services

People

Incident only, no
medical treatment
required

Minor injuries treated
by first aid

Serious injury
requiring medical
treatment, OR
0 to 9 days Lost Time
Injury

Project
delivery

Potential for
schedule overrun
with insignificant
impact on City
services
Transient impact on
environment
Negligible impact on
project objectives.

Potential for schedule
overrun with impact on
City services

Potential for major
schedule overrun with
impact on city services
and financial impact
on project contingency
Medium term effects
on environment
Some of the project’s
objectives cannot be
met.

Ethical

Negligible impact on
organisation, dealt
with through
disciplinary process

State agency
investigation into
incident

State agency
investigation into
incident and sanction

Reputation

Insignificant
public/stakeholder
comment or local
media coverage

Heightened concerns
from a narrow group of
residents/stakeholders
, one off negative
metro media coverage

Concerns from cross
section of
public/stakeholders,
ongoing negative
metro media coverage

Significant outcry from
public/stakeholders,
significant negative
state level media
coverage

Financial

Potential for minor
financial impact on
contingency (less
than 50% of
contingency used)

Potential for major
financial impact on
contingency (more
than 50% of
contingency used)

Potential for financial
impact requiring minor
budget adjustment

Potential for financial
impact requiring major
budget adjustment

Environmental
Strategic

Short term effects on
environment
Minor setbacks that
are easily remedied.

Major
Potential for an
individual prosecution
An existing service
cannot be delivered
Life threating injury or
multiple serious
injuries requiring
hospitalisation, OR
10 or more days Lost
Time Injury
Potential for major
schedule overrun with
impact on city services
and requiring a budget
adjustment
Major environmental
impact
Some important
objectives of the
project cannot be met
or objectives of the
City are impacted
State agency
investigation into
incident and sanction,
staff member
dismissed

Catastrophic
Potential for high
profile prosecutions
with custodial
sentence
An existing significant
service cannot be
delivered
Fatality, OR
Injured person unable
to be reintroduced to
the workplace
Project unable to be
completed.

Irreversible
environmental harm
Most of the project’s
objectives cannot be
met or important City
objectives cannot be
met
State agency
investigation into
incident and sanction,
staff member
dismissed and
convicted of a crime.
Significant and
widespread
public/stakeholder
outcry, sustained
negative national
media coverage
Potential for major
financial impact
resulting in the project
being unable to be
completed
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3.4.3 Likelihood
The likelihood is the probability or frequency of an event or set of circumstances occurring.
The likelihood table below provides guidance on the likelihood ratings used by the organisation in
assessing risks. Note that the likelihood table is the same for strategic, operational and project risks.
When determining the likelihood it should be evidence based. That is, how often has it happened in
the past? Where statistics are not known then the qualitative description can be used.
Code

Likelihood

Qualitative descriptor

Probability of occurrence

5

Almost certain

Is expected to occur in most
circumstances

Greater than 95%

4

Likely

Will probably occur in most
circumstances

66% to 95%

3

Possible

Might occur at some time

36% to 65%

2

Unlikely

Could occur at some time

5% to 35%

1

Rare

May occur only in exceptional
circumstances

less than 5%

Some examples of likelihood follow:
1. If there are 10,000 widgets produced a year and 10 are defective this is 0.1% and therefore
rare
2. If we produce 100 agendas a year and there are errors in 10 of the agendas then this is 10%
and therefore the likelihood is unlikely
3. If we have 700 staff and in a year we have 200 staff injuries then this is 29% and therefore
the likelihood is unlikely

3.4.4 Risk Rating (residual risk)
The residual risk is the overall risk when existing controls are taken into account. The risk rating is
determined by combining the likelihood and consequence ratings. Ultimately, the level of risk and
the effectiveness of existing controls applied to that risk will determine how the risk is treated. The
table below is the matrix used to assess risk rating.
In the example above, a moderate consequence and an unlikely likelihood would result in an
inherent risk rating of “medium”.
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Consequence
Likelihood

1

2

3

4

5

Insignificant

Minor

Moderate

Major

Catastrophic

5

Almost certain

Medium

Medium

High

Extreme

Extreme

4

Likely

Medium

Medium

High

Extreme

Extreme

3

Possible

Low

Medium

Medium

High

Extreme

2

Unlikely

Low

Low

Medium

Medium

High

1

Rare

Low

Low

Low

Medium

Medium

Desired outcomes for risk analysis


Identification of existing controls in place



A likelihood rating for each risk with existing controls in place



A consequence rating for each risk with existing controls in place



A residual risk rating for each risk

Recording required


Record the existing controls and reference documents (column 11 and 12 of template)



Record the consequence with existing controls in place (column 13 of template)



Record the likelihood with existing controls in place (column 14 of template)



Record the residual risk (column 15 of template)
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3.5

Risk evaluation

3.5.1 Acceptance of risk
The outcomes of the evaluation stage are an assessment of the acceptability of the residual level of
risk and the prioritisation of the risk for future treatment (if any). In evaluating the risks, a decision
must be made as to whether the risk is acceptable or unacceptable. This decision will be influenced
by the organisations risk attitude.
The following is a guide to follow in determining the acceptability or otherwise of assessed risks. It
should be read in conjunction with the risk attitude statement in the Risk Management Policy and
Framework.


All extreme and high rated residual risks are to be immediately treated (where practical to
do so) and will be reported to the Risk Management Task Force with treatment solutions



Medium level residual risks should be treated if it is practical and cost effective to do so



Low level residual risks generally do not need to be treated, however they should be
recorded in the risk register and reviewed periodically to determine if the level of risk has
changed.

The determination as to whether a risk is to be treated or not lies with the relevant manager.
Following a full analysis it may be decided not to treat a risk. If there is no intent to treat a particular
risk then it is deemed to be acceptable. Some reasons as to why a risk may be accepted:


The level of risk is so low that specific treatment is not beneficial



The cost of treatment is so excessive compared to the benefit of undertaking the treatment
that acceptance is the only option



Where there is no treatment available



Opportunities outweigh the threats to such a degree that the risk is justified
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3.5.2 Priority for treating risk
Units will identify a number of risks and not all risks can be treated at once due to financial and
resourcing constraints. The following table is provided as an aid to prioritising the treatment of risks.
The lower the number on the table the higher the priority to complete the treatment.
Consequence
Likelihood

1

2

3

4

5

Insignificant

Minor

Moderate

Major

Catastrophic

A

Almost certain

10

6

4

2

1

B

Likely

11

8

5

3

2

C

Moderate

13

9

7

5

3

D

Unlikely

14

12

9

8

6

E

Rare

15

14

13

11

10

Desired outcomes for risk evaluation


A logic based decision as to whether the risk is acceptable or not



Determine priority for treating risk

Recording required

3.6



Record whether the risk is to be accepted or not (column 17 of template)



Record the priority for treatment (column 18 of template)

Risk treatment

Risk treatment consists of determining what further (in addition to existing controls), if anything, will
be done in response to the identified, analysed and evaluated risks. Risk treatment can look to
reduce either the likelihood of the event occurring or the consequence if the event does occur.
When considering the treatment, resource implications and timing for the implementation of any
such actions need to also be considered.
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3.6.1 Heirarchy of control
When treating risks we use one of the following
Eliminate - Cease the activity causing the Risk. This is the only “definite” treatment response,
however, it is difficult to achieve as it means the total avoidance of the activity in which the risk is
domiciled.
Isolate – Isolate the risk to reduce exposure and therefore reduce the consequence
Engineering – Engineer a solution that reduces the likelihood or consequence
Administrative – Monitoring, policy and procedures etc
Personal Protective Equipment (PPE) – this helps to reduce the consequence of a risk.
Other – there are also many other ways to treat risks not covered above, but those above are the
main ones.

Desired outcomes for risk treatment


Identification of treatment option/s for each risk that requires treatment



A completed risk treatment plan highlighting future proposed treatments



A responsible officer assigned to each risk



An implementation timeline for each risk that requires treatment

Recording required


Record the preferred treatment option (columns 18 of the template). Where there is
more than one treatment these are recorded on separate lines of the risk register
template.



Record the person who will be responsible for completing the treatment. (column 19 of
template)



Record any cost to complete the treatment (column 20 of risk management plan
template)



Record the due date for the treatment to be completed (column 21 of template)



Record whether the treatment is recurring and if so the frequency (column 22 of the
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template)


Record the status of the treatment (column 23 of template)



Record the hierarchy of control (column 24 of the template)

3.7

Monitoring and review

Monitoring and review is not a one-off process step. It is a continual process that is undertaken at
every step to ensure the validity, timeliness and effectiveness of risks and their treatments.
The risk registers will be formally reviewed and updated annually as a part of the corporate planning
process, although more regular reviews and updates by unit, contract and program managers are
encouraged in accordance with any significant changes to activities or appointments.
These formal reviews are concurrent with, and part of, business and budget planning processes
because of the complementary nature of the two processes.
These formal annual reviews will include:


A summary ranking of risks by overall rating level to identify all “extreme” and “high” level
risks across the organisation as a whole to ensure that all are accounted for in the City’s
broader planning and reviewing processes of its services.



Extreme and high level risks are reviewed and control measures reassessed in accordance
with statutory requirements with the view to eliminating or reducing the risk.



A statement of the City’s performance over the previous twelve months showing the
reduction in risk and the improvements made in risk controls shall be presented to the
Executive Leadership Group.

It is advisable to document any comments/changes identified during a monitor and review process
to ensure all risks are auditable.
Upon completion of treatment actions, the Risk within the RMSS software should be updated to
reflect completion of the treatment task and the risk reassessed to determine whether the
treatment actions have been successful in reducing the risk to an acceptable level. The treatment
now becomes an existing control.

Desired outcomes for monitoring and review


Confirm validity, timeliness and effectiveness of risks and their treatments
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Recording required

4



Any changes to existing risks should be recorded within the RMSS risk management
software



When a treatment is completed then the risk within RMSS needs to be updated so that
the treatment becomes one of the existing controls and the assessment updated
accordingly.

Reporting

The end result of enterprise risk management is to provide the City’s leadership and staff with a
regular snapshot of the risk profile of the organisation including the individual status of all major
risks and risk mitigation measures across the organisation to enable informed decision making.
Enterprise risk management also provides assurance to insurers and unions that the City is
identifying and managing its risks.
The figure on the following page summarises reporting requirements.
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STRATEGIC

Risk Management
Process as per AS/NZS
ISO 31000:2009
Annual Review of
Corporate Risk Register

OPERATIONAL

Risk Management
Process as per AS/NZS
ISO 31000:2009

Reports to:
 Community
 Council
 Executive Leadership Group
 Risk Management Task Force

Reports to:
 Executive Leadership Group
 Risk Management Task Force

Annual Review of
Corporate Risk Register
Register & Audit findings

ACTIVITY

Risk Management
Process as per AS/NZS
ISO 31000:2009
Annual Review of Units
Risk Register

Report to:
 Executive Leadership Group
 Risk Management Task Force

Annual review of Asset
Management Plan Risk
Register

POLICY

Risk Management
Process as per AS/NZS
ISO 31000:2009
Report to Council
identifies the risks of the
policy prior to decision

PROJECT

Risk Management
Process as per AS/NZS
ISO 31000:2009
Project Risk Register and
Risk Management Plan

DECISION

Risk Management
Process as per AS/NZS
ISO 31000:2009
Report to decision
makers identifies the
risks prior to decision

Report to:
 Council
 Executive Leadership Group
 Risk Management Task Force

Report to:




Executive Leadership
Group
Risk Management Task
Force
Capital works
coordinating group

Report to


Decision maker
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Appendix 1: Risk register template
1
Ref
No.

2
Directorate

All
e.g. 1 Directorates

3

4
5
6
Risk context
Unit
Team
Location Risk
/Project Category
/event

Council Service
All Units All Teams house delivery

7

8

Date
The risk: what can happen and
identified what effect will it have

e.g. virus within council systems
16/01/2013 resulting in loss of data

9
risk identification
Causes

Emails opened which contain virus

All
e.g. 2 Directorates

Council Service
All Units All Teams house delivery

e.g. lengthy power outage
resulting in computer systems not
16/01/2013 being available
natural disaster

All
e.g. 3 Directorates

Council
All Units All Teams house People

e.g. loss of staff resulting in duties
16/01/2013 not being able to be performed
dissatisfied staff

10
Risk Owner

11
Risk Evaluation
existing controls

Jon Stoate

use anti virus software, policy TRIM 12345/06
on intranet and email use
Policy manual

Jon Stoate

Michelle Howells

12
Corporate
reference
documents

TRIM 12345/06 IT
backup power generators,
business
business continuity plan
continuity plan
remuneration policy, regular TRIM 12345/07
meetings, performance
Remuneration
reviews, workforce planning Policy

13

14

15

16

17

18
Risk Treatment

19

20

21

major

Do not let staff use internet or email

Jon Stoate

$0

1/03/2015 Nil

Review the controls and risk assessment

Jon Stoate

$0

1/03/2015 Annual

yet to be
actioned
yet to be
actioned

yes

Review the controls and risk assessment

Jon Stoate

$0

1/03/2015 Annual

yet to be
actioned

Administrative

Yes

Review the controls and risk assessment

Michelle
Howells

$0

1/03/2015 Annual

yet to be
actioned

Administrative

minor

unlikely

Low

minor

moderate Medium

no

3

Recurrence

Status

24

Responsible
Person

Extreme

Due Date

23

Consequences Likelihood Residual Accept Priority for Risk Treatment
with controls with
risk rating risk
further
controls
yes/no treatment

likely

Cost

22

Hierarchy of
control
Eliminate
Isolate
Engineering
Administrative
PPE
Other

Eliminate
Administrative
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1

Introduction

CEO’s Message
The City of Perth vision for risk management is for all decision makers to be fully informed of
risks, and that risks are effectively managed in the achievement of the City’s Strategic and
Operational objectives. Risk management benefits the City, rate payers and stakeholders by
enabling new ideas to be explored and potential risks to be managed to minimise
unacceptable impacts.
The City is committed to continuing to improve our operational efficiency and find
innovative ways of delivering our services to residents, ratepayers, businesses and visitors
without compromising service quality or elevating risks above a level that the City is willing
to accept.
Risk management plays a critical role in helping us understand the impacts and manage the
risks associated with these priorities. It helps us determine an appropriate control
environment and balance strategies to address risk so that we are using our resources
efficiently and effectively. It involves making decisions and establishing governance systems
that embed and support effective risk processes, as well as building an organisational
culture that supports alertness, openness and responsiveness to change.
The City’s Risk Management Framework sets out the key principles that guide how risk
management is embedded at all levels — among them, customer service, development
approvals, events, government and commercial partnerships and service to our rate payers
of, and visitors to the City of Perth. The Framework outlines how the City will ensure that
risk is managed effectively and appropriately.
We must be committed to continue to improve governance arrangements through strong
leadership, responsible and ethical decision making, management and accountability, and
performance improvement.
With the recent ‘Capital City’ status bestowed on the City, our aim is to position the City at
‘capital city’ best practice for risk management. We have a duty to carry out our activities
according to statutes, and to do so with the objectives of our ratepayers, businesses, State
and Federal Government, visitors and all stakeholders in mind.
I ask you to put into practice the systematic process of risk management to ensure that we
continue to effectively and safely deliver outcomes for the City of Perth Community.

Martin Mileham
CHIEF EXECUTIVE OFFICER
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1.1

City of Perth - Risk Management Framework

The City of Perth Risk Management Framework effectively integrates the process for
managing risk into the City’s overall governance and management practices, strategy,
planning and reporting processes, policies and procedures and values and culture.
The Framework consists of, and is supported by, the following resources:
Council Policy 19.1 – Risk Management – The Policy formalises the City’s commitment to
develop and maintain a risk management program to ensure that sound risk management
practices and procedures are fully integrated into its strategic and operational processes
and day to day business practices.
Risk Management Framework Document– This document is designed to be read in
conjunction with the Policy and to guide, direct and assist City of Perth employees and
contractors to better understand the principles of risk management and to adopt consistent
processes for managing risks.
Risk Management Safety System (RMSS) – An online system used for capturing, recording
and reporting all Occupational Health and Safety (OSH) and Risk information relating to the
City.
Monitoring – To be done on a regular and as needed basis, to enable the City to confirm
that risk management is relevant, effective, sustained and facilitates the achievement of its
objectives.
Reporting – The City is required to report to the Audit & Risk Committee and Council on the
progress of the City’s risk program, including the adequacy of the City’s risk management
systems and practices. Formal risk reporting occurs via quarterly reports on high and
extreme risks, inclusive of the status of other risk management strategies such as business
continuity and crisis management.

1.2

Framework objectives

The key objectives of the Risk Management Framework are to:







Support successful achievement of the City’s Strategic Plan, Corporate Business Plan,
Long Term Financial Plan, Asset Management plans, Workforce Plan, Unit Business
Plans and related plans ,strategies and objectives;
Embed a commitment to Capital City best practice for risk management throughout
the City’s operations;
Detail the process for escalating and reporting risks;
Establish the roles and responsibilities for managing risk;
Document accountability for the management and reporting of risks; and
Support consistent risk management practices aligned to the Australian/New Zealand
and International Risk Management Standard - AS/NZS ISO 31000:2009.
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2

Mandate and Commitment

The Council endorsed and adopted a Risk Management Policy and Appetite Statement at its
meeting held 22 November 2016. The Council Policy 19.1 - Risk Management is contained in
the City’s Policy Manual and is available through the City’s website and intranet portal. An
extract of the Policy and Appetite is provided below:

2.1

Council Policy 19.1 - Risk Management

POLICY OBJECTIVE
1.
To protect the community, the City of Perth and its workers against foreseeable risks
through developing a whole of enterprise culture of risk awareness, plans that reduce
our risk exposure and systems that provide information to assist in informed decision
making, maximising asset potential and enhancing wellbeing.
2.

To achieve best practice in risk management by implementing a culturally effective
and efficient risk management program which has been developed in accordance with
Standards Australia AS/NZS ISO 31000 2009 Risk Management: Principles and
Guidelines.

POLICY STATEMENT
The City of Perth will develop and maintain a risk management program to ensure that
sound risk management practices and procedures are fully integrated into its strategic and
operational processes and day to day business practices.
The City will also develop and maintain a Business Continuity Management Program to
reduce the impact of disruptions to services and to ensure that business objectives can
continue to be met for the benefit and protection of the City’s:

ratepayers, residents, customers, clients and other stakeholders;

employees and community volunteers;

natural and built environment;

quality of service delivery;

assets and intellectual property;

contractual and statutory obligations;

image and reputation
1.

SCOPE

This policy applies to all staff, suppliers and contractors.
1.1

Definitions

Risk Management: is the identification, assessment, and prioritisation of risks (defined in
ISO 31000 as the effect of uncertainty on objectives, whether positive or negative) followed
by coordinated and economical application of resources to minimise, monitor, and control
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the probability and/or impact of unfortunate events or to maximise the realisation of
opportunities. Risks can come from uncertainty in service delivery, threats from project
failures (at any phase in design, development, production, or sustainment life-cycles), legal
liabilities, hazard risk, accidents, natural causes and disasters as well as deliberate attack, or
events of uncertain or unpredictable root-cause.
AS/NZS ISO 31000: is the Australian/New Zealand standard developed by Standards
Australia as AS/NZS ISO 31000:2009 Risk Management Principles and Guidelines which
addresses the entire management system that supports the design, implementation,
maintenance and improvement of risk management processes.
1.2

The City is committed to:

Utilising the principles and guidelines outlined in the Standard;

Promoting a culture within the City of awareness and active management of
risks;

Providing regular education to its staff in risk management practices; and

Implementation of these principles in the City’s operations through the Risk
Management Framework, as adopted by Council.

1.3

Employee obligations

Risk management will be a core responsibility for all staff and will be
incorporated into the employees’ key performance indicators.

Risk management is a continuous process demanding awareness and a proactive
attitude from each of the City’s employees and outsourced service providers.

1.4

Implementation
Implementation commences with risk identification, followed by risk evaluation and
the development of cost-effective and practical management measures within the
framework of the City’s Risk Management Framework developed and maintained by
the City’s Governance Unit.
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2.2

City of Perth Risk Appetite Statement

Introduction
The City of Perth provides a diverse range of services across a variety of workplaces, in a
Capital City location, which presents opportunities, threats and uncertainties that may
have a positive or negative impact on the organisations deliverables and the community.
The City seeks to manage these risks in accordance with its Risk Management Policy and
Framework.
To guide the City’s decision making the risk appetite is defined using terms describing
acceptable tolerances such as None (no appetite); Low; Moderate; High. The defined risk
appetite is the amount of risk to which the City is prepared to accept in pursuit of its
objectives and before action is deemed necessary to reduce the risk.
The following sections describe the City’s risk appetite over the main areas of consequence:
People
The safety of employees, contractors and t h e public is an explicit priority for the
City. Safe working practices are continually being improved and refined and there is no
appetite for employees not following due process where their or others safety may be
at risk. Due to the scale, nature (24 hr operations), locations and diversity of City
deliverables, it is realistic to acknowledge that minor injuries may occur from time to
time, however the City has a low tolerance for these as the aim is to have Lost Time
Injuries (LTI’s) at zero. However, the City has no tolerance for work practices that result in
major injuries or fatality. Where injuries or near misses occur legislative requirements and
the endorsed City’s safety management system are to be followed.
The City seeks opportunities to develop a multi-skilled workforce that includes
employees increasing their skills and knowledge as well as encouraging initiative and
enthusiasm. Whilst these are considered positive aspects, the City has no appetite for
employees performing duties for which they are not suitably qualified or trained or
acting outside of their delegated authority. Where legislative requirements allow and/or
formal qualifications and training are not required to perform certain duties, the City has
a moderate tolerance but appropriate supervision and oversight of activities and
outcomes must be in place.
The City has a low appetite for implementing practices and procedures that may result
in large scale dissatisfaction within the workforce. The City will, within established
guidelines and practices, consult with its workforce but does have a moderate
tolerance for change that impacts its workforce when focused on delivering appropriate,
effective and efficient outcomes.
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Financial
There is a low appetite for activities that threaten the long term financial stability of
the City. It is recognised however that sustainability will require investigation into
enhancing and/or diversifying income streams so there is a moderate tolerance for
discrete activities or projects that may provide additional income streams or enhances
economic diversity. Opportunities of this nature may require external stakeholder
support and are expected to be subject to due diligence and appropriate controls
implemented.
The City’s investment policy stipulates a very low appetite for risks in investments,
which is imposed by legislation. There is no appetite for being illiquid with the focus on
maintaining liquidity within imposed statutory financial ratios.
Effective management of projects is important to the City and consequently there is a
low appetite for project cost or time overruns exceeding a 10% variation.
Acknowledging a historical legacy, multiple external stakeholders and ‘Capital City’
complexities a moderate tolerance towards project cost and time overruns exists but
appropriate reporting and escalation are to occur and lessons learnt from these are to
be reviewed to prevent reoccurrence.
Strategic Objectives / Service Delivery
The City has no appetite for unplanned service disruptions to critical and core services,
including contracted services, as defined by the City’s business continuity management
process. In reality there exists a low tolerance for disruption to core services which are to
be addressed within recovery time objectives established in the City’s business continuity
plans. There is a low appetite for disruption to other supplementary services which
may be relaxed to a moderate tolerance recognising that resources may need to be
directed to the continuity of critical and core services.
To support service delivery across all City deliverables there is a very low appetite for
Information Technology systems failures, data loss or security breaches.
The City wishes to encourage innovation and to position itself as a leading ‘Capital
City’ and therefore has a high appetite for considering and implementing service level
enhancements and efficiencies when aligned with all other aspects of this risk appetite
statement.
Due to their high level nature, internal and external change and relevance to day to day
services the City currently has a moderate appetite to risks that may result in
strategic objectives not being achieved.
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Environmental
The City has no appetite for not fulfilling its obligations to the built and natural
environment including management of contaminated sites, sensitive or high profile
sites, waste services or the City’s preparation, planning, response and recovery to
hazards. The City recognises the multiple stakeholders and responsibilities involved in
fulfilling the obligations and needs to accept a very low tolerance to those
environmental risks.
Reputational
The City has a low appetite for reputational risks that may result in substantiated
complaints from the community and/or key stakeholders. It is recognised the City has a
diverse community and stakeholder needs and expectations and therefore accepts a
moderate tolerance for complaints.
The City has a low appetite for sustained and substantiated negative media coverage.
The City has no appetite for the provision of inaccurate qualified advice or unethical
actions, and a low tolerance for errors in unqualified advice or the provision of information.
Legal and Regulatory / Ethical
The City has obligations both mandated and recommended through numerous statutory
and regulatory requirements and the City has no appetite for non-compliance, breaches of
legislation or regulatory requirements or non-reporting of breaches and non-compliance to
appropriate authorities. There is recognition that the City must accept a very low
tolerance for some non-compliance due to competing or changing requirements or minor
breaches from time to time.
The City does have a moderate appetite to lead challenges to out of date, restrictive and
unnecessarily risk averse legislation and requirements.
The City has no appetite or any tolerance for theft, fraud or misconduct by Elected
Members and/or Officers.
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2.3

Risk Appetite Summary
NONE

LOW

MODERATE

HIGH

Not following safe work practices
Minor injuries
Major Injuries / Fatality
People

Performing duties where not suitably
qualified / delegated
Multiskilling / development
opportunities
Implementing workforce change
Long term stability
Additional income streams
Liquidity

Financial

Investments
Project cost / time overruns >10%
Critical and core services disruption
Supplementary services disruption
Strategic Objectives /
Service Delivery

IT systems failures, data loss or
breaches
Service level efficiencies and
enhancements
Strategic objectives not achieved
Not fulfilling natural environment
obligations

Environmental

Not fulfilling built environment
obligations
Substantiated complaints from
community and key stakeholders
Sustained and substantiated negative
media coverage
Incorrect qualified / professional advice

Reputational

Incorrect unqualified provision of
information
Unethical actions

Legal and Regulatory
/ Ethical

Non-compliance, breaches of
legislation
Non-reporting of breaches / noncompliance
Lead change in regulatory environment
Theft, fraud or misconduct

None
Tolerable
Appetite
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3.

Governance Structure

3.1

Principles underpinning the framework

The Three Lines of Defence Assurance Model
The City’s utilises the “Three Lines of Defence” assurance model as the foundation for its
governance approach to risk management. This Model ensures the roles, responsibilities
and accountabilities for decision making are structured to demonstrate effective
governance and assurance. The Three Lines of Defence are described below:
First Line – All the City’s Business Units are considered “First Line”. Within the scope of
operations, all operational areas and management are responsible for ensuring risks are
managed in accordance with the Council Policy 19.1 – Risk Management, the Risk
Management Framework and prescribed legislation and guidelines, as well as other related
policies, procedures and work instructions;
Second Line – The Governance Unit is considered as the primary “Second Line”, through the
implementation and management of the City’s Risk Management Framework, whilst also
providing support to the First Line, including producing a transparent oversight of risk
management and reporting on risk information. The Risk Management Coordinator
oversees the implementation of the Framework; and
Third Line – Internal and External Audit that provides independent assurance on the
effectiveness of risk management activities and oversight of the efficacy of the First and
Second Lines of Defence. The scope of which is determined by the CEO, the Audit & Risk
Committee and Council.
Internal Audit – The City’s Internal Auditor reports on the adequacy and effectiveness of
control processes and procedures through the City’s Internal Audit Plan.
External Audit – An External Auditor/s appointed by Council on recommendations of the
Audit & Risk Committee to report independently to the Audit & Risk Committee on the
City’s financial statements.
The Risk Management Framework has been developed and will be implemented in line with
this Governance Model.
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3.2

Risk Management Standard

The City’s Risk Management Framework is aligned to AS/NZS 31000:2009 Risk Management
- Principles and Guidelines (the Standard).
The City’s approach to risk management is driven by the set of principles and guidelines
within the Standard, which guide how risk is managed effectively and efficiently at all levels.
This is summarised in Figure 1 below:
Figure 1: Risk Management Process (Source AS/NZS 31000:2009)

3.3

Governance and Accountabilities of Risk Management

This includes mechanisms that ensure accountability and authority for the management of
risk (identifying, assessing, treating, monitoring and reviewing of risks); implementation,
maintenance and continuous improvement of the City’s Risk Management Framework; and
providing risk management assurance.
Council – Establishes and maintains the Audit & Risk Committee in accordance with Section
5.8 of the Local Government Act 1995.
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Audit & Risk Committee – In accordance with Regulation 16 of the Local Government (Audit)
Regulations 1996, the Audit and Risk Committee provides guidance and assistance to the
local government regarding:
a)
the matters to be audited;
b)
the scope of audits;
c)
financial, risk and compliance management functions as prescribed in the Local
Government Act 1995; and
d)
other matters specified within the Committees Terms of Reference.
Executive Leadership Group – Sets and reviews the strategic direction, priorities and
performance objectives of the City.
Corporate OSH & Risk Management Committee – Assists in leading and driving Occupational
Safety and Health and Risk Management throughout the City.

3.4

Roles and Responsibilities

Council







Endorse and adopt a Risk Management Policy and Framework that complies with the
Standard;
Appoint External Auditors to report on the City’s financial statements annually;
Establishes and maintains the Audit & Risk Committee according to the Local
Government Act 1995.
Appoint and resource the Audit & Risk Committee;
Provide adequate budgetary provisions for the financing of risk management including
approved risk mitigation activities; and
Approve and endorse the City’s Risk Appetite Statement to guide risk management
decision making throughout the City.

Audit & Risk Committee
The role of the Audit and Risk Committee is to oversee that the City carries out its
responsibilities for accountable financial management, good corporate governance,
fostering an ethical environment and maintains a system of internal control and risk
management. They have been constituted to monitor and report on the systems and
activities of Council in ensuring:






Compliance with applicable legislation and regulations;
Effective monitoring and control of all identified strategic and operational risks;
Effective and efficient internal and external audit functions;
Adequacy of the City’s risk management systems and practices; and
The effectiveness of appropriate Crisis Management, Business Continuity and Disaster
Recovery planning.
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Chief Executive Officer





Provide leadership and champion a strong risk management culture by embedding risk
management and maintaining organisational risk focus across the City at strategic,
operational and project management levels;
Responsible for raising awareness and leading the culture of managing risk across the
organisation;
Accountable for the effective implementation and maintenance of risk management
policies and processes across the organisation; and
Responsible for ensuring strategic risks are regularly reviewed and reported to the
Audit & Risk Committee as required.

Director Corporate Services




Executive Sponsor for Risk Management;
Provide leadership, organisational awareness and engagement of risk management; and
Ensure the appropriate allocation of resources for risk management activities.

Corporate OSH & Risk Management Committee







Promote and champion a strong risk management culture by embedding risk
management and maintaining organisational risk focus across the City at strategic,
operational and project management levels;
Monitor and review the Risk Management Policy, Framework and associated policies
and standards relevant in managing potential risk exposure to the City, every 2 calendar
years;
Endorse and raise awareness of the City’s Risk Appetite;
Monitor and review the risk information and including evaluative criteria which is used
within the City of Perth;
Ensure that risk information is considered and integrated into corporate and business
planning processes;
Review the effectiveness of the City’s Crisis Management, Business Continuity and
Disaster Recovery planning.

Directorate OSH & Risk Groups




Promote and drive the implementation of risk management culture at directorate level;
Responsible for reviewing incidents and risk factors directly associated to workplace
practices and environmental exposures within specific directorates; and
Resolution of OSH and Risk Management matters at directorate level.
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Managers
Accountable for implementing risk management practices within their area of responsibility.
This includes ensuring that risks are identified, managed, reviewed, reported and updated
regularly including:



Ensuring that assets and operations, together with liability risks to the community are
appropriately managed; and
Raising awareness and leading the culture of managing risk responsibly across the
organisation by ensuring that risk management policies, procedures, standards,
guidelines and treatment plans are implemented in everyday business practices.

Team Leaders, Supervisor and Coordinators
Responsible for raising awareness and leading the culture of managing risk within their
respective teams. This is to be achieved with the implementation of risk management
policies, procedures, standards, guidelines and treatment plans.
Risk Management Coordinator








Responsible for overseeing the development, facilitation and implementation of the
City’s Risk Management Policy and Framework;
Work with the City’s business units to assist with the implementation of the Risk
Management Policy and Framework.
Provision of advice, consultancy and recommendations on risk management to the
organisation;
Regular monitoring and review of risks, including reporting, within the City’s approved
governance framework, to the Corporate OSH & Risk and Audit & Risk Committees;
Develop and oversee the City’s Crisis Management and Business Continuity Planning,
including providing support and training to relevant staff.
Administer the City’s Risk Management Safety System (RMSS), including system training
and maintenance; and
Facilitate education, communication and training programs for relevant staff, on Risk
Management, Crisis Management and Business Continuity.

Internal Auditor
The Internal Auditor is to provide assurance on the effectiveness of risk management in the
following areas of focus:





Risk management processes;
Evaluation of risks;
Management of key risks; and
Reporting on key risks.
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All Staff
All staff are responsible for applying risk management practices in their business activities.
This involves:




Undertaking activities in accordance with policies, procedures and work instructions;
Identifying, analysing, evaluating, treating and reporting risks within their respective
areas of work; and
Maintaining awareness of current and potential risks that relate to areas of
responsibility.

4

City of Perth Risk Management Approach

4.1

Integrated Planning

The City’s Integrated Planning and Reporting Framework (IPRF), as the primary source of
guidance for the organisation, provides context to which the risk management process
operates. The IPRF is designed to strengthen the linkages between community aspirations,
financial capacity and practical service delivery.
The City’s risk management approach is embedded into this planning process and assists in
the delivery of community needs in a sustainable manner.
This planning process operates on a cyclical basis and provides opportunities to undertake
analysis of emerging, known or unknown risks that may impact on the purpose and
objectives of the City.
The diagram below depicts the components that make up the City’s Integrated Planning and
Reporting Framework;
Figure 2: City of Perth Integrated Planning & Reporting Framework
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The City is required to perform a biennial review of the IPRF elements. The review is
designed to test and ratify the City’s strategic direction, based on community needs. This
provides the mandate to ensure the City’s risk approach is also reviewed, in line with the
legislative requirements of risk management.

4.2

Legislation and Compliance

Risk Management in Local Government is guided by Regulation 17, of the Local Government
(Audit) Regulations 1996 (the Regulations). It requires the Chief Executive Officer (CEO) to
undertake a review which assesses the appropriateness and effectiveness of the City’s
systems and procedures in relation to:




risk management;
internal controls; and
legislative compliance.

The review may relate to any or all of the matters referred to in sub-regulation (1)(a), (b)
and (c) of the Regulations, but each of those matters is to be the subject of a review at least
once every two calendar years. The CEO is to report to the Audit & Risk Committee, and
Council, the results of that review.
The City will also conduct a risk management maturity assessment every two years to
ensure the appropriateness and effectiveness of its systems and procedures, with the
results of this assessment being included in the review.
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4.3

Framework Review Cycles

In line with the IPRF and Regulation 17, the City’s Risk Management Framework, including
the policy, will be reviewed every two calendar years. The results of this review will be
reported to the Corporate OSH & Risk Committee and to Council, through the Audit & Risk
Committee.
The City’s Risk Management Framework is depicted below:

Figure 3: City of Perth Risk Management Framework
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5.

Establishing the Risk Management Context

To ensure adequate alignment and consistency of risk management practices throughout the City, the below provides the context for which
risks are defined, identified and managed.
Plans

Risk Definitions

Accountability

Strategic Community Plan
The Strategic Community Plan articulates the long term strategic
direction and guides the City’s planning process. It outlines the
communities’ aspirations and vision as well as identifying the
strategies that the City is intending to implement to achieve its
objectives.

Strategic Risks
 Identified through analysis of both the Strategic Community Plan and Corporate Business
Plan and what can impede the organisation from delivering on strategic objectives as well
as reviewing past performance and risks to determine future challenges and new priorities.
 Risks usually identified from the external environment, that affect the decisions made around
organisational priorities, resource allocation, tolerance and acceptance of risk.

Executive Leadership
Group

Business Unit Operational Plans
Annual plans that identify the Unit’s key accountabilities in
implementing the City’s strategic plan, key strategies and
targets. Plans are developed through a process of
environmental scanning and reviewing past performance and
risks to determine upcoming challenges and new priorities
Program Plans
Plans for implementing business strategies, policies and
initiatives, or large-scale change, to achieve a desired outcome
and benefits of strategic importance.

Business Unit
Managers
Operational Risks
Risks or opportunities that may affect achieving the objectives of the Business Unit outcomes of
performance, identified through Business Unit Plans, Specific Purpose Plans, programs of
change, or hazard assessments. These risks usually result from inadequate or failed internal
processes, people and systems.

Program Lead

Safety risks can cause harm or adverse effects (to individuals as health effects or to the City as
property or equipment losses).

Safety Management System
The City’s systematic approach to managing safety, including
organisational structures, accountabilities, policies and
procedures.

All Staff
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Plans
Project Plans
Formal,
approved
documents
used
both project execution and project control.

to

guide

Local Emergency Management Plans
Series of plans that identify hazards, risks and their mitigation,
response to and recovery from emergency events. Detailed
plans for response and recovery are linked to the District &
State Emergency Management Plans.

Risk Definitions

Accountability

Project Risks
Events or set of circumstances that, should they occur, will have an effect on the achievement
of one or more project objectives.

Project Staff

Emergency Management Hazards/Risks & Public Hazards
Risks and hazards which:

Community Safety &
Amenity Unit with
support from other
units and external
agencies







5.1

Would pose a threat to life, property or the environment.
Would require a large scale emergency response.
Would require support / action from the City.
Would require Recovery strategies to be adopted to return the community to normal.

Risk Management Process

The City’s risk management process is designed to ensure that risk management decisions are based on a robust approach, assessments are
conducted in a structured and consistent manner, and common language is used and understood throughout the organisation. In line with the
Standard, the elements of the City’s risk management process are outlined in Figure 1, a brief description of each of the processes is
articulated in the below table:
Process Step

Description

Communication
and Consultation

Involving stakeholders (internal and external)
and information sharing throughout the risk
management process, across the City.

Purpose
 Context is appropriately defined;
 Staff that are involved throughout the risk process understand the basis for decisions and actions
required; and
 Lessons learnt are shared and transferred to those who can benefit from them.
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Description

Establish Context
(explained further in
section 5.1)

Understanding the City’s objectives and defining
the external and internal environment within
which the City operates.

 Understand the critical success factors influencing the ability to achieve objectives; and
 Determine boundaries within which the Risk Management Framework operates using the City’s
Risk Assessment & Acceptance Criteria (Appendix 1).

Risk
Identification

Identifying risks, its sources, causes and potential
consequences.

 Refer to the City’s Risk Assessment & Acceptance Criteria to ensure risks are assessed in a
consistent manner; and
 Generate a comprehensive list of threats and opportunities based on the critical success factors
that might enhance, prevent, degrade, accelerate or delay the achievement of set objectives.

Comprehending the nature of the risk and
determining the level of risk exposure (likelihood
and consequence).

 Provide an understanding of the residual risk (level of risk exposure with adequate controls in
place);
 Utilise the City’s Measures of Existing Controls, in assessing the effectiveness of risk controls;
 Determine relevant consequence categories to rate the residual risk; and
 Using the risk matrix, combine the consequence and likelihood ratings to determine the level of
risk.
 Determine whether the controlled risk aligns with the City’s risk appetite;
 Determine if controlled risks need further treatment; and
 Identify priority order in which these risks should be treated.

Risk Analysis

Risk Assessment

Process Step

Purpose

Risk
Evaluation

Comparing the risk analysis with the risk criteria
to determine whether the risk is acceptable or
tolerable.

Risk Treatment

 Selecting one or more options for treating the
risk.
 Reassessing the level of risks with controls
and treatments in place (residual risk).

 Identify treatments for risks that fall outside the City’s risk appetite;
 Provide an understanding of the residual risk (level of risk with controls and treatments in place);
and
 Identify priority order in which individual risks should be treated, monitored and reviewed in line
with the City’s risk assessment & acceptance criteria.

Monitoring and
Review

 Determining whether the risk profile has
changed and whether new risks have
emerged.
 Checking control effectiveness and progress
of the treatment plans.








Identifying emerging risks;
Provide feedback on control effectiveness;
Identify whether any further treatment is required;
Provide a basis to reassess risk priorities;
Capture lessons learnt from event failures, near - misses and success; and
Monitor risk controls and actions through the City’s Risk management Software (RMSS).
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5.2

Risk Treatment

For risks which fall outside of the City’s risk appetite, determine treatment options that may
improve existing controls and/or reduce consequence/likelihood to an acceptable level.
Risk treatments may involve actions such as avoid, share, transfer or reduce the risk. The
treatment selection and implementation may be based on:




5.3

Cost versus benefit;
Ease of implementation; and
Alignment to organisational values and objectives.

Monitoring & Review

The City will review all Risk Profiles in line with the Risk Assessment & Acceptance Criteria
or if triggered by one of the following:




changes to context;
a treatment is implemented; and
an incident occurs or due to audit/regulator findings.

The Risk Management Coordinator will monitor the status of risk treatment implementation
and report on progress, if required.
The Corporate OSH & Risk Committee will monitor significant risks and treatment
implementation as part of their normal agenda item with specific attention to be given to
risks that meet any of the following criteria:





5.4

Risks with a Level of Risk of High or Extreme;
Risks with an Inadequate Existing Control Rating;
Risks with a Consequence Rating of Catastrophic; and
Risks with a Likelihood Rating of Almost Certain.

Risk Tools

The risk register enables staff to document, manage, monitor, review and update strategic,
operational, hazard or project risk information. Risk register reporting allows the City to
monitor and review risks in alignment with the Strategic Community Plan, Corporate
Business Plan, Business Unit Plans, programs and other cascading plans.
Information from the risk management process is to be recorded, reported and monitored
using the City’s various risk register templates. The City has two ways to record risks as
depicted below:
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RMSS risk register – An online risk management tool, to assist the City in recording,
monitoring and reporting operational and strategic risk information.
Offline risk registers – These are various risk register templates (Appendix 2) used for
projects, programs, events and hazard assessments. This information is not kept within the
RMSS system.

5.5

Risk Reporting

The following diagram provides a high level view of the City’s risk reporting process in line
with the City’s Risk Assessment and Acceptance Criteria (Appendix 1):
Figure 4: City of Perth Risk Reporting Workflow

21

City of Perth
Risk Management Framework
February 2017
------------------------------------------------------------------------------------------------------------------------------------------------------

Each Business Unit is responsible for ensuring:



They continually provide updates in relation to new, emerging operational risks, control
effectiveness and key risk indicator performance on the City’s RMSS system; and
Operational Risks reported to the Corporate OSH & Risk Committee are reflective of the
current risk and control environment.

The Risk Management Coordinator is responsible for:


Ensuring all Operational and Strategic Risks are formally reviewed and updated in line
with the City’s Risk Acceptance Criteria, and as required when there has been a material
restructure, change in risk ownership or change in the external environment; and



Quarterly Risk Reporting to both the Corporate OSH & Risk Committees – report
contains an overview of the Risk Profiles for the City.

6

Training and Education

The City has clarified roles, responsibilities, accountabilities and delegations at all levels.
The City’s Risk Management Framework is to be embedded through a number of
communication, training and support systems, including:

6.1

Training

To ensure that adequate risk management competency levels are achieved and
maintained, the City provides regular training courses in the risk management process and
its application in the City.
Specific risk management training sessions will be held on an annual basis, aimed at
providing an overview of the Risk Management Framework. The training will be provided
by the Risk Management Coordinator. Additional ad-hoc training will be provided as
required.
This training is designed to increase the knowledge and awareness of staff and
management in a number of risk management topics including:






risk management principles and process;
fraud and misconduct awareness;
environmental management;
events management; and
Business Continuity and Crisis Management.

Instruments providing training on appropriate controls include job descriptions, inductions,
policies, procedures, terms of reference, performance planning and review programs,
contracts and delegations.
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6.2

Communication of responsibilities and Accountabilities

Risk management responsibilities, accountabilities and authorities are set out in:








7

The Risk Management Policy and Framework document;
Positions descriptions;
Delegations and authorisations;
the City’s intranet;
Project documentation;
Performance planning and review documentation; and
Risk registers.

Risk Management Assurance

The City’s Risk Management Assurance activities are conducted to assess and monitor the
appropriateness and effectiveness of:
1.
2.
3.
4.

7.1

Risk Management Framework;
Management of Risks;
Controls Assurance; and
Internal and External Audit Program.

Risk Management Framework
Appropriateness

Effectiveness

Activity







Risk Management Framework in place,
endorsed and subject to review;
Risk Management Framework owner
defined and has ownership of the
framework;
Risk Management Framework aligns to
relevant standards and legislation;
Defined risk appetite / tolerance; and
Staff awareness of Risk Management
Framework; and their respective roles as
defined in the framework.

Activity








Risk Management Framework considered and
linked to other risk related functions i.e.
procurement, contract management, human
resources, business continuity;
Relevant risks identified;
Risk Management Framework roles and
responsibilities are undertaken;
Planning and decision making consider the
City’s risk appetite / tolerance;
Reporting of risk information aligns with Risk
Management Framework; and
Risk based discussions occurring within key
management and staff meetings.
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7.2

Management of Risks
Appropriateness

Effectiveness

Activity






Activity


Risks documented within relevant risk
registers;
Risk owners assigned to risks;
Risk acceptance decision made within risk
appetite / tolerance;
Unacceptable risks have documented risk
treatment plans / options; and
Risks subject to regular review, as required.



7.3

Controls Assurance
Appropriateness

Effectiveness

Activity









Identification and monitoring of key lead and
lag indicators i.e:

Safety and Security Risks:
Staff Engagement Levels (Lead); and
Lost Time Injuries (Lag),

Business and Community Disruption Risk
Theme:
Business Continuity Plan Validation
(Lead); and
Number of >1 day Disruption
Incidents (Lag),
Implementation of risk treatment plans.

Control owners assigned;
Layered approach to risk controls:
Organisational e.g. policies and
procedures;
Process e.g. checklists and operating
procedures; and
Technological e.g. systems,
Controls designed to be:
Preventative,
detective
and/or
recovery;
Complete;
Accurate;
Timely; and
Minimise opportunities for fraud /
theft.
Controls rated as Effective, Adequate or
Inadequate;
Control effectiveness considered within risk
acceptance decision; and
Alignment with audit and assurance
programs / activities.

Activity





Identification and monitoring of key lead and
lag indications (as per Management of Risks);
Monitoring of control design and operation
through:
Re-perform – Re-complete the activity;
Inspect – Review outcomes to
objectives;
Observe – Oversee the activity being
performed; and
Inquire – Ask specific questions,
For individual controls consideration of:
Is the control relevant;
Is the control documented;
Is the control in use;
Is the control up to date; and
Is the control effective.
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CONFIDENTIAL ATTACHMENTS 8.1C AND 8.1D
ITEM 8.1 – RISK MANAGEMENT, AND CRISIS AND BUSINESS
CONTINUITY MANAGEMENT FRAMEWORK

FOR THE AUDIT AND RISK COMMITTEE MEETING

27 FEBRUARY 2017

DISTRIBUTED TO ELECTED MEMBERS UNDER SEPARATE COVER

7
Report to the Audit and Risk Committee
Confidential
Agenda
Item 8.2

Appointment of External Member – Audit and Risk Committee

Recommendation:
The Council approves the appointment of Mr Rob Maurich as the external member
to the Audit and Risk Committee.

In accordance with Section 5.23 (2)(e)(iii) of the Local Government Act 1995, this item is
confidential and has been distributed to the Elected Members under separate cover.
FILE REFERENCE:
REPORTING UNIT:
RESPONSIBLE DIRECTORATE:
DATE:
ATTACHMENT/S:

P1028787‐2
Corporate Services Office
Corporate Services
19 January 2017
Confidential Attachment 8.2A – Mr Rob Maurich – Cover
Letter and Resume (Confidential Attachments distributed
under separate cover to Elected Members)

CONFIDENTIAL ATTACHMENT 8.2A
ITEM 8.2 – APPOINTMENT OF EXTERNAL MEMBER – AUDIT AND
RISK COMMITTEE

FOR THE AUDIT AND RISK COMMITTEE MEETING

27 FEBRUARY 2017

DISTRIBUTED TO ELECTED MEMBERS UNDER SEPARATE COVER

8
Report to the Audit and Risk Committee
Confidential
Agenda
Item 8.3

2016 Compliance Audit Return

Recommendation:
That Council adopts the completed 2016 Compliance Audit Return as detailed in
Confidential Attachment 8.3A for certification by the Lord Mayor and the Chief
Executive Officer in accordance with Regulation 15(2) of the Local Government
(Audit) Regulations 1996.

In accordance with Section 5.23(2)(e)(iii) of the Local Government Act 1995, this item is
confidential and has been distributed to the Elected Members under separate cover.
FILE REFERENCE:
REPORTING UNIT:
RESPONSIBLE DIRECTORATE:
DATE:
ATTACHMENT/S:

P1013788‐5
Corporate Services Office
Corporate Services
03 February 2017
Confidential Attachment
Compliance Audit Return

8.3A

–

Completed

2016

CONFIDENTIAL ATTACHMENT 8.3A
ITEM 8.3 – 2016 COMPLIANCE AUDIT RETURN

FOR THE AUDIT AND RISK COMMITTEE MEETING

27 FEBRUARY 2017

DISTRIBUTED TO ELECTED MEMBERS UNDER SEPARATE COVER

9
Report to the Audit and Risk Committee
Confidential
Agenda
Item 8.4

Outstanding Internal Audit Recommendations – February 2017

Recommendation:
That Council receives the report summarising the status of outstanding internal
audit recommendations as at February 2017.

In accordance with Section 5.23 (2)(a) of the Local Government Act 1995, this item is
confidential and has been distributed to the Elected Members under separate cover.
FILE REFERENCE:
REPORTING UNIT:
RESPONSIBLE DIRECTORATE:
DATE:
ATTACHMENT/S:

P102969‐8
Corporate Services Office
Corporate Services
2 February 2017
Confidential
Attachment
8.4A
–
Outstanding
Recommendations – February 2017
(Confidential Attachment distributed to Elected Members
under separate cover)

CONFIDENTIAL ATTACHMENT 8.4A
ITEM 8.4 – OUTSTANDING INTERNAL AUDIT RECOMMENDATIONS –
FEBRUARY 2017

FOR THE AUDIT AND RISK COMMITTEE MEETING

27 FEBRUARY 2017

DISTRIBUTED TO ELECTED MEMBERS UNDER SEPARATE COVER

10
Report to the Audit and Risk Committee
Agenda
Item 8.5

Internal Audit 2016/17 – Contract Payment Review

Recommendation:
That Council approves the Contract Payment Review as part of the Internal Audit
Plan 2016/17 as detailed in Confidential Attachment 8.5A.

FILE REFERENCE:
REPORTING UNIT:
RESPONSIBLE DIRECTORATE:
DATE:
ATTACHMENT/S:

P102969‐8
Corporate Services Office
Corporate Services
2 February 2017
Confidential Attachment 8.5A – Contract Payment Review
January 2017 and Sample Testing
(Confidential Attachment distributed to Elected Members
under separate cover)

Legislation / Strategic Plan / Policy:
Legislation

Local Government (Audit) Amendment Regulations 2013

Integrated Planning and
Reporting Framework
Implications

Corporate Business Plan / Strategic Community Plan
Council Four Year Priorities: Capable and Responsive
Organisation
S18 Strengthen the capacity of the organisation.
A capable, flexible and sustainable organisation with a
strong and effective governance system to provide
leadership as a capital city and deliver efficient and
effective community centred services.

Policy
Policy No and Name:

19.1 – Enterprise Risk Management

Financial Implications:
There are no financial implications related to this report.

Purpose and Background:
This review seeks Council approval of the Contract Payment Review completed in
accordance with the City of Perth Internal Audit Plan 2016/17.

Details:
The findings of the review are detailed in the attached Confidential Attachment 8.5A.

CONFIDENTIAL ATTACHMENT 8.5A
ITEM 8.5 – INTERNAL AUDIT 2016/17 – CONTRACT PAYMENT
REVIEW

FOR THE AUDIT AND RISK COMMITTEE MEETING

27 FEBRUARY 2017

DISTRIBUTED TO ELECTED MEMBERS UNDER SEPARATE COVER

